Graduation Project 1 Research Proposal
Threat Hunting Software Using LLM-Based Log Analysis
1. Introduction
With the increasing complexity of modern IT environments and the growing number of cybersecurity threats, traditional methods of threat detection are often inadequate. Threat hunting—actively searching for signs of malicious activity within systems and networks—has become a critical part of proactive cybersecurity strategy.

This project proposes the development of an intelligent threat hunting software that collects system logs and analyzes them using a Large Language Model (LLM). The system will leverage predefined rules and contextual understanding of logs to identify suspicious behaviors, unauthorized access, malware activity, and potential insider threats in real time.
2. Problem Statement
Conventional log analysis tools often rely on static pattern matching or simple heuristics, which may fail to detect sophisticated or novel threats. Security analysts are also overwhelmed by the volume of logs, making manual inspection impractical. There is a need for a smarter, automated tool that understands the context of log entries and correlates events across systems to identify threats efficiently.
3. Objectives
- Develop a system to automatically collect logs from endpoints and servers.
- Design a set of rules and behavior signatures for threat detection.
- Integrate a Large Language Model (LLM) to analyze logs in a contextual and semantic manner.
- Provide a user interface for visualizing threats and alerts.
- Enable real-time or near-real-time alerting and response.
4. Methodology
The project will be implemented in the following stages:

1. Log Collection: Develop agents or use existing logging mechanisms (e.g., syslog, Windows Event Logs) to collect logs from multiple sources.
2. Preprocessing: Clean, normalize, and categorize logs for analysis.
3. Rule Definition: Create a threat detection ruleset using known attack indicators and suspicious patterns.
4. LLM Integration: Utilize an LLM (e.g., GPT-based) to analyze logs in natural language format and infer context.
5. Threat Scoring: Combine rule-based scoring with LLM outputs to assess threat likelihood.
6. Dashboard: Build a visualization tool to display events, threat levels, and alerts.
5. Expected Outcomes
- A functioning prototype of threat hunting software.
- Demonstrated ability to detect various types of threats (e.g., privilege escalation, unauthorized access).
- Real-time alerting system with a user-friendly interface.
- Evaluation metrics showing accuracy and effectiveness compared to baseline systems.
6. Tools and Technologies
- Python (Backend logic, LLM integration)
- OpenAI or HuggingFace LLM API
- Elasticsearch or custom log storage
- Flask/Django (Web interface)
- Docker (Deployment)
- Git (Version control)
7. Timeline
- Week 1–2: Literature Review and Requirements Gathering
- Week 3–5: Log Collection and Preprocessing Module
- Week 6–7: Rule-Based Engine Development
- Week 8–10: LLM Integration and Testing
- Week 11–12: Dashboard and Alerting System
- Week 13–14: Testing, Evaluation, and Documentation
8. Conclusion
This project addresses the urgent need for smarter threat detection tools in cybersecurity. By leveraging LLMs and rule-based engines, the proposed system aims to provide a practical, scalable solution for real-time threat hunting and log analysis.
