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ABSTRACT
The Internet of Things (IoT) has become an important part of modern information technology, with connected devices being used in areas such as healthcare, smart homes, transportation, agriculture, and industrial systems. The growth of these networks provides many benefits, but it also increases the number of devices and communication points that can be targeted by attackers. IoT devices are often limited in processing power, memory, energy, and storage, while also operating in heterogeneous environments. These characteristics make it difficult to apply traditional security mechanisms in the same way they are applied to conventional computing systems.
This research proposes a structured literature review and comparative analysis of security challenges and solutions in IoT networks. The study will examine major threats, including denial-of-service attacks, malware, botnets, unauthorized access, and privacy-related attacks, as well as security mechanisms such as authentication, access control, encryption, intrusion detection, and intelligent security approaches. The research will review studies from major academic databases and compare them according to security effectiveness, resource requirements, scalability, and practical applicability. The expected outcome is a clearer understanding of the strengths and limitations of existing approaches and the identification of research gaps that can guide future IoT security research.
CHAPTER 1 – INTRODUCTION
1.1 Introduction
The Internet of Things refers to an environment in which physical objects are connected to networks so that they can collect, exchange, and process information. IoT devices range from simple sensors and wearable devices to more complex industrial and healthcare systems. The technology has become increasingly important because it allows organizations to automate tasks, monitor environments, and make decisions using information collected from connected devices.
The benefits of IoT have also resulted in a rapid expansion of connected environments. IoT is now used in smart homes, healthcare, transportation, agriculture, manufacturing, and smart-city applications. However, the large and diverse nature of IoT networks creates security challenges that are different from those of traditional information systems. Many IoT devices have limited computational resources, and devices from different manufacturers may use different hardware, operating systems, and communication protocols. This makes it difficult to apply one security mechanism to every device.
Security is therefore an important requirement for the continued development of IoT. A compromised IoT device may expose private information, disrupt services, or become a starting point for attacks against other systems. Previous surveys have identified a wide range of IoT threats and emphasized the need for security mechanisms that take the characteristics of IoT environments into account (Jurcut et al., 2020; Haque & Tasmin, 2020).
1.2 Background
1.2.1 Internet of Things Networks
IoT networks normally consist of connected sensing, computing, communication, and application components. A simple IoT environment may include sensors that collect data, a gateway that transfers or processes information, and a cloud or application platform that stores and analyzes the data. The exact architecture varies between applications, but the common feature is that devices communicate and exchange information with limited human intervention.
The diversity of IoT environments is one reason why security is difficult. A small battery-powered sensor has very different capabilities from a smart gateway or cloud server. Security mechanisms therefore need to consider the resources available at each point in the system. HaddadPajouh et al. (2021) classified IoT security requirements and threats using a layered view of IoT architecture, showing that different layers can have different vulnerabilities and protection needs.
1.2.2 IoT Security Requirements
The main security requirements for IoT include confidentiality, integrity, availability, authentication, authorization, and privacy. Confidentiality prevents unauthorized parties from accessing information, while integrity protects data from unauthorized modification. Availability ensures that devices and services remain accessible when required. Authentication helps verify the identity of devices or users, while authorization determines what an authenticated entity is allowed to do. These requirements are closely connected because failure in one area can affect the others.
Authentication and authorization are particularly important because IoT networks may contain a large number of devices that communicate with one another. A systematic review by Cerny et al. (2022) examined more than 1,600 peer-reviewed publications and found authentication, authorization, and identity management to be major areas of IoT security research.
1.2.3 Security Challenges
One of the main challenges is the limited resources available on many IoT devices. Devices may have small amounts of memory, limited processing capability, and restricted battery capacity. Security mechanisms that require heavy computation or frequent communication may reduce device performance or battery life. This creates a security-performance trade-off that needs to be considered when designing IoT protection.
Another challenge is heterogeneity. IoT environments can contain devices using different communication technologies, operating systems, and security capabilities. Haque and Tasmin (2020) emphasized that the heterogeneous nature of IoT creates diverse security issues and makes the development of universal protection mechanisms difficult.
Scalability is also important. A security mechanism that works well for a small test network may become difficult to manage when thousands or millions of devices are connected. Security policies, credentials, updates, and monitoring therefore need to be designed with large-scale deployments in mind.
1.2.4 Common IoT Attacks
IoT devices can be targeted by denial-of-service and distributed denial-of-service attacks, malware, botnets, spoofing, unauthorized access, and data interception. Botnets are especially concerning because compromised IoT devices can be controlled together and used to launch attacks against other systems. Ali et al. (2020) reviewed IoT-based botnet attacks and highlighted how resource-constrained and heterogeneous IoT environments create opportunities for attackers.
Privacy is another concern because IoT devices can continuously collect information about users, locations, health, activities, and surrounding environments. If the data are poorly protected, an attacker may gain access to information that was never intended to be public. Security therefore needs to address both the device and the information that the device collects and communicates.
1.3 Problem Statement
The rapid growth of Internet of Things networks has created a large and diverse environment of connected devices that exchange information across different networks and platforms. These systems provide important benefits in areas such as healthcare, smart homes, transportation, agriculture, and industrial automation. At the same time, the growing number of connected devices increases the potential attack surface and creates security challenges that are difficult to address using traditional approaches.
A major problem is that many IoT devices operate with limited processing power, memory, energy, and storage. These limitations can make strong security mechanisms difficult to implement without affecting system performance. In addition, IoT environments are heterogeneous, meaning that devices may use different hardware, software, and communication protocols. This makes it difficult to create a single security solution that can be applied effectively across all IoT environments (Jurcut et al., 2020; HaddadPajouh et al., 2021).
The significance of the problem is increased by the types of environments in which IoT is being deployed. A compromised smart-home device may expose personal information, while an attack against healthcare, industrial, transportation, or other critical IoT systems may cause service disruption and potentially more serious consequences. The use of IoT devices for collecting sensitive information also increases privacy concerns.
Several security solutions have been proposed, including authentication and authorization mechanisms, encryption, access control, intrusion detection systems, and machine-learning-based approaches. Reviews of IoT security show that these approaches can address important parts of the problem, but they also have limitations. For example, authentication and authorization must be scalable, encryption must account for device constraints, and intelligent intrusion detection may require computational resources and suitable datasets (Cerny et al., 2022; Jan et al., 2021).
The literature therefore indicates a need for a clearer comparison of existing IoT security approaches according to security effectiveness, resource requirements, scalability, and practical applicability. Many studies focus on particular threats or individual security mechanisms, while the rapid development of IoT environments continues to introduce new devices, attack patterns, and technologies. This creates a research gap in understanding how existing approaches compare across the different requirements of practical IoT environments.
Therefore, this research will examine the major security challenges affecting IoT networks, review and compare existing security solutions, identify their main limitations, and determine research gaps that can guide the development of more practical and effective IoT security approaches.
1.4 Research Objectives
The primary objective of this research is:
To evaluate existing security challenges and security solutions in Internet of Things (IoT) networks and identify requirements for more practical and effective protection of resource-constrained IoT environments.
The specific objectives are:
To identify the major security challenges and cyber threats affecting IoT networks.
To examine existing security mechanisms used to protect IoT devices and networks.
To compare existing IoT security approaches according to security effectiveness, computational requirements, scalability, and practical applicability.
To analyze the limitations and research gaps identified in recent IoT security studies.
To develop recommendations for improving IoT network security based on the findings of the comparative analysis.
1.5 Research Scope
This research will focus on cybersecurity in Internet of Things networks. The study will examine common IoT security threats and the main mechanisms used to reduce those threats. Particular attention will be given to authentication, authorization and access control, encryption and lightweight security, intrusion detection, and intelligent approaches where they are relevant to the selected studies.
The research will be based primarily on published academic literature rather than the development of a physical IoT testbed. The study will therefore focus on comparing research findings, methodologies, datasets or evaluation environments where reported, strengths, limitations, and practical requirements.
The research will not cover the physical manufacturing of IoT devices, detailed hardware design, commercial product development, or cryptographic mathematics beyond what is necessary to understand the security approaches being reviewed. This scope is intended to keep the project manageable and aligned with the research objectives.
CHAPTER 2 – LITERATURE REVIEW
The literature review extends the research reviewed in the earlier assignments and adds recent studies to provide a broader view of IoT security. The discussion is organized by themes rather than by individual papers so that findings from different studies can be compared and synthesized.
2.1 IoT Security Challenges
Security challenges in IoT are strongly connected to the characteristics of the technology itself. Jurcut et al. (2020) describe a broad range of IoT security threats and weaknesses and emphasize that connected devices can be exposed at different points of an IoT ecosystem. Haque and Tasmin (2020) similarly explain that IoT security problems are diverse because IoT environments contain heterogeneous devices and communication systems. These findings suggest that IoT security cannot be treated as a single problem with one universal solution.
HaddadPajouh et al. (2021) provide another useful perspective by organizing threats and requirements according to the layers of IoT architecture. Their approach shows that vulnerabilities can occur at different layers and that the security requirements of a sensing device may differ from those of network or application components. This layered view is useful because it helps explain why security mechanisms need to be selected according to the environment in which they will operate.
More recent work has also considered the effect of emerging technologies on the security problem. Williams et al. (2022) reviewed IoT security with particular attention to technologies such as machine learning, blockchain, and fog, edge, and cloud computing. Their findings indicate that these technologies can support security but can also introduce new vulnerabilities and additional components that need protection. Therefore, technological development does not remove the security problem; in some cases it changes the nature of the problem.
2.2 Common Cyber Threats in IoT
Denial-of-service attacks are among the most important threats because IoT devices may have limited resources and may be unable to handle large volumes of malicious traffic. Botnet attacks are closely related to this issue. Ali et al. (2020) reviewed IoT-based botnet attacks and showed that attackers can take advantage of vulnerable devices and use them as part of coordinated attacks. The resource limitations and heterogeneity of IoT devices make consistent protection difficult.
Shafiq et al. (2022) examined the detection and prevention of IoT-based security attacks and highlighted the need for effective mechanisms across different attack types. Their review shows that security research covers multiple attack surfaces and that detection and prevention approaches need to consider the changing nature of IoT environments.
Another important trend is the use of machine learning for attack detection. Jan et al. (2021) conducted a systematic literature review of machine-learning approaches to IoT security and reported increasing research interest in using machine learning for large-scale attacks such as DDoS and botnets. The authors also point out that changing IoT device types, traffic patterns, and attack behaviors make reliable detection of new attacks difficult.
2.3 Authentication and Access Control
Authentication and authorization are fundamental to IoT security because devices and users need to be identified before they are allowed to access resources. Cerny et al. (2022) systematically reviewed research on IoT authentication, authorization, and identity management and analyzed more than 1,600 peer-reviewed publications. Their review shows that there are many proposed approaches but also a lack of common standards and continuing research challenges.
Authentication mechanisms for IoT need to balance security and resource consumption. A complex authentication process may provide stronger protection but can be difficult to deploy on devices with limited processing power or battery life. Similarly, access control must be manageable when an environment contains a large number of devices with different roles and permissions. These issues suggest that scalability should be considered together with security rather than treated as a separate concern.
The literature therefore supports the use of lightweight and scalable authentication and authorization mechanisms, but it also indicates that there is no single method that is appropriate for all IoT environments. The selection of a method depends on the device capabilities, application requirements, network architecture, and level of security required.
2.4 Encryption and Lightweight Security
Encryption is important for protecting information while it is stored or transmitted between IoT devices. However, traditional cryptographic mechanisms may create computational and energy costs that are difficult for small devices to handle. This has encouraged research into lightweight security mechanisms that attempt to provide adequate protection with lower resource requirements.
The literature indicates that lightweight security is not simply a matter of choosing the smallest algorithm. A security mechanism also needs to provide sufficient protection against the threats relevant to the application. A mechanism that reduces computation too aggressively may create weaknesses, while a highly complex mechanism may be impractical for a battery-powered device. This security-performance trade-off is therefore an important consideration when comparing IoT security solutions.
Reviews such as those by Jurcut et al. (2020) and HaddadPajouh et al. (2021) demonstrate that security requirements vary across IoT layers and applications. This supports the idea that lightweight mechanisms should be evaluated in relation to the specific environment rather than treated as universally better than conventional techniques.
2.5 Intrusion Detection Systems
Intrusion detection systems provide an additional layer of protection by monitoring activity and identifying behavior that may indicate an attack. This is important because preventive mechanisms such as authentication and encryption may not stop every attack. An intrusion detection system can provide a second opportunity to identify suspicious activity.
Machine learning has become an important research direction for IoT intrusion detection. Jan et al. (2021) found that machine-learning approaches are increasingly being investigated for detecting large-scale attacks and abnormal behavior. Ahanger et al. (2022) similarly reviewed artificial-intelligence techniques for IoT security and categorized research using machine learning and deep learning for emerging IoT vulnerabilities.
However, intelligent intrusion detection also introduces challenges. Models require suitable training data, and their performance can be affected by changes in traffic patterns or new attack types. Farooq et al. (2022) discuss both the potential of machine learning for IoT security and the constraints associated with applying these approaches in IoT environments. These constraints include resource limitations and the need to maintain reliable detection performance.
Therefore, machine-learning-based IDS should not automatically be considered a complete solution. Their usefulness depends on factors such as dataset quality, computational cost, detection accuracy, adaptability, and the environment in which they are deployed.
2.6 Emerging Intelligent Security Approaches
Recent research increasingly combines IoT security with artificial intelligence. Sarker et al. (2022) reviewed IoT security intelligence and examined machine-learning approaches for detecting and mitigating device-level, network-level, and application-level threats. Their work shows the potential for intelligent security mechanisms to improve detection and response capabilities.
Machine and deep learning approaches can be useful when security systems need to identify patterns in large amounts of network data. Bharati and Podder (2022), for example, reviewed machine- and deep-learning applications for IoT security and discussed both their benefits and limitations. However, adding intelligent components can also increase complexity, computational requirements, and dependence on high-quality datasets.
This creates another trade-off. Intelligent systems may provide stronger or more adaptive detection, but their practical use on resource-constrained devices can be challenging. The literature therefore suggests that future IoT security research should consider not only detection accuracy but also resource consumption, scalability, explainability where relevant, and ease of deployment.
2.7 Comparative Synthesis of the Literature
	Security Area
	Main Contribution
	Strength
	Common Limitation
	Implication

	Threat analysis
	Identifies attacks and vulnerabilities
	Broad understanding of risk
	Often survey-based
	Supports threat classification

	Authentication/authorization
	Controls device and user access
	Reduces unauthorized access
	Scalability and resource cost
	Needs lightweight, manageable methods

	Encryption
	Protects data confidentiality/integrity
	Strong data protection
	Computational/energy overhead
	Requires resource-aware design

	IDS
	Detects suspicious activity
	Adds monitoring capability
	False positives and resource needs
	Needs IoT-specific evaluation

	Machine learning
	Detects complex or changing patterns
	Potential for adaptive detection
	Dataset, cost, and generalization issues
	Needs careful practical evaluation

	Integrated approaches
	Combines multiple mechanisms
	Broader protection
	Greater complexity
	Requires balance between security and practicality


The comparison shows a common pattern across the literature. Existing approaches can address important individual security requirements, but each approach has limitations. Authentication can restrict access but must remain scalable and efficient. Encryption protects data but creates computational costs. IDS can detect attacks but may require significant processing and can produce false alarms. Machine learning may improve detection of complex attacks but depends on data and can introduce additional resource requirements. This suggests that practical IoT security requires a balanced approach rather than relying on one mechanism.
2.8 Research Gap
The literature provides extensive coverage of IoT threats and security mechanisms, but several gaps remain. First, many studies focus on particular security problems or individual mechanisms. This makes it difficult to determine which approaches provide the best overall balance when multiple requirements are considered at the same time.
Second, resource consumption and scalability remain important concerns. Security mechanisms need to operate across large and heterogeneous IoT environments without creating unacceptable performance or energy costs. Reviews of authentication, machine learning, and general IoT security show that these issues continue to be discussed as open challenges (Cerny et al., 2022; Jan et al., 2021; Farooq et al., 2022).
Third, there is a continuing gap between research proposals and practical deployment. Some approaches are evaluated using simulations, selected datasets, or specific experimental environments. Such evaluations are useful, but they may not fully represent the diversity of real IoT deployments. A comparative analysis that considers security effectiveness, resource requirements, scalability, and practical applicability can therefore provide a useful synthesis of the existing evidence.
This research will address this gap by systematically reviewing and comparing existing IoT security research and organizing the findings around the requirements that matter for practical IoT environments. The study will not claim to create a universal security solution; instead, it will identify evidence-based requirements and recommendations that can support future IoT security research.
CHAPTER 3 – RESEARCH METHODOLOGY
3.1 Research Approach
This research will use a structured systematic literature review followed by comparative and thematic analysis. This approach is appropriate because the research objectives focus on identifying security challenges, examining existing solutions, comparing their characteristics, and identifying research gaps. Rather than collecting data from a physical IoT network, the study will collect evidence from published academic research.
The methodology will follow a sequence of research planning, literature identification, screening, data extraction, analysis, and synthesis. The process will be documented so that the selection of studies is transparent and related directly to the research objectives.
3.2 Research Questions
What are the major security challenges and cyber threats affecting IoT networks?
What security mechanisms have been proposed to protect IoT devices and networks?
How do existing IoT security approaches compare in terms of security effectiveness, resource requirements, scalability, and practical applicability?
What limitations and research gaps remain in current IoT security research?
What recommendations can be derived from the literature to improve IoT network security?
3.3 Data Sources and Search Strategy
Relevant research will be collected from recognized academic databases, including IEEE Xplore, ScienceDirect, SpringerLink, ACM Digital Library, and Google Scholar. These databases were selected because they provide access to research in computer science, cybersecurity, networking, and IoT.
Example search terms will include:
“IoT security”
“Internet of Things cybersecurity”
“IoT security challenges”
“IoT authentication”
“IoT access control”
“IoT intrusion detection”
“IoT lightweight cryptography”
“machine learning IoT security”
3.4 Inclusion and Exclusion Criteria
Studies will be included when they:
Focus directly on IoT security, threats, vulnerabilities, or security mechanisms.
Address at least one of the research objectives.
Are peer-reviewed academic papers or high-quality systematic/survey studies.
Contain sufficient information about the research method and findings.
Fall within the selected publication period, with older foundational studies included when they are directly relevant.
Studies will be excluded when they:
Do not address IoT security.
Focus only on a non-security IoT application.
Are duplicate records.
Do not contain sufficient research information for comparison.
Are primarily opinion pieces, advertisements, or non-academic web material.
3.5 Data Extraction
A literature matrix will be created in Microsoft Excel. For each selected study, the following information will be recorded: author and year, research problem, research objective, methodology, IoT environment or dataset, security approach, key findings, strengths, limitations, resource requirements, scalability considerations, and identified research gap. Recording these fields will make it easier to compare studies using the same criteria.
3.6 Data Analysis
The collected information will be analyzed using thematic and comparative analysis. Thematic analysis will group findings into major themes such as threats, authentication, encryption, intrusion detection, machine learning, and scalability. Comparative analysis will then examine how different approaches perform against the selected criteria.
The analysis will not attempt to calculate a single numerical score for every security mechanism unless the selected studies provide comparable measurements. Instead, differences in evaluation methods and environments will be considered when interpreting results. This is important because two studies may report performance using different datasets, hardware, or experimental conditions.
3.7 Research Tools
Microsoft Excel: organize the literature matrix, screening results, and comparative information.
Zotero or Mendeley: manage references and APA citations.
Microsoft Word: prepare and format the final research proposal.
Academic database search tools: identify and retrieve relevant research papers.
3.8 Objective–Methodology Alignment
	Objective
	Method
	Evidence/Output

	O1 – Identify major threats
	Thematic literature analysis
	Categorized threat and vulnerability themes

	O2 – Examine security mechanisms
	Structured literature review
	Classification of existing security solutions

	O3 – Compare approaches
	Comparative matrix
	Comparison by effectiveness, resources, scalability, applicability

	O4 – Analyze limitations and gaps
	Critical synthesis
	Identified limitations and research gaps

	O5 – Develop recommendations
	Synthesis of findings
	Evidence-based recommendations


3.9 Expected Outcomes
A structured classification of major IoT security threats and challenges.
A clear overview of authentication, authorization, encryption, intrusion detection, and intelligent security approaches.
A comparative assessment of existing solutions based on security effectiveness, resource requirements, scalability, and applicability.
Identification of recurring limitations and research gaps in current IoT security research.
A set of recommendations describing important requirements for future practical IoT security solutions.
3.10 Gantt Chart
	Activity
	W1
	W2
	W3
	W4
	W5
	W6
	W7
	W8

	Finalize title and objectives
	✓
	
	
	
	
	
	
	

	Search academic literature
	✓
	✓
	
	
	
	
	
	

	Screen and select studies
	
	✓
	✓
	
	
	
	
	

	Extract literature data
	
	
	✓
	✓
	
	
	
	

	Analyze and compare studies
	
	
	
	✓
	✓
	
	
	

	Identify research gaps
	
	
	
	
	✓
	✓
	
	

	Draft and revise proposal
	
	
	
	
	
	✓
	✓
	

	Final formatting and submission
	
	
	
	
	
	
	
	✓
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