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Public Utilities in the Kingdom of Saudi Arabia
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Research Introduction

Public utilities serve as the vital tool employed by the Saudi State to achieve
public benefit. With the launch of Saudi Vision 2030, the public utility is no
longer merely a physical building for service delivery; rather, it has transformed
into an integrated digital ecosystem. The significance of this research lies in
monitoring the alignment between the traditional rules of Administrative Law

and the requirements of modern Electronic Management.
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The Research Problem

The research problem lies in the existence of a regulatory and procedural gap

resulting from the accelerated transformation of public utilities in the Kingdom

of Saudi Arabia from a traditional (physical) model to a digital (smart) model.

Despite the efficiency of technical systems, several legal issues emerge, as

highlighted in the following points:

1. Ambiguity of Legal Liability: The problem arises in defining "Administrative
Liability" for the public utility when technical errors or cyber vulnerabilities
occur, leading to the disruption of beneficiaries' interests or data leaks. The
question remains: should this be classified as a traditional 'Service Fault'

(Faute de Service) or a "Technical Error' of a specialized nature?

2. The Challenge of Utility Continuity: The legal principle of "Regular and
Steady Operation of Public Utilities" faces new challenges in the digital
environment, such as technical outages or Distributed Denial of Service
(DDoS) attacks. This places the administration in a legal dilemma regarding

the fulfillment of its obligations toward the public.

3. Adequacy of Current Legislative Frameworks: The core research question

lies in the extent to which current Saudi regulations (such as the Electronic




Transactions Law and the Personal Data Protection Law) can accommodate
the specificities of the "Digital Public Utility" and provide sufficient legal

protection for beneficiaries against the digital administration.

4. The Legality of Automated Decisions: There is a legal issue regarding
administrative decisions issued "automatically" via algorithms without direct
human intervention. This involves the extent of their compatibility with Saudi
Administrative Law principles and the validity requirements of an administrative

decision (Cause, Subject Matter, and Purpose).
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Research Questions

Based on the research problem defined previously, this study seeks to answer
the following primary question: "To what extent is the legal and regulatory
framework for public utilities in the Kingdom of Saudi Arabia effective in light of

the accelerated digital transformation?"
The following sub—questions branch out from this primary question:
1. Questions Related to Legal Grounding:

What is the newly developed legal concept of the "Digital Public Utility" within

Saudi regulations?

How do Saudi regulations (such as the Electronic Transactions Law)
harmonize the traditional physical nature of the utility with its modern virtual

nature?

2. Questions Related to Administrative Principles:




How is the principle of "Regular and Steady Operation of Public Utilities"

affected by technical challenges such as cyberattacks or software failures?

What are the legal guarantees that ensure the principle of "Equality Before
Public Utilities" is upheld in a digital environment that requires specific technical

skills?
3. Questions Related to Liability and Oversight:

What is the legal nature of the Administrative Liability resulting from technical
errors in digital public utilities? How is compensation for such errors assessed

before the Board of Grievances?

What is the legal weight (probative value) of Automated Administrative
Decisions (issued via algorithms or Artificial Intelligence), and to what extent

can they be challenged before the Administrative Judiciary?
4. Questions Related to Data Protection and Privacy:

To what extent do Saudi public utilities comply with the Personal Data

Protection Law (PDPL) when providing digital services to beneficiaries?

What is the role of the Digital Government Authority (DGA) and the National
Cybersecurity Authority (NCA) in establishing the regulatory frameworks

governing the operation of public utilities?
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Research Objectives

Defining the Modern Legal Concept: To identify the newly developed legal

concept of public utilities in light of the digital transformation in the Kingdom.

Harmonizing Legal Principles: To demonstrate the extent of alignment between

traditional Administrative Law principles and modern technical systems.

Analyzing Legal Liability: To analyze the legal liability of public utilities

regarding technical and cyber-related errors.

Forecasting the Future: To explore the future of the legal regulation of smart

utilities in light of Saudi Vision 2030.

Research Methodology

The study adopts the Descriptive—Analytical Approach by describing the
relevant Saudi statutory texts (such as the Electronic Transactions Law and
the Personal Data Protection Law) and analyzing them to determine their
adequacy in regulating digital public utilities, while drawing on judicial

applications from the Board of Grievances.

Research Plan




Chapter One: The Legal Framework of Digital Public Utilities in the Kingdom
Section |: The Essence and Characteristics of the Digital Public Utility.

Subsection 1: Definition of the digital public utility and its distinction from the

traditional utility.
Subsection 2: Legal pillars of the public utility in a virtual environment.
Section Il: Governing Principles for the Operation of Digital Public Utilities.

Subsection 1: Adapting the "Principle of Continuity" in the face of technical and

cyber outages.

Subsection 2: The principle of "Digital Equality" and guarantees of access to

electronic services.

Chapter Two: Liability and Legal Protection in Digital Public Utilities

Section I: Administrative liability of the public utility for technical errors (system

failures, data Ieaks).

Section II: The legal weight (probative value) of automated administrative

decisions (Al) and their appeal mechanisms.

Conclusion

The study concludes that public utilities in Saudi Arabia have undergone a
qualitative leap, transitioning from "Organic Utilities" to "Digital Utilities." This
necessitates a re-reading of the general rules of Administrative Law through a
technical lens that guarantees individual rights against the power of digital

administration.




Results

Modern Saudi regulations have integrated the concept of "digitization" but still
require more specialized provisions regarding liability for Artificial Intelligence

algorithms.

The principle of the "regular and steady operation of public utilities" has
become strictly linked to Cyber Sovereignty and the availability of technical

infrastructure.

The Saudi Board of Grievances has demonstrated flexibility in accepting
lawsuits related to electronic decisions, thereby enhancing the oversight of

legality.

Recommendations

Drafting a "Unified Law for Digital Public Utilities" that specifies service

guidelines and technical quality standards.

Activating "Digital Compliance Units" within every government utility to ensure

adherence to the Personal Data Protection Law (PDPL).

Training legal cadres in government agencies on "Digital Law" to handle

modern administrative disputes.
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