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Abstract

This study aimed to measure the impact of implementing the National Cybersecurity
Authority (NCA) standards, across its five dimensions (Cybersecurity Governance,
Cybersecurity Defense, Cybersecurity Resilience, Third-Party and Cloud
Computing Cybersecurity, and Industrial Control Systems and Operational
Technology Cybersecurity), on the readiness of governmental institutions to counter
cyber breaches in the ministries of the Eastern Region of the Kingdom of Saudi
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Arabia. The study adopted the descriptive—analytical approach, employing a
questionnaire as the main tool, distributed to a stratified random sample of (220)
employees working in IT and cybersecurity departments. Data were analyzed using
SPSS software. The results revealed a statistically significant positive impact at the
(¢ < 0.05) level of NCA standards on cybersecurity readiness, with the five
dimensions collectively explaining (78.0%) of the variance in the dependent
variable. Cybersecurity Governance emerged as the most influential dimension,
followed by Cybersecurity Defense, Cybersecurity Resilience, Third—Party and
Cloud Computing Cybersecurity, and lastly Operational Technology Cybersecurity.
The study recommended accelerating policy review cycles, adopting the Zero Trust
Architecture, conducting periodic cyber simulation drills, enhancing monitoring of
cloud service providers, developing specialized cadres in OT security, and
establishing a unified national platform for cyber threat intelligence sharing among

governmental entities.

Keywords: Cybersecurity, National Cybersecurity Authority (NCA), Cyber
Readiness, Cyber Breaches, Governmental Institutions, Eastern Region, Kingdom

of Saudi Arabia.
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