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Abstract
Phishing attacks are a major cybersecurity threat that can lead to financial losses, privacy violations, and unauthorized access to sensitive information. As phishing techniques become increasingly sophisticated, traditional security mechanisms may not be sufficient to detect all types of phishing attacks. Artificial Intelligence (AI) has emerged as a promising technology for improving phishing detection through machine learning, deep learning, transformer models, and Explainable AI.
This research investigates the role of Artificial Intelligence in improving phishing detection and enhancing cybersecurity awareness. A literature-based research approach is used to analyze existing studies related to AI-based phishing detection, cybersecurity awareness training, user education, Explainable AI, and emerging phishing techniques. The reviewed studies are compared based on their objectives, methodologies, findings, and limitations.
The research is expected to demonstrate that AI can improve phishing detection and support cybersecurity awareness. However, challenges such as false positives, limited explainability, dependence on training datasets, newly emerging phishing techniques, computational requirements, and user trust remain important concerns. The research therefore emphasizes the importance of combining accurate AI-based detection with Explainable AI and continuous cybersecurity awareness training.
Keywords: Artificial Intelligence, Phishing Detection, Cybersecurity Awareness, Machine Learning, Deep Learning, Explainable AI, Cybersecurity.








Chapter 1: Introduction
1.1 Introduction
Phishing attacks have become one of the major cybersecurity threats affecting individuals and organizations worldwide. These attacks attempt to deceive users into providing sensitive information or interacting with malicious websites and messages. As phishing techniques continue to become more sophisticated, traditional security measures are becoming less effective in identifying new and complex phishing attacks.
Artificial Intelligence (AI) has emerged as a promising technology for improving cybersecurity and phishing detection. AI-based systems can analyze large amounts of data, identify suspicious patterns, and support the detection of potentially malicious activities. In addition to technical detection, AI can also support cybersecurity awareness by providing personalized training and helping users recognize phishing attempts.
However, the use of AI in phishing detection still has several challenges. These include false positives, limited transparency, insufficient explainability, and difficulties in adapting quickly to newly emerging phishing techniques. Furthermore, users may remain vulnerable to phishing attacks because of insufficient cybersecurity awareness, even when AI-based security technologies are available.
Therefore, this research focuses on investigating the role of Artificial Intelligence in improving phishing detection and enhancing cybersecurity awareness. It examines existing AI approaches, their effectiveness, their limitations, and possible recommendations for developing more reliable and user-centered cybersecurity solutions.





1.2 Background
Phishing is a form of cyberattack that relies heavily on social engineering to deceive users. Attackers may use fraudulent emails, websites, messages, or domain names that appear similar to legitimate sources. The increasing sophistication of these techniques creates challenges for traditional security systems.
Artificial Intelligence provides new opportunities for addressing these challenges. Machine learning and deep learning techniques can be used to analyze features and patterns associated with phishing attacks. Existing research has also examined the use of AI for cybersecurity awareness training, where training can be adapted according to users' knowledge and behavior.
Previous studies indicate that AI-based approaches can improve phishing detection accuracy and help users identify phishing attempts. However, research also highlights limitations related to training datasets, newly emerging attacks, system transparency, and the need for real-world validation.
Combining AI-based detection with continuous cybersecurity awareness may therefore provide a more comprehensive approach to reducing phishing risks. Technical detection can help identify suspicious activities, while user education can help users make safer decisions when interacting with potentially malicious content.








1.3 Problem Statement
Phishing attacks are among the fastest-growing cybersecurity threats and can cause significant financial losses and compromise sensitive information. As phishing techniques continue to evolve, traditional security measures such as email filtering, antivirus software, and rule-based detection systems may become less effective in identifying sophisticated phishing attacks.
Recent developments in Artificial Intelligence have introduced intelligent phishing detection systems capable of analyzing large amounts of data, recognizing suspicious patterns, and supporting cybersecurity awareness through personalized training and real-time threat detection. However, current AI-based solutions still face limitations, including false positives, limited transparency, insufficient explainability, and difficulties in adapting to newly emerging phishing techniques.
In addition, many users continue to have insufficient cybersecurity awareness, which can make them vulnerable to phishing attacks even when AI-based security technologies are available. Therefore, there is a need to investigate how AI can improve phishing detection while also enhancing cybersecurity awareness and users' trust in AI-driven security systems.
This research investigates existing AI approaches for phishing detection, identifies their strengths and limitations, and provides recommendations for developing more reliable, transparent, and user-centered AI-based cybersecurity solutions.





1.4 Research Objectives
1.4.1 General Objective
The general objective of this research is to investigate the role of Artificial Intelligence in improving phishing detection and enhancing cybersecurity awareness.
1.4.2 Specific Objectives
1. Identify the current challenges associated with phishing attacks. 
2. Examine existing Artificial Intelligence techniques used for phishing detection. 
3. Evaluate the effectiveness of AI in improving cybersecurity awareness. 
4. Identify the limitations of current AI-based phishing detection systems. 
5. Propose recommendations for improving AI-driven phishing detection and cybersecurity awareness. 

1.5 Research Scope
This research focuses on the role of Artificial Intelligence in phishing detection and cybersecurity awareness. It examines existing AI-based approaches used to identify phishing attacks and considers how AI can support users in recognizing and responding to phishing threats.
The research focuses on phishing-related cybersecurity threats, AI and machine learning techniques used for detection, cybersecurity awareness, user behavior, and the limitations of current AI-based solutions.
The literature reviewed in this research includes studies that discuss AI-based phishing detection, cybersecurity awareness training, deep learning, machine learning, homoglyph recognition, and Explainable AI.
Chapter 2
Chapter 2: Literature Review
2.1 Introduction
Phishing detection has become an important area of cybersecurity research due to the increasing sophistication of phishing attacks. Traditional security methods may have difficulties identifying new and complex phishing techniques. As a result, researchers have increasingly investigated Artificial Intelligence (AI), machine learning, deep learning, and Explainable AI as potential solutions for improving phishing detection.
This chapter reviews previous research related to AI-based phishing detection and cybersecurity awareness. The reviewed studies examine AI-based awareness training, machine learning, deep learning, user education, homoglyph recognition, Explainable AI, transformer models, and feature selection.

2.2 Paper 1: Prevention of Phishing Attacks Using AI-Based Cybersecurity Awareness Training
Objective:
 The primary objective is to investigate how AI-based cybersecurity awareness training can reduce phishing attacks by improving users' knowledge and ability to recognize phishing attempts.
Methodology:
 The study uses a literature-based approach to investigate phishing attacks and cybersecurity awareness. AI-powered training approaches were analyzed to understand how Artificial Intelligence can personalize cybersecurity education.
Results:
 The study reports that personalized AI training can improve users' ability to identify phishing emails and malicious websites and increase user engagement.
Limitations:
 The study has limited real-world experimental validation.

2.3 Paper 2: AI-Based Phishing Detection and Student Cybersecurity Awareness
Objective:
 The study investigates how Artificial Intelligence can improve phishing detection and cybersecurity awareness among students.
Methodology:
 Questionnaires and AI-based phishing detection approaches were used to examine students' awareness and ability to identify phishing attempts.
Results:
 The findings indicate improved phishing detection, reduced false positives, and increased user trust. Students still require additional cybersecurity education.
Limitations:
 The sample was limited to students and was relatively small.

2.4 Paper 3: Deep Learning Techniques
Objective:
 The study develops an intelligent phishing detection system using deep learning techniques.
Methodology:
 A deep learning model was developed and evaluated using phishing datasets.
Results:
 The model showed high detection performance and outperformed several traditional approaches.
Limitations:
 Its effectiveness depends on training-data quality and may decline against newly emerging phishing techniques.

2.5 Paper 4: ML, AI and User Education
Objective:
 The study examines how machine learning, Artificial Intelligence, and user education can work together to improve phishing detection and cybersecurity resilience.
Methodology:
 Previous research on machine learning models, AI applications, and user education strategies was reviewed.
Results:
 The findings support combining AI detection with continuous user education rather than relying on a single method.
Limitations:
 AI systems require continuous updates to remain effective.

2.6 Paper 5: Homoglyph Recognition
Objective:
 The study combines AI with homoglyph recognition techniques and user awareness.
Methodology:
 AI-based detection and awareness activities were used to evaluate phishing susceptibility.
Results:
 AI algorithms showed potential for detecting deceptive domains, while awareness activities reduced susceptibility.
Limitations:
 The study was geographically limited and requires further research on advanced phishing attacks.

2.7 Paper 6: Enhancing Phishing Attack Detection Using Explainable AI
Objective:
 The study investigates how Explainable AI can improve phishing detection through transparent and understandable decisions.
Methodology:
 Explainable AI techniques and machine-learning approaches were reviewed and analyzed.
Results:
 Explainable AI can improve users' trust by making AI decisions easier to understand.
Limitations:
 Implementation may increase system complexity and further real-world validation is required.

2.8 Paper 7: Advancing Phishing Email Detection
Objective:
 The study compares deep learning approaches for phishing email detection.
Methodology:
 Different deep learning techniques were evaluated using phishing and legitimate email data.
Results:
 The study demonstrates the potential of deep learning approaches to improve phishing email classification.
Limitations:
 Performance depends on dataset quality, computational resources, and real-world validation.

2.9 Paper 8: Traditional Machine Learning vs. Transformer Models
Objective:
 The study compares traditional machine-learning models with transformer models for phishing email detection.
Methodology:
 Traditional machine-learning algorithms and transformer-based models were evaluated using email datasets.
Results:
 Transformer models generally showed stronger performance. RoBERTa achieved a reported accuracy of 99.43%.
Limitations:
 Transformer models require greater computational resources and may face difficulties with unusual phishing content.

2.10 Paper 9: Explainable Feature Selection Framework
Objective:
 The study aims to improve web phishing detection using explainable feature selection.
Methodology:
 SHAP and LIME were used for feature selection with machine-learning models.
Results:
 Reported accuracy reached 97.41% for Random Forest and 97.21% for XGBoost.
Limitations:
 Further validation across different datasets and real-world environments is needed.

2.11 Paper 10: Novel Interpretable and Robust Web-Based AI Platform
Objective:
 The study develops a practical AI-based phishing email detection platform incorporating Explainable AI.
Methodology:
 A machine-learning model was developed and integrated with Explainable AI techniques.
Results:
 The proposed system achieved a reported F1 score of 0.99.
Limitations:
 Broader testing across different environments and datasets is still required.

2.12 Comparison of Previous Studies
The reviewed studies demonstrate that Artificial Intelligence can contribute significantly to phishing detection and cybersecurity awareness.
Machine learning, deep learning, and transformer models can provide strong technical detection, while awareness studies emphasize the importance of user education.
Explainable AI studies highlight transparency and trust as important factors.
Overall, the literature supports combining technical detection with user-centered awareness and explainability.



2.13 Research Gap
Many studies focus primarily on detection accuracy, while fewer examine detection accuracy together with cybersecurity awareness and user behavior.
AI systems still face false positives, limited explainability, dataset dependence, and difficulties adapting to newly emerging phishing techniques.
Several studies rely on specific datasets, which may limit generalization to different environments.
There is therefore a need for integrated, user-centered approaches that combine AI-based detection, continuous awareness, explainability, and user trust.
2.14 Chapter Summary
The literature demonstrates that machine learning, deep learning, transformer models, Explainable AI, and cybersecurity awareness training can contribute to reducing phishing risks.
At the same time, dataset dependence, false positives, computational requirements, limited explainability, evolving attacks, and insufficient user awareness remain important challenges.


 Chapter 3
Chapter 3: Research Methodology
3.1 Introduction
This chapter describes the methodology used to investigate the role of Artificial Intelligence in phishing detection and cybersecurity awareness.
The research follows a literature-based approach in which previous academic studies are reviewed, analyzed, and compared.
3.2 Research Approach
This research uses a qualitative literature-based research approach. Academic studies related to Artificial Intelligence, phishing detection, and cybersecurity awareness are reviewed and analyzed.
The process includes:
1. Identifying the research problem. 
2. Defining the research objectives. 
3. Reviewing relevant literature. 
4. Analyzing and comparing previous studies. 
5. Identifying the research gap. 
6. Developing recommendations. 




3.3 Data Collection
The main source of information is previously published academic literature related to phishing detection and Artificial Intelligence.
The reviewed studies cover:
· AI-based phishing detection 
· Machine Learning 
· Deep Learning 
· Transformer Models 
· Explainable AI 
· Homoglyph Recognition 
· Cybersecurity Awareness 
· User Education 
· User Trust 
3.4 Research Procedure
Step 1: Identification of the Research Problem
The research identifies phishing as a significant cybersecurity challenge and examines limitations of traditional detection approaches.
Step 2: Definition of Research Objectives
Objectives were defined to investigate phishing challenges, AI techniques, cybersecurity awareness, system limitations, and recommendations.
Step 3: Literature Review
Relevant academic studies were reviewed to understand current developments in AI-based phishing detection and cybersecurity awareness.

3.4 Research Procedure — Continued
Step 4: Analysis of Previous Studies
Each study was analyzed according to its objective, methodology, results, limitations, and contribution.
Step 5: Comparison
The findings of the reviewed studies were compared to identify similarities, differences, strengths, and limitations.
Step 6: Identification of the Research Gap
The comparison identified areas requiring further investigation, particularly the integration of phishing detection, cybersecurity awareness, explainability, and user trust.
Step 7: Recommendations
Recommendations were developed for more reliable, transparent, adaptable, and user-centered AI-based phishing detection.

3.5 Methodology for Achieving Research Objectives
Objective 1:
 Identify current phishing challenges through review and comparison of studies covering sophisticated attacks, deceptive domains, evolving techniques, and human vulnerability.
Objective 2:
 Examine Machine Learning, Deep Learning, Transformer Models, Explainable AI, feature selection, and Homoglyph recognition approaches.
Objective 3:
 Evaluate AI-based awareness training, personalization, engagement, phishing recognition, and user trust.
Objective 4:
 Identify false positives, limited explainability, dataset dependence, emerging techniques, computational requirements, and limited real-world validation.
Objective 5:
 Develop recommendations combining AI detection, continuous awareness training, explainability, updated datasets, adaptability, understandable warnings, and real-world evaluation.

3.6 Data Analysis
The literature is analyzed through comparative analysis.
Each study is considered in terms of:
· Objective 
· Methodology 
· Results 
· Limitations 
· Detection effectiveness 
· Cybersecurity awareness 
· Explainability 
· User trust 
· Adaptability 
· Dataset limitations 
The comparison is used to identify common findings and differences between AI approaches.
3.7 Expected Results
AI-based techniques are expected to improve phishing detection in many studied settings.
Deep learning and transformer-based approaches are expected to show strong performance when sufficient training data are available.
Explainable AI is expected to improve transparency and user trust.
AI-based awareness training is expected to improve users' ability to recognize phishing attempts.

3.7 Expected Results — Continued
Combining technical detection with cybersecurity awareness is expected to provide a more comprehensive approach.
Challenges related to false positives, dataset quality, emerging techniques, explainability, computational requirements, and validation are expected to remain.
A user-centered approach combining accurate detection, explainability, continuous awareness training, and updated data is expected to be recommended.

3.8 Proposed Research Framework
AI-Based Detection
 ↓
 Phishing Identification
 ↓
 Explainable Security Warning
 ↓
 User Awareness and Education
 ↓
 Improved User Response
 ↓
 Continuous Feedback and Model Improvement
This framework emphasizes that AI should not be considered only as a detection mechanism. It should also support users by providing understandable information and continuous cybersecurity awareness.



3.9 Gantt Chart
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3.10 Chapter Summary
This chapter presented the literature-based methodology used to investigate AI in phishing detection and cybersecurity awareness.
The methodology addresses the five research objectives and supports the development of recommendations for accurate, transparent, adaptable, and user-centered AI-based cybersecurity solutions.
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