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Project:

Risk Identification and Analysis (Based on the project you chose in APM)

The objective of this report is to identify project risks, prepare a risk probability matrix,
and carry out an analysis of selected risks. Referring to the project you select in Advanced
projects management APM course, your task is to prepare a risk management plan that
identifies potential risks in the selected stage of the project and identify risk management
strategies.

From the course content and readings, you know that the overall purpose of risk planning
is to anticipate possible risk events and be ready to take appropriate action when risk
events occur—to eliminate or reduce negative impacts on the project.

You may wish to begin this exercise with a brainstorming about potential risks to get
candidate risks “on the table” for consideration. And then identify and refine that wording
for risks that have some realistic chance of occurring in this stage. For example, potential
weather problems present a real obstacle to completing field data collection by the
planned completion date. It is also an issue that the project manager will ultimately have
to plan for, as opposed to other issues such as a major disaster (e.g., your office burning
down), is not a high-enough probability event that requires much time in planning. As
described below, you will select several of the identified risks and carry out a risk analysis.

You will use the distilled list of risks to make a risk probability/impact matrix. The matrix
will have at least three categories (high/medium/low) for probability and impact.

Remember that it is important to name risks effectively—use words that describe the risk
event and point to the impact on the project (e.g., “injury of field technician disrupts data
installation work”).

After completion of the risk matrix, document a risk analysis for the selected risks. This
detailed documentation for that selected risk will include:

o adescription of the risk and potential impacts (schedule, quality of work, cost, etc.) on
the project.

e indicators or triggers that would be monitored to help identify the risk as early as
possible.

o specific risk response strategies to take.

Using probability and impact matrix calculate the Expected Monetary Value (EMV) for all
risks that have the impact in terms of cost $3$.

Best of luck...
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First, | would like to thanks Dr. Mosaab for support and guidance in Risk managment
course. In this research a will staudy risks on Electronic Saudi Drug Registration project
while working in identify and describe the purpose, scope, and objectives of the project
phase.

| Answer

Introduction

Thigah Business services Co. has a mission in the digital era, as the organization
develops and operates information technology projects to their government client's for
better support of end-user, risk management plays a critical role in protecting
government assets related to information technology , The ( Saudi Drug Registration
project ) is one of that projects handling by Thigah, during identify and describe the
purpose, scope, and objectives of project we identify as well risks related to this phase,
as required from Saudi drug and food authority who own project required to submit and
process Drug files electronically; the size of the Drug file is very big and in some cases
may reach up to 20,000 megabytes and has very sensitive data that need to be
protected from any unauthorized access, moreover we have to look at other information

technology risk associated with any information technology project as well.

Literature Review

Identifying risk for the scope of any information technology system requires a
deep understanding of the system’s processing environment. Conducting the risk
assessment must collect system-related information that will guide to identify risk
conducted by stakeholders with aid of some tools like 8Rs and 4Ts of hazard risk

management, the below elements are the most common areas that need to be

observed:
Hardware e Software
System interfaces e Data and information
System and data criticality and sensitivity e The functional and nonfunctional

requirements



e The functional and nonfunctional requirements e Users of the system

e System and data security e storage data
Once all possibility of dangers has been raised will subject to analysis to gain a
better understanding by using the bow-tie analysis tool we can to identification of

preventive and response controls related to any risk.
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Next, the risks flow into another assessment based on probability and impact to

demonstrating the level of any risk that a particular event represents; the below matrix

shows how to rate in 4 levels of probability and in 3 levels of impact.

Figure 2
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To manage project successfully you need to consider risks related to that project
carefully by preparing a budget for contingency reserve related to project’s risks which
considered on project cost, an Expected Monetary Value (EMV) is a great tool to
calculate contingency reserve that will used once the risk occur, the below formal show

how to calculate EMV:

Figure 3 EMV=) P« IC
EMV: (Expected Monetary Value)
P: (Probability)
IC: (Impact Cost).

Methodology

Based on the above section (Literature Review) will study identified risks on Saudi
Drug Registration project including potential impacts, triggers, and response strategies
then will calculate a contingency reserve estimation amount to be added to a project

cost plan.
e The blow is a list of risks associated with the Saudi Drug Registration project:

Table 1:

potential impacts triggers

1 Stole drug details file Exposure to heavy fines that | System Attached

will cost a lot money

2 Change Drug registration policy Rebuild system from scratch, | Business owner request
and procedures so will cost a lot money and | many change request

time rebuild system

3 IT infrastructure failures loss of service continuity, Power or cloud service
Processing of drug requests | outage
will be stopped




4 Technical failures Lose data, that will affect Software crash or

company reputation database failure

negatively

Now will assess the probability and impact and set response strategy and mitigation
plan for Saudi Drug Registration’s risks.

Table2:

Probab

ility

Impact

Response strategies

Mitigation

Stole drug Low High Quick Response for Build a Strong Information
details file any cyber security Security Policy, apply Security
incident and close Monitoring tools.
system till the incident
got fixed
Change Drug | Low Medium | Accept and change Build flexible software that can
registration system based on new | accept 20% of any upcoming
policy and policy and procedures | changes.
procedures
IT Low Medium | Accept, power service | Use standby power generator
infrastructure provided by Saudi
failures electric co.
Technical Medium | High Provide a hotfix Do performance testing in all
failures release to fix system | software release.
bugs, Regular
database backups

Once all risks defined and response strategy and mitigation set, we can move forward

to score risk as below base on probability and Impact matrix in Figure 2

Table3:



Probability Impact Severity

1 Stole drug details file 0.05 0.90 Medium
2 Change Drug registration policy and procedures 0.2 0.35 Low
IT infrastructure failures 0.14 0.2
Technical failures 0.55 0.8 !

Finally, will prepare a budget for contingency reserve by using EMV formal

Table4:
Probability Risk

Contingency
1 Stole drug details file 0.05 2 Million SAR 100,000 SAR
2 Change Drug registration 0.2 750,000 SAR 150,000 SAR

policy and procedures
3 IT infrastructure failures 0.14 150,000 SAR 21,000 SAR
4 Technical failures 0.55 400,000 SAR 220,000 SAR
Total 491,000 SAR

Results and Discussion

Flow framework of risk management process goes through steps begins with
identifying risks ( Tablel ), next deep analyze risks by setting the probability, impact,
response strategy and mitigation for all risks ( Table2), then the risk will prioritized base
on their Severity ( Table3 ), and finally, keep risks under monitoring by looking for
identified residual risks, identifying any new risks, doing a corrective and preventive
actions as needed to minimize risks occur, and using contingency reserve (Table4 )

only when a risk occurs as part of the risk response strategy.



Risk management is very important to managing IT software projects. While such
a project can never predict the future with certainty, but we can apply a risk
management process to predict the uncertainties risks in the projects and mitigate the

occurrence or impact of these uncertainties’ risks.
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