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Agenda

▪ What is Active Directory?

▪ Active Directory concepts

▪ Downloading Windows Client Operating Systems

▪ Active Directory Installation Steps on Windows Server



Active Directory (AD) is a directory service provides a centralized, standardized system for 

managing network resources, including:

▪ Users: User accounts, passwords, and group memberships.

▪ Computers: Workstations and servers.

▪ Groups: Collections of users or computers for easier permission management.

▪ Printers, Applications, and other network objects.

What is Active Directory?



Key Functionality:

•Authentication: Verifies the identity of users and computers.

•Authorization: Controls access to resources based on permissions.

•Centralized Management: Simplifies administration of large networks.

•Scalability: Can manage millions of objects across a distributed network.

What is Active Directory?



Domain vs. Workgroup



Domain Controller (DC) :

❑ A server running Active Directory Domain 

Services (AD DS) and responsible for responding 

to authentication requests

❑ Manages and stores the Active Directory 

database (NTDS.dit)

❑ Enforces security and group policies

❑ Handles login, replication, and directory searches

Domain Controller (DC)



These are DCs installed after the first DC in a domain.

❑ Benefits:
✓     Redundancy (Fault Tolerance): If the DC fails, the 

remaining ADCs can continue to provide services, 
preventing downtime.

✓     Load Balancing: Distributes authentication and directory 
lookup requests across multiple servers, improving 
response times.

✓     Geographic Distribution: Placing DCs in different 
physical locations improves performance for users in those 

areas and provides disaster recovery capabilities.

Additional Domain Controllers 



Child Domain

Google.com

Docs.google.com Drive.google.com Gemini.google.com



Forest



Download Windows 10
https://www.microsoft.com/en-us/software-download/windows10

Direct link
https://dn721103.ca.archive.org/0/items/en-

us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64
_dvd_c29e4bb3/en-

us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64
_dvd_c29e4bb3.iso

Install client Virtual Machine

https://www.microsoft.com/en-us/software-download/windows10
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso


Install client Virtual Machine



Install client Virtual Machine



Install client Virtual Machine



Install client Virtual Machine



Install client Virtual Machine



Install client Virtual Machine



Download Windows 11
https://www.microsoft.com/en-us/software-

download/windows11

Install client Virtual Machine

https://www.microsoft.com/en-us/software-download/windows11
https://www.microsoft.com/en-us/software-download/windows11




Install client Virtual Machine



Install client Virtual Machine
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Active Directory Installation
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Active Directory Installation

#
# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSForest `
-CreateDnsDelegation:$false `
-DatabasePath "C:\Windows\NTDS" `
-DomainMode "Win2008" `
-DomainName "Ahmed.local" `
-DomainNetbiosName "AHMED" `
-ForestMode "Win2008" `
-InstallDns:$true `
-LogPath "C:\Windows\NTDS" `
-NoRebootOnCompletion:$false `
-SysvolPath "C:\Windows\SYSVOL" `
-Force:$true



Active Directory Installation
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Active Directory Installation



Thank You
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