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What is Active Directory?

-

~N
Active Directory (AD) is a directory service provides a centralized, standardized system for
managing network resources, including:

= Users: User accounts, passwords, and group memberships.

= Computers: Workstations and servers.

= Groups: Collections of users or computers for easier permission management.

= Printers, Applications, and other network objects.

W,




What is Active Directory?
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Key Functionality:
*Authentication: Verifies the identity of users and computers.
eAuthorization: Controls access to resources based on permissions.
*Centralized Management: Simplifies administration of large networks.
Scalability: Can manage millions of objects across a distributed network.
J




Domain vs. Workgroup
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Feature

Management

Authentication

User Accounts

Security

Scalability

Best For

Domain
Centralized

Domain controller

Single domain
account

Centralized policies

Highly scalable

Medium to large
organizations

Workgroup

Decentralized

Local computer

Separate account on
each PC

Individual settings

Limited (<10
computers)

Small networks, home
use
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Domain Controller (DC)

-

Domain Controller (DC) :

A server running Active Directory Domain
Services (AD DS) and responsible for responding
to authentication requests

J Manages and stores the Active Directory
database (NTDS.dit)

J Enforces security and group policies

\_

J Handles login, replication, and directory searches

W,

Cient 1
Organizational Unit
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Additional Domain Controllers
fT

~N

hese are DCs installed after the first DC in a domain.

 Benefits:

v" Redundancy (Fault Tolerance): If the DC fails, the
remaining ADCs can continue to provide services,
preventing downtime.

v' Load Balancing: Distributes authentication and directory Connectiviy 5,
lookup requests across multiple servers, improving
response times.

v' Geographic Distribution: Placing DCs in different
physical locations improves performance for users in those

W
v B
J4 J

Primary Site Solid, Fast

Connectivity

THTME
4 4
Adjunct Site

areas and provides disaster recovery capabilities.




Child Domain

(

«#a A domain created within an existing Active Directory
domain

%" Forms a hierarchical structure with the parent
domain

i@ Automatic two-way transitive trust with parent
domain

2% Allows for decentralized administration

== Reduces replication traffic across the network

Google.com

Docs.google.com Drive.google.com Gemini.google.com
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Forest
g N
‘ nghESt-levE| ng“:al StrUCtUFE |n Actlve """""""""" Active Directory Forest "=================\ :
D I rectﬂ ry Domain Tree 1 Domain Tree 2

K1 Collection of one or more domains that
share a common schema and
configuration

@ Security boundary for Active Directory

I All domains within a forest trust each
other implicitly

contoso.com fabrikam.com

---------------------------------------------------------------------
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Install client Virtual Machine

-

Download Windows 10
https://www.microsoft.com/en-us/software-download/windows10
Direct link
https://dn721103.ca.archive.org/0/items/en-
us windows 10 consumer editions version 22h2 updated feb 2023 x64
dvd c29e4bb3/en-
us windows 10 consumer editions version 22h2 updated feb 2023 x64
dvd c29e4bb3.iso



https://www.microsoft.com/en-us/software-download/windows10
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
https://dn721103.ca.archive.org/0/items/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3/en-us_windows_10_consumer_editions_version_22h2_updated_feb_2023_x64_dvd_c29e4bb3.iso
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Install client Virtual Machine

(
Windows 10 2022 Update | Version 22H2

The Update Assistant can help you update to the latest version of Windows 10. To get started, click Update now.

Create Windows 10 installation media

To get started, you will first need to have a license to install Windows 10. You can then download and run the media creation tool. For maore

information on how to use the tool, see the instructions below.

Download Now




Install client Virtual Machine
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Applicable notices and license terms

Please read this so you know what you're agreeing to.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT MEDIA CREATION TOOL

IF YOU LIVE IN (OR ARE A BUSINESS WITH A PRINCIPAL PLACE OF BUSINESS IN) THE
UNITED STATES, PLEASE READ THE "BINDING ARBITRATION AND CLASS ACTION
WAIVER” SECTION BELOW. IT AFFECTS HOW DISPUTES ARE RESOLVED.

These license terms are an agreement between you and Microsoft Corporation (or one of its
affiliates). They apply to the software named above and any Microsoft services or software updates
(except to the extent such services or updates are accompanied by new or additional terms, in which
case those different terms apply prospectively and do not alter your or Microsoft's rights relating to
pre-updated software or services). IF YOU COMPLY WITH THESE LICENSE TERMS, YOU HAVE THE
RIGHTS BELOW. BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS.

1. INSTALLATION AND USE RIGHTS.
a) General. You may install and use one copy of the software to develop and test your
applications, and solely for use on Windows. You may make one backup copy of the

software for the sole purpose of reinstalling the software.

b) Third Party Software. The suftware may include third party applications that MlcrcaDFt

e L AN S W S T A I S S |

Privacy statement

2% Microsoft  Support  Legal




Install client Virtual Machine
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What do you want to do?

(C Upgrade this PC now

@® Create installation media (USB flash drive, DVD, or ISO file) for another PC

.
mm Microsoft  Support  Legal Back H Next




Install client Virtual Machine
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Select language, architecture, and edition

Please select from one of the available options to continue.

Language |Eng|ish (United States) v |
Edition Windows 10 vl
Architecture |64-bit (x64) - |

[ ] Use the recommended options for this PC

[ ] .
B% Microsoft  Support  Legal Back H Next




Install client Virtual Machine

-

Choose which media to use

If you want to install Windows 10 on another partition, you need to create and then run the media to install it.

(O USB flash drive
[t needs to be at least 8 GB.

You'll need to burn the I1SO file to a DVD later.

g
@i Microsoft  Support  Legal Back Next




Install client Virtual Machine

4
Downloading Windows 10

Feel free to keep using your PC.

e Progress: 0%

@Y Microsoft  Support  Legal Back
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Install client Virtual Machine
4 )

Download Windows 11
https://www.microsoft.com/en-us/software-
download/windows11



https://www.microsoft.com/en-us/software-download/windows11
https://www.microsoft.com/en-us/software-download/windows11
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U 8 32 www.microsoft.com/en-us/software-download/windows11

Download MNow

Create Windows 11 Installation Media

If you want to perform a reinstall or clean install of Windows 11 on a new or used PC, use this option to download the media creation tool to make
bootable USE or DWD.

Mote: Windows 11 media creation tool cannot be used to create installation media for Armm-based PCs; it can only create media for x64d processors.

>  Before you begin using the media creation tool

Download MNow

Download Windows 11 Disk Image (ISO) for x64 devices

This option is for users that want to create a bootable installation media (USE flash drive, DVWD) or create a virtual machine (150 file) to install Windc

11. This download is a multi-edition IS0 which uses your product key to unlock the correct edition.

Windows 11 I1S0Os for Arm64 devices are available here.

|Wir1d0ws 11 {(multi-edition 150 for x64 devices) V|

> Before you begin downloading an I1SO




Install client Virtual Machine

&)  Windows Server 2022 - VYMware Workstation

File Edit View VM Tabs

Library

Type here to searct

= [ My Computer
[[[] Windows Serv

M IIDOCEAll

VERSITYll

_><

Help  p» ~ D) D [ B [E]]
1 Home I
2 Windows Server 2022 ows Server 2022
Go to Home Tab srver 2022
Next Tab Ctrl+Tab
Previous Tab Ctrl+Shift+Tab  fal machine

A Edit virtual machine settings

¥ Description
Type here to enter a description of this virtual
machine.

¥ Devices
Memory 2GB
ZmiProcessors 4
[\ Hard Disk (NVMe) 100 GB
(=) CD/DVD (SATA) Using file H:\Mid...
0 Network Adapter NAT
B USB Controller Present
<) Sound Card Auto detect
[CIDisplay Auto detect

¥ Virtual Machine Details
State: Powered off
Configuration file: G:\Virtual Machine\Windows Server\Windows Server 2022 .vmx
Hardware compatibility: Workstation 17.5 or later virtual machine
Primary IP address: Network information is not available



MIDOCEA|

UNIVERSITYl

Install client Virtual Machine

File Edit View VM Tabs Help 10| = =}

Lib x

forary {11 Home [[] windows Server 2022
£ Type here to search 6

= [ My Computer
[Cliwindows Server 2022,

WORKSTATION PRO 17

® Kl 2

Create a New Virtual Open a Virtual Connect to a
Machine Machine Remote Server

vmware




Install client Virtual Machine

vmware

PRO™

Help

Welcome to the New Virtual

WORKSTATION  Machine Wizard

1 7 What type of configuration do you want?

(®) Typical (recommended)

Create a Workstation 17.5 or later virtual
machine in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

< Back Cancel

e . -

Connectto a
Remote Server



Install client Virtual Machine

(

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available W

() Installer disc image file (iso):
H:\MidOcean\IT391 - System Administration 1\Materail - Browse...

(@)1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

< Back || Next > H Cancel




Install client Virtual Machine

(

Name the Virtual Machine

What name would you like to use for this virtual machine?

Virtual machine name:

Windows 11
Location:
G:\Virtual Machine\Windows 11 Browse. .
The default location can be changed at Edit > Preferences.
< Back Next = Cancel




Install client Virtual Machine

Encryption Information
How would you like to encrypt this virtual machine?

This Guest OS requires an encrypted Trusted Platform Module to operate.

Your files will be encrypted using a password you must set. This password is stored in
the systems credential manager. Keep a copy of the password in a safe place, you can
not start this VM without it.

Choose Encryption Type
() All the files (.vmdk, .vmx, etc) for this virtual machine are encrypted.

@ Only the files needed to support a TPM are encrypted. (.nvram, .vmss,
.vmem, .vmx, .vmsn)

Password sssnsses Copy

Confirm Password cessssese

Remember the password on this machine in Credential Manager

< Back Next = Cancel



Install client Virtual Machine

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

rFs

Maximum disk size (GB): 64.0 <

Recommended size for Windows 11 x64: 64 GB

(®) Store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next = Cancel




Install client Virtual Machine

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows 11
xb4.

The virtual machine will be created with the following settings:

Name: Windows 11
Location: G:\Virtual Machine\Windows 11
Version: Workstation 17.5 or later

Operating System: Windows 11 x64

Hard Disk: 64 GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card
I Customize Hardware... I

< Back Finish Cancel




Install client Virtual Machine

Device status
Connected
Connect at power on

Connection
(O Use physical drive:

Auto detect

(®) Use ISO image file:

|C:\Users\ahmed\Downloads\Win11_24H2_Eng|ish_>e v| | Browse... |

Device Summary
E=IMemory 2 GB
E] Processors 2
New CD/DVD (SATA)  Auto detect
'?;l Network Adapter NAT
USB Controller Present
2 Sound Card Auto detect
[_Ipisplay Auto detect
Add... ‘ ‘ Remove

Close

Help

I
N |

DOCEA
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Install client Virtual Machine Ml DOCEAIl
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7 {nr Home I["] windows Server 2022 I["] windows 11
»/  Type here to search 6
= O My Computer [_'D Windows 11
[[] Windows Server 2022
7] Windows 11 P> Power on this virtual machine

I[£ Edit virtual machine settings

¥ Devices
Memory 2GB
D Processors 2
£\ Hard Disk (NVMe) 64 GB
(=) CD/DVD (SATA) Using file C\Use...
" Network Adapter NAT
USB Controller Present
£l» Sound Card Auto detect
[ Display Auto detect

TE, Trusted Platform Module  Present

¥ Description
Type here to enter a description of this virtual
machine.

¥ Virtual Machine Details
State: Powered off
Configuration file: G:\Virtual Machine\Windows 11\Windows 11.vmx
Hardware compatibility: Workstation 17.5 or later virtual machine
Primary IP address: Network information is not available




Install client Virtual Machine
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Enter your Lngusge and other preferences and ik "Net™ to continue

€ Voowh Cogpomon M sgha mserved
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Install client Virtual Machine

&, .{'_gl Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you recerved after buying a digital copy of Windows or on a label inside the box that
Windows came in.

The proeduct key looks like this: ZeCGG- 00000000 )0GRG0

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

Privacy statement Iden't have a product key




Install client Virtual Machine

‘; ¢& Windows Setup

the cperaling system you want 1G install

tem Architecture Date modified
Windows 11 Education N 5 S/25/2022
Windows 11 Pro
Windows 11 Pro N 32572022
Windows 11 Pro Education ¥ 25,2022
Windows 11 Pre Educstion N 1725/ 2022
Vindows 11 Pra for '{.'-‘M)"m ons 0/25/2022

Windows 11 Pro N for Warkstations < /25,2022

Descrption
Windows 11 Pro
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Install client Virtual Machine

@ N‘EI Windows Setup

Select the operating system you want to install

Cperating systerm Architecture Date modified

Windows 10 Home wd T/10/2020
Windows 10 Home M Pl 7/10/2020
Windows 10 Home Single Language w04 7/10/2020
Windows 10 Education whd 771072020
Windows 10 Education I b4 71072020
Windows 10 Pro 70,2020

Windows 10 Pro M 7./10/2020

Description:
Windows 10 Pro




Install client Virtual Machine

(? r';\ Windows Setup

Which type of installation do you want?

5

Custom: Install Windows only (advanced
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@ H% Windows Setup

Where do you want to install Windows?

Marne Total size Free space Type

— Drive 0 Unallocated Space 60.0 GB 60.0 GB

*4 Refresh M, Delete # Format

iy,

Load driver o Extend




Install client Virtual Machine Y OCEAIl

ERSITYll

.{5_:; Windows Setup

Installing Windows

Status

Copying Windows files

Getting files ready for installation (3%)
Installing features

Installing updates

Finishing up
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Is this the right country or region?

Afghanistan
Aland Islands

Albania

Algeria

American Samoa

Andorra

% W
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Get the latest from Windows

E

The newest Windows feature update is ready for you to download and install.
It's about 4 GB, and we'll download it in the background while you continue setting up.

NN

Skip for now




Install client Virtual Machine

3
How would you like to set up?

=

Set up for personal use
We'll help you set it up with a personal Microsoft account.
You'll have full control over this device.

Set up for an organization

You'll gain access to your organization's resources like email,
network, apps, and services. Your organization will have full
control aver this device.

MIDOCEA
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Install client Virtual Machine

Domain join instead

Sign in with Microsoft

Work or school account

L omecne@example.com
Sign in with a security key

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.

Privacy & cookies Te

MIDOCEA
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Whao's going to use this PC?

What name do you want to use?

Or, even better, use an online account




Install client Virtual Machine MIDOCEA I
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Create a super memorable password

Make sure to pick something you'll absolutely remember.

Or, even better, use an online account



Install client Virtual Machine MIDOCEA I
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Create security guestions for this account

Just in case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

What was your first pet's name?

Or, even better, use an online account
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-l © Type here to search O i - AW Lopps [
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Active Directory Installation
Server Manager * Dashboard @ | P Mamage Toos view

Dashboard WELCOME TO SERVER MANAGER

B Local Server

& All Servers

0 Configure this local server

R File and Storage Services P

QUICK START

[\

Add roles and features

ad

Add other servers to manage

WHAT'S NEW
4 Create a server group

Connect this server to cloud services

LN

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1
== File and Storage - =
[ ] 1 Local Server 1 i All Servers 1
. Services i n
@ Manageability @ Manageabhility @ Manggezhilit

Events Events Eve
Performance Services Se

10:58 AM



Active Directory Installation

-I"= Server Manager

Server Manager * Dashboard

Dashboard

B Local Server
B& All Servers

W% File and Storage Services P

Mo

3
WHAT'S NEW A

5
LEARN MORE

Add roles and features

Add other servers to manage

Create a server group

Connect this server to cloud services

- @ | [' Manage Tools View Help

M IIDOCEAll

VERSITY||

Component Services

Computer Management

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1

iy giﬁv?:ei Storage 1 B Local Server i Al Servers
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Defragment and Optimize Drives
Disk Cleanup

Event Viewer

i5CS! Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memaory Diagnostic
Windows PowerShell

Windows PowerShell (x86)

Windows Server Backup
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Active Directory Installation

| A Computer Management — | x
File Action View Help
o 5HE = os

A Computer Management (Local)
E ~ |} sSystem Tools
() Task Scheduler
4] Event Viewer More Actions »
iz Shared Folders
3 « % Local Users and Groups
| Users

Name Actions
[l Users

Local Users and Groups =
] Groups

| Groups
(&) Performance
-...; Device Manager
~ &% Storage
'B! Windows Server Backup
mr Disk Management

4 Services and Applications




Active Directory Installation

Fé

% Computer Management

File Action View Help

o 26 6= HE

& Computer Management (Local)
v I} System Tools
() Task Scheduler
Q Event Viewer
2| Shared Folders
v & Local Users and Groups
| Users
1 Groups
l'i_‘_i-’:" Performance
-.".; Device Manager
v 5 Storage
'B‘ Windows Server Backup
i+ Disk Management

_'::J- Services and Applications

< ¥

Name
&:Administrator
4, DefaultAccount

E{,Guesl

P, WDAGUtilityAccount

New User...

Refresh
Export List...

View
Arrange Icons

Line up Icons

Help

Description

Built-in account for administering ...
A user account managed by the sy..
Built-in account for guest access t...

A user account managed and used..

Creates a new Local User account.

Actions
Users

Mare Actions

Y

DOCEA

VERSITY

v @ | I' Manage  Tools View Help

Hide




Active Directory Installation

Mew User

User name: Ahmed Omar
Full name:

Description:

Password: see
Confirm password: ses

1 User must change password at next logon
1 User cannot change password
_| Password never expires

] Account is disabled

Help

Computer Manage

Ljnaatﬂ | Clo
[ h 0 'T‘IE'FI’[|

MIDOCEA
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Active Directory Installation

f&, Server Manager — *

Server Manager * Local Server @ |V Menage Toos  view Hew

I8 Dashboard

B PROPERTIES
. For DC TASKS +

il Local Server _
- Computer name DC Last installed updates Never
Hi All Servers Workgroup WORKGROUP Windows Update Download updates only, using Windows Update
g File and Storage Services P Last checked for updates Today at 10:47 AM
Microsoft Defender Firewall Private: On Microsoft Defender Antivirus Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled |E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific Time (US & Canada)
Ethernet( IPv4 address assigned by DHCP, IPv6 enabled Product ID 00455-50000-00001-AA311 (activated)
Operating system version Microsoft Windows Server 2022 Datacenter Evaluation Processors ntel(R) Core(TM) i7-5500U CPU @ 2.40GHz, Intel(R) Core{TM) i7-5500U CPU @ 2.40GHz
Hardware information VMware, Inc. VMware20,1 Installed memory (RAM) 2GB
Total disk space 59.49 GB
EVENTS
All events | 3 total TASKS W
Filter Je '(:E\ v @ h i
Server Name 1D Severity Source Log Date and Tv|me

n . 1115 AM
H L Type here to search o7 - de 7/2/2025 8
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Active Directory Installation

O X

‘& Network Connections )
Tools View Help

O Search Network Connections P

1+ ‘& > Control Panel » Network and Internet * Network Connections >

Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection = - [ e TASKS W

I8 Dashboard

il Local Server .:. Ethernet0

== Network
B& All Servers Spor
Intt @) Disable

Status

§ File and Storage Services P

Diagnose

G Bridge Connections

Create Shortcut

G Delete

@ Rename

G Properties
I7-5500U CPU @ 2.40GHz

TASKS *

1 item 1 item selected
Server Name 1D Severity Source

Log Date and Time




Active Directory Installation

@ v Server

28 Dashboard

Local Server

#& All Servers

R File and Storage Services b

E L Type here to search

T & > Control Panel » Network and Internet > Network Connections

(Rreaniza = Dicabhla +hi e Le elmari ni thi

Network Connections

Gl

Rename this connection View status of this connection Change settings of this connection

':,' Ethernet0 Properties

MNetworking

Connectusing

@ Intel(R) 82574L Gigabit Network Connection

This connection uses the following items:

"L_d File and Printer Sharing for Microsoft Networks
"L_:EI QoS Packet Scheduler

8 |nternet Protocol Version 4 (TCP/IPv4)

- Microsoft Network Adapter Multiplexor Protocol
- Microsoft LLDP Protocol Driver

. Internet Protocol Version 6 (TCP/IPvE)

K KO K R R E

>

~

¥ Client for Microsoft Networks A

Install Uninstall Properties

Description

Transmission Control Protocol/Internet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks

OK Cancel

1item 1 item selected

Server Name 1D Severity Source

Tools View Help

TASKS =

) 17-5500U CPU @ 2.40GHz

TASKS =

11:17 AM

7/2/2025




Active Directory Installation

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IF address:

10 . 11 .100

. 100

Subnet mask:

235 . 255 .255.

0

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses

Preferred DNS server:

127. 0 . 0

Alternate DNS server:

[ ]validate settings upon exit

Advanced...

oK

Cancel

T T WTTT =y T ST Ty T T T
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@ Windows Server 2022 - VMware Workstation =5 X

File Edit View VM Tabs Help [J|~ & O O ]

{7y Home [[}! Windows Server 2022

Recycle Bin [
fe= Server Manager Od X

@ -

Dashboard

Local Server

Server Manager * Local Server Manage ~Tools  View  Help

i PROPERTIES

For DC

All Servers
AD DS
DNS

File and Storage Services P

Computer name

Domain

Microsoft Defender Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet0

Operating system version

Hardware information

DC
Ahmed.local

Public: On

Enabled

Disabled

Disabled

10.11.100.100, IPv6 enabled

Microsoft Windows Server 2022 Datacenter Evaluation

VMware, Inc. VMware20,1

Last installed updates
Windows Update
Last checked for updates

Microsoft Defender Antivirus

Feedback & Diagnostics

IE Enhanced Security Configuration

Time zone
Product ID

Processors
Installed memory (RAM)
Total disk space

Never
Download upd
Yesterday at 10

Real-Time Prot
Settings

On
(UTC-08:00) Pa
00455-50000-0f

Intel(R) Core(TN
2GB
59.49 GB
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fs; Server Manager - X

I
@ erver Manager * Dashboard @) age  To c elp
Add Roles and Features

Remove Roles and Features

T WELCOME TO SERVER MANAGER e
Envers

B Local Server Create Server Group

i All Servers - ; i

. Configure this local server S I PR

BE File and Storage Services P

QUICK START

—
M

Add roles and features I

[¥9)

Add other servers to manage

WHAT'S NEW
4 Create a server group

Connect this server to cloud services

LN

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 | Servers total: 1
= File and Storage - =
[ ] 1 Local Server 1 i All Servers 1
o Services i L
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services

11:12 AM

7/2/2025
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|
VERSITYI

|D Windows Server 2022 - VMware Workstation = ®
File Edit View VM Tabs Help |~ = O o

{n1 Home [y Windows Server 2022

E

> @ | I;' Manage Tools View Help

125 Dashboard DESTINATION SERVER

Before you begin e

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

B Llocal Server
B All Servers

W File and Storage

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard, .
complete the steps, and then run the wizard again. Hide

To continue, click Next.

] Skip this page by default

Cancel

H O Type here to search

To direct input to this VM, mowve the mouse pointer inside or press Ctrl+G. C) G) g oy | &

) o e > _ 09:13
am © Type here to search e A Ee 8§ & (> ) 32°C W wlo A <) 7 ENG - O

i T-To/V/-T uy
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. Add Roles and Features Wizard — O *

DESTINATION SERVER

Select installation type oc

Befare You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

i ® Role-based or feature-based installation
Server Selection _ . .
Configure a single server by adding roles, role services, and features.

0 Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
ar session-based desktop deployment.

< Previous | ‘ Mext = nsta Cancel
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-I"= Add Roles and Features Wizard

Select destination server

Before You Begin

Installation Type O

-
'S
o

elect a server from the server pool

S
Select a virtual hard disk

Server Selection

Select a server or a virtual hard disk on which to install roles and features.

- (|

DESTINATION SERVER
bC

Server Roles Server Pool
Features
Filter:
Mame IP Address Operating System

10.11.100.100 Microsoft Windows Server 2022 Datacenter Evaluation

1 Computer(s) found

< Previous Mext =

nstal

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Cancel

MIDOCEA
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-I"= Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type Roles

SEE BT R Active Directory Certificate Service
[ ] Active Directory Domain Services
N [ ] Active Directory Federation Services
Features _ . ) ) _ )
[ ] Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DNS Server
Fax Server
File and Storage Services (1 of 12 installed)
Host Guardian Service
Hyper-V
Metwaork Controller
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
[ ] Web Server (1IS)
[ ] Windows Deployment Services

3

Select one or more roles to install on the selected server.

Description

- O et

DESTINATION SERVER
bC

Active Directory Certificate Services
(AD CS) is used to create certification
authorities and related role services

that allow you to

Issue and manage

certificates used in a variety of

applications.

= Previous

Mext >

nstal

Cancel

UMNI

DOCEA
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K& Add Roles and Features Wizard - O X
S | J[ ‘ DESTINATION SERVER
elect server ro EF= Add Roles and Features Wizard X bc
X
Add features that are required for Active Directory
i iceg?
Domain Services: stion
You cannot install Active Directory Domain Services unless the Directorjff Domair? Services
following role services or features are also installed. ) stores information about
on the network and makes
[Tools] Group Policy Management prmation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell es anywhere on the network
4 AD DS Tools h a single logon process.

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features Cancel

< Previous Next = nstal Cancel
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. Add Roles and Features Wizard — O bt

M DOCEAL

IVERSITYP

DESTINATION SERVER

Select server roles 5

Refore You Beain Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Server Roles

~ Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to

[ ] Active Directory Certificate Services
Active Directory Domain Services
[ ] Active Directory Federation Services

reatures [ ] Active Directory Lightweight Directory Services manage when it is _i”5t3!|9d on the
AD DS Active Directory Rights Management Services same server as Active Directory
. : Device Health Attestation Domain Services. If you select the
Confirmation DHCP Server Active Directory Domain Services
role, you can install and configure
Fax Server DNS Server and Active Directory

|

[
[

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MNetwork Controller

MNetwork Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Valume Activation Services

Web Server (lI5)

Windows Deployment Services

Domain Services to work together.

< Previous

Mext =

Cancel
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=]
37}
I
4]
[y}
I

-h __.:: :

Select server roles

- O X

DESTINATION SERVER
DC

-F= Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not

have to be installed on the same server.
Server Roles

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DMS Server Tools

Include management tools (if applicable)

Add Features Cancel

—x

tion

n Name System (DNS) Server
s name resolution for TCR/IP
ks. DNS Server is easier to

e when it is installed on the
erver as Active Directory

n Services. If you select the
Directory Domain Services

u can install and configure
erver and Active Directory

n Services to work together.

< Previous Next >

nsta Cancel
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., Add Roles and Features Wizard — O >

DESTINATION SERVER

Select features -

Before You Beain Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection SBI.NET Framework 3.5 Features ~ NET Framework 3.5 combines the
Server Roles [ NET Framework 4.8 Features (2 of 7 installed) power of the .NET Framework 2.0

APls with new technologies for

Background Intelligent Transfer Service (BITS) = L
building applications that offer

BitLocker Drive Encryption

[
Features

AD DS BitLocker Network Unlock appealing user interfaces, protect
o BranchCache your customers' personal identity
DNS Server Client for NFS information, enable seamless and
e Containers secure communication, and provide
Data Center Bridging Lhe_atnhty to model a range of
Direct Play usiness processes,

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

1/0O Quality of Service

IIS Hostable Web Core

Internet Printing Client

IP Address Management {IPAM) Server

LPR Port Monitor -

(D O

< Previous ‘ | Mext = nsta Cancel
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., Add Roles and Features Wizard - O #
. . . ; DESTINATION SERVER
Active Directory Domain Services b
Before You Baain Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
_ - on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

Server Selection .
Things to note:

Server Roles : . i
* To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain controllers far a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

~ installed, you will be prompted to install the DNS Server role on this machine.
DNS Server

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reparting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | | Mext > nstall Cancel
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- O >

DESTINATION SERVER

Confirm installation selections e

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD D5

DNS Server

i

DOCEA

V ERS

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

DNS Server Add Roles and Features Wizard

Group Policy Management

Remote Server Administration Tools ! If a restart is required, this server restarts automatically, without

o X \, additional notifications. Do you want to allow automatic restarts?
Role Administration Toals I

AD DS and AD LDS Tools
Active Directory module for Windows Powe

Yes Mo
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
Export configuration settings
Specify an alternate source path L
servers 1

Next > Install H Cancel 1ageability

I T

Y
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Fﬁ Add Roles and Features Wizard

Insta ‘ ‘ati{jﬂ pr{jgre SS DESTINATION SERVER

DC

View installation progress

o Starting installation

Active Directory Domain Services
DNS Server
Group Policy Management

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Naotifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = nstal Cance
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-I"= Add Roles and Features Wizard

- d

DESTINATION SERVER

Installation progress oc

View installation progress

o Feature installation
I ———

Configuration required. Installation succeeded on DC.

s

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

L_2romote thic server 1o 3 domain contrglier |

DNS Server
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Naotifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext =

UMNI

DOCEA
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MIDOCEA

UNIVERSITY

Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Domain Controller Options
Additional Options

Paths

Review Options

Prerequisites Check

Select the deployment operation

(O Add a domain controller to an existing domain
(O Add a new domain to an existing forest
@) Add a new forest

Specify the domain information for this operation

Root domain name: Ahmed.com

Kl e aben it Aanlcsrrant confionniratienc

0 X
TARGET SERVER
DC
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-F= Active Directory Domain Services Configuration Wizard - O >
- - TARGET SERVER
Domain Controller Options o

Deployment Configuration ] _
Select functional level of the new forest and root domain

Domain Controller Options

Forest functional level: Windows Server 2008 =

Domain functional level: Windows Server 2008 <

Specify domain controller capabilities

+/| Domain Name System (DNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

L

Password:

L

Confirm password:

More about domain controller options

< Previous Mext > nsta Cancel

= Dlrrarien e N e . T [l PP T (AT
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F= Active Directory Domain Services Configuration Wizard

— O *
- TARGET SERVER
DNS Options bC

i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found o...Show more x

Deployment Configuration _ ) _
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

DNS Options

Additional Options
Paths
Review Options

Prerequisites Check

More about DN5 delegation

< Previous | | Next >

Cancel

nstal

MIDOCEA
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Paths

Frerequisites

Additional Options

Deployment Configuration
Domain Controller Options
DNS Options

Additional Options

Review Options
Check

-I"= Active Directory Domain Services Configuration Wizard

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name:

More about additional options

AHMED

< Previous

Mext =

nstal

Il X
TARGET SERVER
DC

Cancel

MIDOCEA
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Fﬁ Active Directory Domain Services Configuration Wizard — O X
TARGET SERVER
Paths b

Deployment Configuration . .
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

DNS Options Database folder: C:\Windows\NTDS E
Additional Options Log files folder: C:\Windows\NTDS III
Paths SYSVOL folder: CAWindows\SYSVOL E

Review Options

Prerequisites Check

More about Active Directory paths

< Previous | | MNext = nsta Cancel
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F= Active Directory Domain Services Configuration Wizard

Review Options

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

Paths

Prerequisites Check

Review your selections:

Configure this server as the first Active Directory domain contraller in 2 new forest.
The new domain name is "Ahmed.local”. This is also the name of the new forest.
The NetBIOS name of the domain: AHMED
Farest Functional Level: Windows Server 2008
Domain Functional Level: Windows Server 2008
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous ‘ ‘ Mext > nstal

O X
TARGET SERVER
DC

Cancel

< Previous Next = I Close [ Cancel

Y
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#
# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSForest *
-CreateDnsDelegation:Sfalse *
-DatabasePath "C:\Windows\NTDS" *
-DomainMode "Win2008" °
-DomainName "Ahmed.local"
-DomainNetbiosName "AHMED" °
-ForestMode "Win2008" °
-InstallDns:Strue *

-LogPath "C:\Windows\NTDS" *
-NoRebootOnCompletion:Sfalse *
-SysvolPath "C:\Windows\SYSVOL" *
-Force:Strue

MIDOCEAN
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!-'= Active Directory Domain Services Configuration Wizard - O >

. - TARGET SERVER

Prerequisites Check be
® All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration

Domain Controller Options
DNS Qptions

Additional Options

Paths

Review Options

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results

I Windows Server 2022 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 242564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1 A delegation for this DNS server cannot be created because the authoritative parent
Zzone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution from outside the
domain "Ahmed.local”. Otherwise, no action is required.

I If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous MNext = Install Cancel
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B Server Manager O *

@ v Server Manager * Local Server & Manage ~ Tools  View  Help

& PROPERTIES
or 1

Computer name DC Last installed updates Never
All Servers Domain Ahmed.local Windows Update Download upd
AD DS Last checked for updates Today at 10:47

DNS

Dashboard

Local Server

File and Storage Services P Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protg
Remote management Enabled Feedback & Diagnaostics Settings
Remote Desktop Disabled |E Enhanced Security Configuration On

NIC Teaming Disabled Time zone (UTC-08:00) Pa
Ethernet0 10.11.100.100, IPv6 enabled Product ID 00455-50000-0)

Operating system version Microsoft Windows Server 2022 Datacenter Evaluation  Processors Intel(R) Core(TN
Hardware information VMware, Inc. VMware20,1 Installed memory (RAM) 2GB
Total disk space 59.49 GB
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o

Recycle Bin

f Server Manager X

Server Manager * Dashboard ~@ | F maage oo view Help

Active Directory Administrative Center

Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER i i §
Da Active Directory Module for Windows PowerShell

Local Server Active Directory Sites and Services

Active Directory Users and Computers

o Configure this local server ADS! Edit

Component Services

All Servers

QUICK START

Computer Management
2 Add roles and features o
Defragment and Optimize Drives

Add other servers to manage Disk Cleanup
DNS

Create a server group Event Viewer
Group Policy Management
Connect this server to cloud services iSCS! Initiator

WHAT'S NEW

Local Security Policy

LEARN MORE Microsoft Azure Services

ODBC Data Sources {(32-bit)

ROLES AND SERVER GROUPS ODEC Data Sources (64-bit) 2022 Datacenter Evaluation

Roles: 0 | Server groups: 1 | Servers total: 1 Performance Monitor vs License valid for 165 days
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o J

Recycle Bin

fs Server Manager O .

Server Manager * Dashboard @ P’ Manage Tools view Hep

Active Directory Administrative Center

Active Directory Domains and Trusts

Dashboard WELCOME TO SERVER MANAGER . _
. Active Directory Module for Windows PowerShell

Local Server Active Directory Sites and Services

Active Directory Users and Computers

o Configure this local server ADS! Edit

Component Services

All Servers

AD DS

DNS QUICK START
File and Storage Services P Add roles and features

Computer Management

Defragment and Optimize Drives

Add other servers to manage Disk Cleanup
DNS

WHAT'S NEW -
Create a server group Event Viewer

Group Palicy Management

Connect this server to cloud services iSCS! Initiator

Local Security Policy
LEARN MORE

Microsoft Azure Services
ODBC Data Sources {32-bit)
ODEBC Data Sources {64-bit)

ROLES AND SERVER GROUPS ]
Roles: 3 | Servergroups: 1 | Servers total: 1 Performance Monitor

_ 2:43 PM
= mp ™ A~ B s
1l © Type here to search it - F@j &% 5005 =
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. Active Directory Users and Computers

File Action View Help

o9 27 B8 B G

> HE PaETaa

| Active Directory Users and Comp
_| Saved Queries

v &4 Ahmed.local
~| Builtin
| Computers
2. Domain Controllers
.| ForeignSecurityPrincipals
1 Managed Service Accoun
| Users

Name

% Administrator
E, Ahmed Omar
%Allowed RODC Password Replicati...
%Cert Publishers
%Cloneable Domain Controllers
& Denied RODC Password Replicati...
% DnsAdmins
% DnsUpdateProxy
kg Domain Admins
hg Domain Computers
% Domain Controllers
% Domain Guests
ﬁ% Domain Users
ﬁg Enterprise Admins
% Enterprise Key Admins
% Enterprise Read-only Domain Co..
%Group Policy Creator Owners
3 Guest
% Key Admins
% Protected Users
8% RAS and IAS Servers

Type

User

User

Security Group ...
Security Group ..
Security Group ...
Security Group ..
Security Group ...
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ...
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ..
User

Security Group ..
Security Group ..

Securitv Group ...

Description

Built-in account for admi...

Members in this group c..
Members of this group a..
Members of this group t..
Members in this group c..
DNS Administrators Group
DNS clients who are per..
Designated administrato..
All workstations and serv..
All domain controllers in ...
All domain guests

All domain users
Designated administrato..
Members of this group c..
Members of this group a...
Members in this group c..
Built-in account for gues..
Members of this group c..
Members of this group a...

Servers in this aroun can...
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