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Overview and key findings of the 2024 Digital News Report

Report

L Digital News Report 2024 | Reuters Institute for the Study of Journalism
O  https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2024
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Overview and key findings of the 2023 Digital

News Report

Report
L https://reutersinstitute.politics.ox.ac.uk/digital-news-

report/2023/dnr-executive-summary

L https://reutersinstitute.politics.ox.ac.uk/digital-news-

report/2023

Podcast
L https://open.spotify.com/episode/4tqp5ulLJCYbiEUg7MRHFnr

?00=1&sp cid=83f14e36d8021722d85a5a143cf2a311&t=8&ut

m source=embed player p&utm medium=desktop&nd=1

14th June 2023

MIDOCEAN

Ur-leE:z-?;iTvll

=n Omar Mostafa - 1st

M Digital Media Strategist, Online Journalism Trainer & News Products Enthusiast
O 22h-®

6 s s 0s)led] 5o JU112023 diwd dad )l dlall §yug) sgra sy 13U Ll

oa B pdedl OLS a it Jlal (oo by gl Yo sae pgia s Al 40 o 5815 OB

> soyy 03 g} o 38 goyine Lo juldnica §ialdl dasl> pdle] &S \gasda 9

2l Hlall oyidiy gra ale JSiy yas 8 AN

G Jaoay M Olyadly yazn I jsgandl OMuadty Olaladl peai lide aga 03 g3 3038
JSI U 5908l (o 58 ayatg Jaz Mg auin 5L Al gyl 8 dadl eilS lg sl 3k
Y s8I aan Ll 1yl plial eyl Slugs cyalil oo daslasl agiss lgdse zlina

oo S pdedl aige A

Oladoi oo 0 dldizusg WWal>g dlSling pMell gog (e LadS IS 03 g syl Vle (8
Sllaally Ol yasizall JS Lgd Loy alell Jooldl e andl IS samy Olslgals Olelaily
oY g (Say sl sl Lo y81 sl 23ag Lalina U1 paa 3 a3l Lolsdl

lalys el Bli> ol Olagles b dgwlal Lo i dlogy ol a2 ye abuss dbluy
SIS lalai e opaalisia lguwlip lgdoyls 40U olaly as e Ldayy W lglasy dxl> Ladly
ol Lis L ool e (8 48 JSy uad ULl Lidseny U1 039 cdbogulan i oSy dusng)l
zall ool o



https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2023/dnr-executive-summary
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2023/dnr-executive-summary
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2023
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2023
https://open.spotify.com/episode/4tqp5uLJCYbiEUq7MRHFnr?go=1&sp_cid=83f14e36d8021722d85a5a143cf2a311&t=8&utm_source=embed_player_p&utm_medium=desktop&nd=1
https://open.spotify.com/episode/4tqp5uLJCYbiEUq7MRHFnr?go=1&sp_cid=83f14e36d8021722d85a5a143cf2a311&t=8&utm_source=embed_player_p&utm_medium=desktop&nd=1
https://open.spotify.com/episode/4tqp5uLJCYbiEUq7MRHFnr?go=1&sp_cid=83f14e36d8021722d85a5a143cf2a311&t=8&utm_source=embed_player_p&utm_medium=desktop&nd=1

f‘

Live Session

M Digital News Report 2023

Misinformation and disinformation

The platform changes we have described, including the switch of attention to new
networks, do not seem to be lessening public fears about misinformation and
disinformation. Across markets, well over half (56%) say they worry about identifyving the
difference between what is real and fake on the internet when it comes to news —up 2
percentage points on last year. Those who sav they mainly use social media as a source of
news are much more worried (64%) than people who don’t use it at all (50%) while many
countries with the highest levels of concern also tend to have high levels of social media
news use. This is not to say that social media use causes misinformation, but documented
problems on these platforms and greater exposure to a wider range of sources does seem
to have an impact on how confident people feel about the information they come across.

Proportion concerned about what is real and what is fake on the internet
when it comes to news

Selected regions
569 (+Z) concernad average scrose all markets

Europe

Asia Pacific
Latin America
North America

Africa

0% 25% 50% TE% 100%

Q_FAKE_MEWS_1. Plzass indicete your level of agresment with the following etarement. Thinking abaut online news, T am concerned ebout whet ie real
and what ia feke on the internet. Base: Totol sampie in Africa = 6063, North Amsrica = 4231, Latin Americz = 12,149, Asig-Pacific = 22,477, Surops =
45,575,
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Proportion that watched online news video on each in the last week

All markets
6:2% conzume via one or more eociel platforme | 28% via newe webaites or eppe | 23% conaumed no video.

Wis-24 W25-34 W35+

31%
Facebook
33%
YEUTUbE j
30%
Inetagram
12%
27%
TikTok
Twitter
Twitch

MNews website

MNone of these

2, 1
:
2

Q11 _VIDEQ_2018a. Thinking about whan you uead online news-releted video (3 short clip, a lve etream, or 2 full 2pisode) over the leat
wasak, which of the following did you do? Plezee eclect all that epply. Soser 25245 = 12, 198, 35345 = 16,915, 55+ = 65,7565

Get the data - Embed
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Publishers plan to lean into WhatsApp, TikTok and

Journalism, media, and YouTube
technology trends and e o e e e il e o e
p rEd ict i o n S 2024 Many publishers will focus on these platforms
Report WhatsApp
L https://reutersinstitute.politics.ox.ac.uk/sit TikTk
es/default/files/2024-01/Newman%?20- Google (Search)

%20Trends%20and%20Predictions%202024 v, tube
%20FINAL.pdf

L https://reutersinstitute.politics.ox.ac.uk/jou
rnalism-media-and-technology-trends-and-
oredictions-2024 Google other (AMP Showcase)
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Social media has become a large part of our everyday lives.
Consumers expect brands to have an active online presence
and the ability to answer any questions they have fast.

But a poorly timed or worded social post could harm your
brand reputation.

Although people may forgive your brand, the internet never
forgets, so it's better to be safe than sorry! Implementing a
social media policy will help protect your company and give
employees the space to advocate for themselves while staying
true to the brand and its values.




/‘

MIDOC

UNIVER

W What is a company social media policy?

(L @

EA|

A social media policy is part of a company’s business code of
conduct that tells employees how they should represent
themselves and the brand on social media. It includes guidelines
to protect the brand’s security, privacy and legal interests.

Social media platforms provide avenues for brand promotion, but
they also present opportunities to misrepresent your brand, which
iIs why a good social media policy is so necessary.

To do so, this means keep it simple, clear, accessible, and
continued to be updated. The goal is to emphasize some basic
conduct so, there are no major issues in the future.

N
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Create brand advocates

Social media policies allow you to unlock all the benefits of employee
advocacy, without putting your brand credibility at risk.

When your employees post about the organization online, it can
increase brand awareness, establish thought leadership and drive
qualified leads. Along with helping social selling, employee posts can
support social recruiting efforts, attracting top talent to your company.
Your social media policy is a critical advocacy tool, giving your
employees the guidance they need to represent your brand accurately

within social networks.
- >
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Promote DEI (Diversity, Equity, & Inclusion) Jseddl 5 cibaiyl g & sl

Brand diversity in social media is more important than ever. Company
alignment with personal values is 74% more important to consumers
than it was in 2021, so brands need to show and tell audiences what the
company values.

Amplifying diverse voices via social media is an actionable step brands
can take to prioritize representation and attract top talent from
marginalized communities. An inclusive social media policy will
empower and encourage voices from all backgrounds to advocate for
\the brand. Y,

Branding Diversity considers how brands both reflect and
affect contemporary discussions of cultural diversity.
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Maintain a consistent brand identity

A social media policy ensures that whenever someone interacts
with your company online, either through a brand channel or an
employee, they get the same consistent experience. This develops
a more reliable, trustworthy identity for your company, turning
customers into loyal fans and ambassadors.

Brand identity is the visible elements of a brand, such as color, design,
and logo, that identify and distinguish the brand in consumers' minds.
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Minimize legal action against your brand

Social media presents complicated considerations such as privacy law
and copyright law. A well-made social media policy will protect the

company from potential lawsuits.
Consult with your legal counsel and outline a list of dos and don’ts for

the company to follow. These rules of thumb 4ty x) 8!l will help ensure
the organization and contractors are compliant with laws, reducing the
risk of legal action against the company.

\
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Protect your brand from privacy and security risks

There are many privacy and security risks involved with using social
media.

The larger your team is, the larger those risks become. A good social
media policy combined with security protocols will protect your accounts
against hacking, phishing and fraud accounts.

And since social media is a common resource for scammers and
criminals, it’s imperative your social media policy includes guidelines
that protect both your employees and company. Whether it’'s defending
against phishing scams or ransomware attacks, make sure that everyone
In your organization is vigilant about online protection.

~N
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Prevent a public relations crisis
Many organizations make the mistake of waiting until they’ve faced a
public relations disaster to put a policy in place. Be proactive and
implement a strategy in advance to minimize crisis.
Your social media crisis plan should align with your social media policy.
For example, the policy can designate which teams are responsible for
handling a PR crisis. 44} ga Jalaill oo & gieall GA1 St dubal! ¢Sy (JEal) Jos o

>

Plan in advance




Live Session !
MI DOCEA

UNIVERS

YW Examples of social media policy

(‘
Dell Global Social Media Policy

Social Media
Principles

1. Protect Information

Z. Be Transparent and

Scope Disclose
Applies to all Dell Technologies team members (employees, B ot
officers, etc.) worldwide. It covers all social media 4. Be Responsible

activities—business and personal accounts alike—when " Connect

you could be perceived as representing Dell or the policy
could be relevant. It boils down to 5 overarching policies.

Source: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-inspire-yours/

\.
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Social Media

("

Principles
Dell Global Social Media Policy  Protect Information
1. Protect Information <ile slaall 4lea 2 5o Transparentand
Never share confidential, proprietary, or personally identifiable information (e.g.
customer data, order numbers, internal strategy) on social media  itide ok cerauce
2. Be Transparent and Disclose 7b<ai¥) g 4dlidlly sl 4. Be Responsible
Clearly identify yourself as a Dell employee using the hashtag #lwork4Dell when 5. Be Nice, Have Fun and

discussing Dell-related topics

3. Follow the Law, Follow the Code of Conduct &siull 2168 &l g ¢ sildll &)
Abide by all applicable laws, social media platform rules, Dell’s Code of Conduct,
intellectual property, and privacy regulations .

\.
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Social Media

Principles
Dell Global Social Media Policy R
4. Be RESpOnSible Y\S:w C)s 2. ggT{ansparentand
ISClose
* Only speak on behalf of Dell if authorized. R
. Follow the Law, Follow
* When responding to questions or issues, use your best judgment—elevate the Code of Conduct
concerns to appropriate teams if unsure . ) 4. Be Responsible
5. Be Nice, Have Fun and Connect! J«al 55 5 €18 g3 ataioa g Ludal o8 5, Be Nice, Have Fun and

Connect

e Always be respectful, professional, and courteous, even on personal account
* Dell has zero tolerance for racism, bigotry, misogyny, threats, harassment, or
hate speech
s Gl sl gl ol eluill 4l S ol caanill §f 4y paiall ae ) melisii Y Dell A8
Al Sl Glad

-



http://www.dell.com/learn/us/en/uscorp1/corp-comm/social-media-policy?c=us&l=en&s=corp

Live Session M | DOC EA I

JNI\/CF{‘SITVI

FX 3l Examples of social media polj —
i n vt

; tel/

K‘

Intel Social Media Guidelines

Intel is another example of a good social media
policy. There are three sections for disclosure,
protect trade secrets, and use common sense.

3 Rules of Engagement

L : Protect
In addition, there are sections for contractors ke i e o
. . . protect both Intel
s Il /paileidl OF @nyone else who is paid to S it
contribute to Intel’s social media activity.
Source: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-inspire-yours/ U =
Common Sense
Remember that professional,
\ straightforward and appropriate /

Your common senseilull 3 kil js your natural communication is best

ability to make good judgments and to
behave in a practical and sensible way.
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Ford Motor Company Digital Participation Guidelines

1.Honest about who you are
2.Clarity that your opinions are your own

3.Respect and humility =) sl in all communication
4.Good judgement in sharing only public information —
including financial data

5.Awareness that what you say is permanent

Source: https://everyonesocial.com/blog/need-sample-social-media-policies-here-are-7-to-inspire-yours/ )
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M Understanding copyright and creative commons
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Types creative commons - countries
https://creativecommons.org/licenses/?lang=en
How to start?

https://creativecommons.org/share-your-work/

Creative Commons is an international nonprofit organization

that empowers people to grow and sustain the thriving commons

of shared knowledge and culture we need to address the world's

most pressing challenges and create a brighter future for all.

Aaali e ) S8 e Jaxi s ) e 44l 50 4adiie aCreative Commons

lealing il A4S idall Z8EN, 48 jmall (e 503 jall AS jidall 3, sall daliu
eall B8] ST i Bl s allall L8 ALY Y cibaatll dgal sal
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Creative Commons

Licenses

explained, at a glance.

You can redistribute (copy, publish,
display, communicate, etc.) the works.

You have to attribute the original work
(title of work, creators name, link, CC
license).

You can use the work commercially.

You can modify and adapt the original
work. Provided you indicate how you
changed it.

You can choose any license for your
adaptations of the work.

Intellectual property rights have
expired, have been forfeited, or are
inapplicable (e.g. works of
Shakespeare, Beethoven, etc.)

Disciaimer: This document by its nature cannot be comprehensive and
iz provided to assist clients to clarify and identify legal issues on which

they should seek legal advice. Please consult professional legal staff for
advice speciic to your situation.

©

COPYRIGHT

@

® CC BY

@@ ubs
@S o
@@ o
@@ wrrsh
OO wauc

PUBLIC DOMAIN*

® ® 06 @PGD

COPY&  ATTRIBUTION

X

X X

<ff<f )<< i
SRR < [<]<]<
< J< < I
< IRl < < IR < < [

COMMERCIAL ~ MODIFY

& ADAPT

X

*‘\
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Types of Creative Commons licenses
Here are the different types of CC license you might find online. As you
read them, keep in mind that marketing is very clearly a commercial

purpose.
Attribution-NonCommercial-No Derivatives (CC BY-NC-ND): This license

means you can copy and redistribute an image — but you cannot modify it, and

you cannot use it for commercial purposes. And, as the license name implies,

you must provide attribution.
Attribution-No Derivatives (CC BY-ND): You can copy and distribute the
image, including for commercial purposes, but you can’t modify it. So, for

\

example, you can’t add overlay text, crop, or apply filters. Attribution is ¥



Live Session

MIDOCEAN

UNI\/EP.‘SITY"

M Understanding copyright and creative commons

(‘

Types of Creative Commons licenses

Attribution NonCommercial-ShareAlike (CC BY-NC-SA): You can use the
image and adapt it into something new. However, you cannot use it for
commercial purposes, and you have to share your modified work with the
same type of CC license and provide attribution.

Attribution-NonCommercial (CC BY-NC): Same as the above, but without
the requirement to use the same CC license on modified work.

Attribution-ShareAlike (CC BY-SA): You can use the image and adapt it
into something new. You can use it for commercial purposes, but you have
to share your modified work with the same type of CC license and provide
attribution.

\
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Types of Creative Commons licenses
Attribution (CC BY): Basically the only requirement is to provide attribution.
Public domain/No copyright: If a creator has waived all their rights, or the
copyright has expired, the work enters the public domain. In Creative
Commons, this is listed as CC0 1.0 Universal (CC0 1.0). This is the license to
look for if you want non-copyrighted work.

The safest options when looking for images for social media marketing are
attribution-only and CCO0 1.0 public domain licenses. Remember, any license
that includes the word “attribution” means that you must give credit to the

creator.
- W,
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Copyright law gives creators certain kinds of control over their creative
work. If people want to use copyrighted work, they often have to ask for
permission from the creator.

Creative Commons su¥ glialworks within copyright law. It allows
creators to grant permission to everyone in the world to use their work in
certain ways.

Copyright Symbol Creative Commons Symbol

\
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Creative commons and copyright both refer to legal explanations and
sanctions<bsixll regarding authorship<iit . Both authorizationsuaal Y refer to
creators’ conditions regarding their original outputs such as books, websites,
software, movies, and songs. However, creative commons is only applicable to
those protected by copyright while copyright covers original work.

What is Creative Commons?

Creative Commons (CC) aims to increase the number of legally available
creative works. CC licenses give creators the freedom to decide which rights

are being reservedi:s s« and waivedie JH) . It is currently being
incorporated in popular online platforms such as YouTube and Flickr. CC
licenses are based upon copyright specifics and only utilize one page of highly

MlDoggEA'

\comprehensible explanation of rights. .
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What is Copyright? <&l y auall 358

Copyright grants authors the exclusive rights regarding the use and
reproduction of their original work. With the Licensing of the Press Act 1662,
the English Parliament addressed the unauthorized printingl: g sl £ dsUhl)

of books and pamphlets. This legal concept was then adapted by various
countries.

Copyright is one of the group of laws under intellectual property which
immediately applies to any novel work which facilitates authors’ selling
activities. However, when an employee gets paid for creating a certain
material, the employer often gets the copyright. An infringement guillof
copyright occurs when an owner’s product is reproduced without permission.
\Copyright registration is not needed in most countries; however, many/
authors still opt to register for marketing purposes.

~N
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Difference between Creative Commons and Copyright

Implementation of Creative Commons vs. Copyright

Creative Commons is only applied to already copyrighted materials as it is a
license which specifies the author’s conditions regarding the baseline
permissions of reproduction, distribution, display, and performance. On the
contrary, copyright instantly applies when a work is originally created; this is
why it is described as “magical”.

Profit

Creative Commons, a non-profit organization, lets other people copy and use a
creator’s work for noncommercial purposes only. However, Copyright allows
commermal goals hence proflt to be achleved The author may also Iend or

- 0' ”
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Ditference between Creative Commons and Copyright

Nature

Creative Commons is an organization and a license which can take the forms
of differing attributions 4ilid. «ialiv) while copyright is a law which allows
owners to license their work.

Expiration

The licenses of Creative Commons expire when the elemental copyright also
expires. As for Copyright, the US constitution mandates that it expires 50 years
after the author’s death. However, this may vary in other countries, for
example, the UK regulation dictates the expiration to be 70 years after the

author’s death.
- _4
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\
Difference between Creative Commons and Copyright
Pro-User

Creative Commons shows more advantages to the user as it allows free
reproduction and utilization under certain circumstances.

On the other hand, Copyright features more advantages to the owner
regarding protection and commercial use.
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Copyright laws for social media
are, well, pretty much exactly
the same as copyright laws
everywhere else. If you want to
use an image that isn’t yours,
you must obtain permission.
That might be through a license
or through the creator directly.

Can | Use this Photo on Social Media?

Did you createan

original image?

'l

» YES NO =«
; TIP Ma k su ey
intented use is clear.

. TIP:Besureto

double check.

for commercial use?

Do you plan to :
modify the image? |

YES = %= NO

Are modifications
allowed?

YES =’ Nam NO
)

Is the image available -

YES =/ = NO -

Can you obtain
written permission
from the owner?

YES = %= NO

Is the image in the
public domain?

YES = %= NO

B Is}he}mgea;ail;ble |

under Creative Commons
or a similar license? |

» YES =# %= NO

Can you purchase ‘
publication rights?

= YES =/ = NO
\
\
\
\
\
\
\
\

MIDOCEA
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Transparency is not a single policy tool. It has different dimensions.
Roughly, they are providing disclosures to users, public reporting, and
access to data for researchers.

Disclosure to users includes revealing information about the content
moderation standards a social media company has in place, its
enforcement processes, and explanations of takedowns and other
content moderation actions, descriptions of complaint procedures,
among other things. Each of these outputs provide users with
opportunities to complain about problematic content and to receive
. due process when social media companies take action against them.

Transparency means taking accountability when mistakes are made or problems
come up, and this includes communicating with your audience, consumers, and
personal team or employees.
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Why transparency is essential?

Seeing all that is involved in implementing transparency measures
brings us back to one question: Why do this at all? What good does’
transparency do? In general, the answer is that it provides public
accountability. 4ab) Al gual) jB5s s¢d

Without transparency, due process for social media users is
impossible. If users do not know what the rules are, how can they stay
within the guardrailsilsll jalss ? If they have no mechanism to
complain about problematic content or about mistaken moderation

. decisions, how can the content moderation process satisfy the |

demands of procedural fairness for users?
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Why transparency is essential?

Disclosure and due process 4l 43 5l Cilel aYl 5 ~Lady) are so intimately
linked that user transparency measures often include due process
requirements. For instance, often legislation does not merely require
platforms to disclose whatever complaint process they happen to have,
it also requires platforms to have a complaint process. ¢Sl Olel ja)
Policy makers should explore various transparency measures for
digital social media platforms. A balanced and clear legal structure for
disclosure zlaidl malys ()lsie S8 JSu can help to restore public trust
sl 48 salaiulin these platforms and provide assurances that they are

\_operating-in-the-public-interest. y,
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Why transparency is essential?

Mandated public reports on moderation practices are likely to improve
content moderation, just as accounting reporting requirements encourage
good corporate financial conduct. When companies know that they will
have to issue these detailed assessments, they are more likely to take
steps to mitigate problems to reduce the reputational risks that would
come with a poor report card.

Researcher access to internal company data allows independent outside
assessments of company conduct and can indicate areas for improvement
that the companies themselves might have missed or tried to cover up in
\_their public reports. )




MIDOCEA

U NIV EBEBR S 1 TY

- Disclosure and Transparency

f‘

The largest number of people say
transparency is when businesses are
open (59%), clear (53%) and honest
(49%).

These guiding principles give a sense of
what consumers are looking for. A study
proves no channel is better suited than
social media as communication channel
to make good on the interest in more

transparency.
.

How Consumers Define Transparency

Authenticity

~

sproutsocial ~  sproutsocial . com/brandsgetreal
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Social Media risks and rewards
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Social media is a powerful tool that gives
organizations the ability to expand their
brand valuet xil ~gidle dad g it can also
tarnish a brand overnight. (4l Adlall 4 585
lalsia g 4nic &
Given the Vvisibility, risk, and real-time \T i
monitoring and response required to
effectively manage social media channels, |
companies must  establish extensive C
protocols for use by their organization in
\order to engage with external channels.
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Some of the most advanced social media topics and
benefits include:

Connecting with customers—The ability to
engage with customers is the most critical aspect of
social media. Developing a brand and promoting it
through various channels of social media can create
further brand value and awareness.

Marketing intelligence < Liiul/slsi—Social media
marketing gives the organization the ability to
monitor the brand and listen to what the public is
\saying in the social media space.

MIDOCEA \
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Figure 1—Organizational Benefits of Social Media

Reward 1
Reward 2

Reward 3

Reputatlon ot Rowardod

Source: M. Khan, Reprinted with permission.



T Social Media risks and rewards

The insight is the reward the organization reaps
by playing a larger role in social media, which can
be invaluable. The organization can enhance its
marketing, business development efforts and
other valuable venues to further its ability to be
competitive.

Pulse on brand reputation—Keeping the pulse
of the organization’s social media reputation and
metrics is critical to staying ahead of the brand’s
recognition and signs of reputational risk.

Pulse on brand’s
integrity in the
social media space

MIDOCEA \

UNIVEFSIT\I

Figure 1—Organizational Benefits of Social Media

Reward 1

Reward 2

Reward 3
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Reputational risk—Damage to an organization’s @—o
reputation stemming from a social media mishap can
bring the organization to its knees, whether it is the 0—1@
chief executive officer (CEO) stating something &

controversial on his/her Twitter account or an @—0 5@
organization-bashing employee video that goes viral. v
According to a leading publisher, “A reputational crisis i
can wipe tens of millions of pounds from a company’s
value, and this risk has increased because the rise of
online and social media means crises are now less > o
\_predictable and can happen faster.” |

Source: M. Khan. Reprnted with permission,
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Data security breachetll (¢l A —According to @—o
research from Forrester: ()
From reconnaissance to brand hijacking and threat o—f.«my
coordination, cyber criminals have been using social &
media to boost the effectiveness of their attacks for @—0 gi_é
years. It’'s clear that social media risk isn’t solely about N,
brand and reputation damage but is a sinister Comans
cybersecurity threat =l (¥ w35 that can lead to =,
major data breaches, numerous compliance issues, and s f\
large amounts of lost revenue due to fraud and o e
\_counterfeit sales<i:jall aally (i), along with a slew S s S\ e

of other risks. RTE——"Y
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Social engineering—Employees in almost all organizations
are savvy, and many have a social media presence on
major sites such as Facebook, Linkedln, Quora and
Twitter. Each platform has the potential to provide a hacker
several key data points about employees, which can
enable use of the data to hack the employee account at the
enterprise layer by spoofing and launching a social
engineering attack on the company. Due to the multitude
of options 4=t &l LAl 2ai 15kiof going through social
media accounts with exposed data, attackers can gather

these data to further their advances in terms of hacking
TNto accounts SEa G,
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Figure 2—Risk Factors for Social Media
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Compliance or regulatory violations cisigi) o Juiay)
Lakilll—The growing number of privacy changes and
regulations globally is impacting how customer data
are utilized in the social media space. There are four
key areas with which to be concerned:

Privacyiua sai

Content ownership siaall 45k

Intellectual property (IP) infringementi,_Sall <L) el
Unauthorized activities\4: ¢ sadll & daday)

MIDOCEAN
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Figure 2—Risk Factors for Social Media

12

o 1

Regulatory
and
Compliance

R Y

: Virus and

Source: M. Khan. Reprinted with permission,




T Social Media risks and rewards

Compliance to changing the regulatory climate
il FUal adl JUYl—These regulatory changes
require the organization to adapt its strategy if it
wishes to comply on a global basis. This approach,
while necessary for an organization that uses social
media regularly, may result in the organization’s
increased visibility with authorities.

Some industries may shy away from this situation in
light of audits that occur due to being in the social
media space so frequently.

MIDOCEAN
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Figure 2—Risk Factors for Social Media
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Source: M. Khan. Reprnted with permission,




T Social Media risks and rewards

Return on investment—The benefit the organization
gains from being present in the social media space
is hard to calculate and very subjective4al! 4513 | The
risk over reward, therefore, cannot be calculated
without proper assurance, which leaves the
decision to enter the social media space
questionable for some industries.
Return on investment (ROI) is a financial ratio used to calculate

the benefit an investor will receive in relation to their
investment cost.

MIDOCEAN
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Figure 2—Risk Factors for Social Media
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Phishingw<i —One of the popular techniques used W
by criminals is to get unknowing individuals to .
disclose personal information while posing as a Q— somy
fictitious representative of a legitimate professional &
or company. This, primarily, is the key driver for @—0
collecting personal data for financial gain to 51—‘3
individuals or organizations. Due to the lack of > i
awareness about the phishing techniques used by
hackers, employees fall victim to email, phone call
and website phishing schemes, resulting in f\ .
exposure to enterprise-level risk. P aware

Source: M. Khan. Reprnted with permission,
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Viruses and malware—Hackers’ ability to penetrate
the organization’s network via unsafe social media
websites and accounts opens a new threat vector.
On one hand, employees who access social media
websites can act as brand ambassadors; on the
other hand, their activity may leave an open door for
viruses and malware to enter into the network.
According to security experts, “A majority of current
attacks simply use the social platforms as a delivery
mechanism, and have been modeled after the older
Koobface malware.”

MIDOCEAN
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Figure 2—Risk Factors for Social Media
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Source: M. Khan. Reprnted with permission,
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Source : Laura Click
Founder & CEO - Blue Kite Marketing
‘ www.flybluekite.com )
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Steps of social media policy

Build relationships
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Enhance customer serV|ce
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Communicate during a crisis
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Steps of social media policy

Test ideas &
get feedback
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Find business opportunities
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But, how can you
do it ethically?
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Be honest

\ g L |
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Give proper credit

\

Cite Sources
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Don’t give specific
legal advice

Only General ones
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Be careful about who you friend
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Steps of social media policy

Don’t share confidential information
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CMRLY Disclosure|gell[8%.0r0

\_ https://getcommandpost.com/ https://disclosurepolicy.org/ A
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Disclose your relationships
COMMANDP@ST Home Solutions  Approach Resources  About Blog Login

Transparency & Ethics

CMP.LY was founded on the belief that transparency and ethics are fundamental to communication, especially on social media. It is a

core component of everything that we do and why we've ensured that both CommandPost and PowerPost include built-in disclosure

solutions.

@ It's also one of the underlying reasons why we support the Word of Mouth Marketing Association (WOMMA), an

WQqMM.ﬁorgamzation that is committed to ethical word of mouth marketing practices. We are active WOMMA members

and our CEQ Tom Chernaik is a Co-Chair of the Ethics Committee. To learn more about WOMMA, visit
http://www.womma.org.

CMPLY
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v DisclosurePolicy.org

What is disclosure?

The act of making something obvious. Disclosing (divulging
or explaining), the purpose and interests of an influencer in
his/her published posts: written, audio or video.

Why disclose?

By disclosing the purpose and relationship of a post,
influencers are letting their audience know more about the
information they’ll be reviewing. Influencers retain the
freedom to write original content, as well as select which
marketers and brands they will represent in exchange for
money or gifts. Any ethical concerns will remain where
they’ve always been - on the individual level. Because it is
an influencer’s choice to select which topics will bring them
payment, he/she remains responsible for his/her own
reputation.

Influencer Disclosure Policy  Influencers Marketers FTC Actions

This site is provided as a free service of
IZEA, provider of influencer marketing
software that connects agencies and brands
with influencers. IZEA believes in
transparency and disclosure in influencer
marketing.

|ZE9

Why is it important in influencer
marketing?

Because marketers are offering influencers payment, gifts,
or other compensation to create content about specific
products or services, the influencer’s interest in the
product or service may be in part the financial gain.
Whether the influencer would have included content in
his/her post about the product or service without gift or
payment, the fact is the influencer is receiving payment for
certain content.

Disclose your relationships

Q

\

A
Disclosure(gell{&Y%.0r0
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L Google

Don’t post anything online that you’re not comfortable with
the whole world seeing. Even with privacy settings, there’s
still the possibility that content or photos will spread. Google
never forgets. So, when in doubt, leave it out.

Google never forgets!
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L Google

Don’t post anything online that you’re not comfortable with
the whole world seeing. Even with privacy settings, there’s
still the possibility that content or photos will spread. Google
never forgets. So, when in doubt, leave it out.

Google never forgets!
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Lecture Topic
Social Media and Ethics

Social Media Policy and adherence
Understanding copyright and creative commons
Disclosure and Transparency

Social Media risks and rewards
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