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MIDOCEA : Introduction
\

-

* Risks are everywhere, and it is well known that companies in general are not isolated
entities from their surroundings and environment in all its forms ...

* There is a large dynamic process that is not static from the cases of influence and impact,
whether direct or indirect

« The world is witnessing a steady increase in man-made disasters in various parts of the

world, and even the emergence of major disasters resulting from deliberate human actions

that have direct and indirect economic impacts.

« These developments have led to intensifying our focus on the risks facing companies and

the public and the risk management processes that may be necessary to circumvent the

negative economic impacts resulting from such events. .
www.midocean.ae




X Introduction, 2

MIDOCEA

At the same time, we have seen a general perception of risk that aims to reduce system errors,
operational failures, and uncontrolled human behaviours that affect the way we try to manage
the risks facing companies.

Thus, managing corporate risk has become a central theme, and arguably constitutes a new
lens through which we can view the development of corporate strategy — because poor risk
management can lead to bankruptcy, while good risk management practices can lead to
superior corporate performance outcomes.

Risk management can thus be viewed as a process that allows an organization to achieve its

full potential and obtain optimal economic returns, or, in strategic terms, effective risk

management can be viewed as a means of creating sustainable competitive advantage,
K Www.midocean.ae j




MIDOCEA \ The nature of risk management,1 Chapter 9
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-

o We have seen the introduction of formal enterprise-wide risk management frameworks
that may help us contain specific exposures, but these approaches do not necessarily
constitute sufficient conditions for effective risk management outcomes.

o Hence, there may be too many aspects of risk that cannot be contained within simple
formalized control systems.

o That is, the importance of risks and the importance of strategic risk factors and related
corporate responsiveness in increasingly turbulent market environments point to a need for

an extended view of the risk management process.

\_ www.midocean.ae /




MIDOCEA l The nature of risk management,2

-

o Risk events are typically conceptualized as hazards and risks arising from identifiable

~N

triggers, such as accidents, human error, natural phenomena, etc. Traditional risk
management seeks to minimize the likelihood of negative losses resulting from such
events.

If we interpret risk as the volatility of performance outcomes, then the risk management
task Is seen as being able to eliminate the potential for poor performance while recognizing
the positive gains associated with emerging business opportunities.

There Is a strategic element to the concept of risk management that must also take into
account the possibility of new opportunities arising from radical changes in the business
environment and that may constitute some of the most important concerns of risk
management.

www.midocean.ae j




MIDOCEA : The nature of risk management,3
(

o While the nature of common downside risk events is well defined and accounted for in

\

statistical records, many of the emerging operational and strategic risks are less
precise and thus much harder to describe and predict.

o Much of the contemporary risk management literature is supported by calculable odds for
Identifiable risk events determined by analysis of objective historical records.

o However, true uncertainty arises when one is unable to determine the odds or even
foresee the future risk events.

o There seems to be a trend towards higher uncertainty due to the emergence of new risks
caused by terrorist acts, natural catastrophes, political events, path breaking technologies

and continuous innovation _
\_ www.midocean.ae




MIDOCEA \ The Strategic nature of risk management Chapter 9
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(

All in all, there is virtually no end to potential
sources for economic disruption.

A conventional risk management focus has been
concentrated on volatile financial markets, insurable
casualties and macroeconomic conditions. However.
these risks have been extended to include many othe
factors beyond managerial control, including
systemic disruptions, industry paradigm changes,
competitive initiatives, technological shifts, political

Incidents, mega-terrorist events and the like, many ¢

thich are hard to foresee and predict (Figure 1.2).

Demand conditions

Economic policies

Inflation rate \
Financial market prlces Consumer taste

‘ Terrorist events | ./ ‘ Competitive structure \

New product introductions

Natural catastrophes |— CORPORA'HON «—{ Sales and distribution

/’;' *~~ Marketing approaches
Input supply lines / ™

\ Commodity prices
‘Logistics systems\ [ \ Energy prices
Process improvements Technology development |

Figure 1.2 The wide scope of corporate risk exposures
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MIDOCEA | The conventional risk management process Chapter 9
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/ Four consecutive activities that continue over time.

First, the major risks that expose the corporation must be
Identified.

Once this is done, various techniques are adopted to analyze = rsieseumsm. | v
event frequencies and the potential economic effects of the
identified exposures. PR
Based on assessments of potential exposures, corporate G
management decides whether these exposures are acceptable
In view of prevailing organizational responses.

within regular time intervals.

Figure 3. The operational risk management cycle. (Source: Taken with permission from Risk
Books [6].)

Finally, the exposures are modified through risk mitigation efforts and adoption of various risk-transfer
activities, so the corporation retains a risk level that is acceptable within the overall corporate risk
policy.

As risk factors and the associated economic exposures may change dynamically over time, the
Qescribed elements of the formal risk management process should be repeated www.midocean.ae
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o Risk assessments Iin project management see a

Mission
need to balance advance planning with adaptive statement

solutions that arise as the projects are Internal SWorT External
environment analysis environment

Strategic
nlan
Strategy
implementation
Strategic
outcomes

Figure 1.3 Risk assessments in the strategic management process

Implemented.

Strengths and Weaknesses Opportunities and Threats

o We may even extend this perspective to corporate

strategy

‘Strategic Control’
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: What are strategic risks?

[

O

\

Strategic risks are generally defined as those that threaten a company’s ability to
develop and implement its chosen strategy.

These risks may be external; events such as the COVID-19 pandemic are a prime
example.

They may also be “self-induced,” arising from an organization’s own strategy and
decision-making.

An example of this is the accelerating digital transformation of companies, which has

brought many positives but has also exposed new types of risks.

www.midocean.ae /




MIDOCEA l Examples of strategic risk

-

v' Competitive risk. The risk is that you fall behind your competitors as they innovate and

~N

v Change risk. The digital transformation risk we cited above is a prime example of this"

Improve their offerings faster than you.

v Regulatory risk. Any new regulation has the potential to:

the inherent risks of introducing any change program.

Disrupt your business

Create new responsibilities

Demand new technologies (and therefore linking back to change risk)

Distract your business leaders from their operations as their time is abstracted to put in

place NEew governance processes and control measures

www.midocean.ae j




MIDOCEA l Examples of strategic risk

4 )

v Reputational risk. The risk that your corporate standing is threatened. The potential

causes of this are legion, from regulatory compliance breaches to shareholder activism or
poor performance in public ratings, such as those used to measure ESG performance.

v" Political risk. The potential for political change, or the political landscape overall, to

disrupt your business. For example, through volatility in a country within your supply
chain.

v Governance risk. The risk brought about by poor governance, risk and compliance

processes within your organization.

v" Financial risk. Risks relating to the financial health of the organization. This differs

\_ from... www.midocean.ae




MIDOCEA l Examples of strategic risk

-

v' Economic risk. This refers to the broader economic landscape and its potential to affect the

success of your business strategy.

v Operational risk. The risk is that your operations and business processes are not up to

standard.

= Many of these examples of strategic risk are inter-connected. For instance, if you face
operational risks around the efficacy and rigor of your processes, this is likely to expose
you to financial or regulatory risk. Similarly, if you fail to tackle governance risks, you may
well encounter reputational risk.

= The intertwined nature of the types of strategic risk emphasizes how important it is to take

\_

an integrated approach to address them. www.midocean.ae




MIDOCEA | The Strategic Focus Wheel
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Chapter 9

(

In a world of rapid change, organisations
that can identify the need for change,
design the changes required and
Implement these changes more effectively
and efficiently than others are more likely
to survive and prosper. Those that cannot
adapt to change are likely to

perish.

Strategic Planning

Strategic Strategy Making
Risk Focus Wheel ™ Strategies
Management Work

Project Management
of Change

The Strategic Focus Wheel™

\
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MIDOCEA : Strategic planning & strategies work
[

\

The wheel is used to focus the efforts and resources of organisations on delivering

their intended strategic objectives, and has four core elements.

= Strategic planning revolves around identifying the options available to an organisation
and selecting the most appropriate., If strategic planning is done poorly, even the best

Implementation capability is unlikely to compensate.

= Making strategies work is a process for connecting the high-level strategic plan to the

day-to-day activities that are critical to its delivery.

K www.midocean.ae /




MIDOCEA : Project management

4 )

Project management of change ensures completeness and control over the physical

realisation of the chosen strategy, Project management provides a comprehensive set of tools
and techniques that enable managers to plan and implement change effectively and increase
the likelihood of achieving the various objectives of the change process. Used effectively
project management is a central element of the wheel in that it makes things

happen and delivers results.

\ www.midocean.ae /




MIDOCEA : Strategic risk management

4 )

Strategic risk management (SRM) identifies, monitors and manages the risk profile of the

organisation. Major changes in this profile can result in the need to revise or change the
elements listed above and, in particular, to devise new strategic plans. Alternatively,
changes may be due to the implementation of a new strategy. Strategic risk management
covers four primary risk areas or levels. These are strategic risk, change or project risk,

operational risk and unforeseeable risk.

\ www.midocean.ae /




MIDOCEAN { The strategic dimension in risk management
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Strategic risk includes risk relating to the long-term performance of the organisation.

This includes a range of variables such as the market, corporate governance and stakeholders.
The market is highly variable and can change at relatively short notice, as can the economic
characteristics of the country or countries in which a given organisation is operating

The corporate governance risk of the organisation includes risk relating to the reputation of the
organisation and the ethics with which it operates.

Stakeholder risk includes the risk associated with the shareholders, business partners,

customers and suppliers. Shareholder attitudes can change quickly if dividends fall.

www.midocean.ae j




MIDOCEAiﬂ Strategic plan and internal and external variables
4 p

» The original strategic plan may have been correct but internal changes may have

compromised Iit.

1 Internal reorganisations may have led to a loss of efficiency.
1 Required changes in operational processes may not have been introduced.
1 Planned changes may not have delivered what was required.

» The original strategic plan may have been correct but external changes may have

compromised it.

1 The external environment may have changed significantly.
1 New competitors may have emerged.

1 New competing products may have been released.

1 Statutory controls may have changed.

K www.midocean.ae j




MIDOCEA l Strategic plan and internal and external variables
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4 )

v" Operational risk can be defined as ‘the risk of direct or indirect loss, resulting from

Inadequate or failed internal processes, people and systems or from external events’.
v" Operational risk also effectively includes anything that can impact on the overall
performance of the organisation and on the ability of the organisation to create value.

v" Operational risk therefore includes events such as mistakes or missed opportunities.

K www.midocean.ae /




MIDOCEAiﬂ The link between risks and decision making
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» Risk is intrinsically linked to decision making.

= [t is one of the three primary conditions under which decisions have to be made.
* The three primary conditions that apply in virtually all cases are:

1 conditions of risk;
1 conditions of certainty;

1 conditions of uncertainty.

\ www.midocean.ae j




MIDOCEAN { Risk management effects strategy process Chapter 9
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( Central risk handling and decentralized responses \
The interrelatedness of risk factors and the degree of -
19
unknown events -
|
occurring are two important aspects of the Central Central
: | h facili @ handling ha';%'{"“Q
environmental context that can facilitate our 3 riglf(s decertralized
i o responses
understanding of how to handle and respond to g
[
corporate risk effectively. In environments where risk =
_ _ _ £ [
events are intertwined and affect each other, risk x contral .
. : : _ o haﬁ'&ﬁﬁg Decentralized
relatedness is very high. These circumstances require a or risk
_ decentralization responses
central function to analyze the aggregate exposures and
devise appropriate corporate responses to deal with ow
= Degree of unknowns high

these ”Sks . Source: Based on C. Perrow (1999). Normal Accidents: Living with High-Risk Technologies.
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MIDOCEAN { Risk management effects strategy process Chapter 9
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In environments where risk factors are difficult to Central risk handling and decentralized responses
Identify, measure and foresee, the degree of unknowns is high
very high. These circumstances require a decentralized
capability that can identify emerging events and respond ! v
to these occurrences (see graphic below — ‘Central risk i Contral handiiag
handling and decentralized responses’). 8 or SET

b responses
However, contemporary business environments are often %
haracterized 3 '
by very complex and tightly coupled business systems, i‘; Contral il
1.e. high on both dimensions (section IV in the graphic), = handling RIS
which will result in interacting and highly unpredictable decentralization responses
risk effects. Under these circumstances, the previous logic
suggests that effective risk management will require a low ™ =
combination of central coordination and decentralized R Degree of unknowns high
responsiveness at the same time. Source: Based on C. Perrow (1999). Normal Accidents: Living with High-Risk Technologies.
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Strategic planning and operational initiatives

Chapter 9

(a) Strategic planning discussions give ‘aspirations’ to emerging decisions and operational initiatives

Top management:
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L %
§

Emerging decisions

Functional management: °
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Operational initiatives

-\-----------
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Time
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= ill Emerging decisions and operational initiatives Chapter 9
7l provide ‘input’
\

(b) Emerging decisions and operational initiatives provide ‘input’ to strategic planning discussions

Top management:
Strategic discussions PR el S PR
Middle management: .- S ———- )
Emerging decisions ﬁ
Functional management:| / y 7
ﬁ ,:Ir J'i r) F .-l. q-
ﬁ' .I ** |I.l
_.I ).r A ﬁ
#
Operational initiatives
>
Time

Figure 9.4 The dual aspects of integrative strategic management (a, b)
Source: The illustration is adapted from T. J. Andersen (2002). ‘Reconciling the

Strategic Management Dilemma’. European Business Forum 9(/), pp. 32-5.
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IDOCEA l. Integrating the strategic MG, and risk MG,
UNIVERSITYl prOcesseS

4 )

Environmental Strategizing Risk
analysis (SWOT) analyses

Figure 9.5 Integrating the strategic management and risk management

processes
Source: Adapted from T. J. Andersen (2006). Global Derivatives: A Strategic

Risk Management Perspective. Pearson Education: Harlow, United Kingdom.
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MIDOCEA \ Levels of Risk Identification and Assessment
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[We must know that risk management operates at two levels to identify and assess risks, namely the )
Institutional level and the functional level.

The institutional level deals with “big” risks often associated with strategic and economic concerns;
the functional level deals with more specific risks associated with operational issues and specific
market exposures.

The role of the risk management department in this context is to support corporate-level risk analyses
and reporting on aggregate exposures, while providing the necessary support to functional entities in
risk management activities and possibly stimulating workshops where functional risk management
Ideas and experiences can be exchanged.

This means that the risk management department was not established as a central control function, but
rather as a “service” entity that supports the central risk management perspective by aggregating risk
information from business units and supporting the executive management team through the analysis
of “big risks”

www.midocean.ae j
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Levels of Risk Identification and Assessment

Chapter 9

-

Information

Centralized risk management

-------------
__________________
........
........
------
""""
- -
----
- -
- .y
-

management

- a—=

‘Big risks’

Decentralized risk management
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Enterprise Risk
Management vs.
Operational Risk
Management

Oclicks

Lecture .10
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MIDOCEA':I What's the general difference between
(ERM) and (ORM)

~N

¢ Because organizations face increasingly sophisticated risks, enterprise risk management
(ERM) and operational risk management (ORM) have emerged as crucial components of

a comprehensive risk mitigation strategy.

www.midocean.ae Y.




MIDOCEA \ (ERM) & (ORM) Chapter 9
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[

Enterprise risk management (ERM)
focuses on a holistic view of risk
across the entire organization. It
entails identifying, assessing, and
managing enterprise-wide risks. It
also seeks to align risk management
with strategic objectives, enhancing
decision-making and optimizing

resource allocation.

operational risk management
(ORM) narrows its focus to risks
associated with day-to-day
operations. It identifies and
mitigates risks within specific
processes, systems, and activities.
ORM aims to ensure operational
resilience, protect assets, and

maintain business continuity.

www.midocean.ae /




MIDOCEA : What is enterprise risk management?
4 N

= ERM is a comprehensive framework that addresses an organization's aggregate risk,
encompassing operational, strategic, financial, and compliance risks. This holistic
approach ensures that risk management is not siloed but integrated into every level of
decision-making, aligning with the organization's overall strategy and objectives.

= ERM's scope is broad, involving senior management and the board, and focuses on
long-term, strategic risks that can impact the organization's ability to achieve its

goals.

\ www.midocean.ae j




MIDOCEAR The Scope of ERM
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Chapter 9

(

ERM doesn't just focus on individual risks in
silos. It takes a big-picture view of all types
of risks an organization might face, including
financial, strategic, operational, reputational,
environmental, and even technological. ERM
Isn't also limited to specific departments. It
applies to all organizational levels and units,
from the executive boardroom to the frontline

employees.

Business
Directions & Risk
Requirements

/\

Performance reporting

KFI

Risk identfication & response

Risk management procedure

Risk monitaring & reporting

Risk perception & education

Performance reporting

i , Current Management Process
Enterprise strategies
/ ERM Process
Role & Responsibility \
Business olan Obiectives
Risk-based
Risk olan & Obiectives Reporting

Risk status reportina \

Plan execution, goal achievement, business

operation
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MIDOCEA : Objectives of ERM

4 )

« Mitigate negative impacts:

ERM aims to minimize the potential harm caused by identified risks. That involves developing
strategies to prevent, avoid, or reduce the likelihood and severity of their occurrence.

« Optimize risk appetite:

ERM isn't just about eliminating all risks. It's about finding the right balance between taking
calculated risks and protecting the organization's value. That means understanding how much risk
the organization will tolerate in pursuing its goals.

* Enhance decision-making:

By providing a clear picture of the risk landscape, ERM helps leaders make decisions that are less

susceptible to surprises and setbacks
\_ www.midocean.ae Y.




MIDOCEA: Pillars of ERM

4 )

Risk identification: Pinpointing all potential threats that could impact the organization.

Risk assessment: Evaluating the likelihood and potential impact of each identified risk.

Risk response: Developing and implementing strategies to mitigate, avoid, or transfer risks.

Risk monitoring: Continuously track and evaluate the effectiveness of implemented risk

management strategies and adapt them as needed.

1 Risk appetite and strategy are also two intricately connected pillars of effective
ERM. Understanding and aligning them ensures organizations strike the right

balance between seizing opportunities and avoiding pitfalls.

K www.midocean.ae /




MIDOCEA I Risk appetite and strategy

4 )

Strategic objectives drive risk appetite.

Ambitious, growth-oriented strategies may necessitate a higher risk appetite to navigate
competitive landscapes and explore new markets., Conversely, a risk-averse strategy might

Involve a lower appetite for volatility and prioritize stability.
Risk appetite informs strategic choices.

Understanding risk appetite equips an organization to assess strategic options' potential

risks and rewards.

Risk appetite must also adapt to the organization's strategic direction and external

environment. Regular review and calibration are essential to ensure its continued relevance

and effectiveness. _
www.midocean.ae j




MIDOCEA l Examples

4 )
« Atechnology start-up CO, seeking rapid growth may have a higher risk appetite when

launching innovative products, and accept the possibility of higher failure rates.
 Afinancial institution focused on stability and customer trust may have a lower risk
appetite when it comes to investment strategies, prioritizing security over high returns.
o Balancing risk appetite and strategy iIs an ongoing challenge.
» By understanding this critical relationship and integrating it into their enterprise risk

management, organizations can effectively manage risk, seize opportunities, and

achieve their long-term goals.

\ www.midocean.ae /




MIDOCEA : The components ERM

an )

Risk Management Framework defines eight interconnected components :

1- Internal environment

The internal environment sets how risk is viewed and addressed within the organization. It

encompasses factors like:
Organizational culture: Risk-averse, compliance-oriented, or innovative?

Ethics and values: How does the organization handle ethical dilemmas and potential

misconduct?
Governance structure: How are decisions made and responsibilities allocated?

Management philosophy: How does leadership approach risk-taking and risk mitigation?

\ www.midocean.ae /




MIDOCEA : The components ERM

4 L | R
2- Objective setting

Objective setting involves defining the organization's goals and objectives across various
areas and providing direction for risk identification and assessment. Objectives should be:

Specific — Measurable — Achievable — Relevant- Time-bound ( SMART)

3- Event identification

This proactive stage involves pinpointing potential risks that could impact achieving

objectives. Sources of potential risks include:
o Internal: Processes, systems, people, and culture.

o External: Market, economic, technological, and environmental factors.

o Emerging: New threats and unforeseen challenges.
\_ www.midocean.ae Y.




MIDOCEA : The components ERM

4 4- Risk assessment )

Once identified, risks need to be evaluated in terms of:

Likelihood and Impact

By prioritizing risks based on these factors, the organization can focus resources on the most critical threats.

5- Risk response
Risk response is including options like:
Avoidance - Mitigation - Transfer - Acceptance

6- Control activities

Internal controls - Compliance programs - Technology solutions:

\ www.midocean.ae j




MIDOCEA : The components ERM

4 . L )

/- Information and Communication

To ensure that risk-relevant information flows effectively across all levels of the organization,
facilitating decision-making and ongoing collaboration. Key aspects include:

 Clear communication channels: upward, downward and horizontal.

 Transparency and openness: sharing risk information without fear of repercussions.

« Reporting and escalation procedures: reporting identified risks and concerns in a timely

manner.

\ www.midocean.ae /




MIDOCEA : The components ERM

[

8- Monitoring )

Monitoring involves continually monitoring risks and control activities, evaluating their
effectiveness, and adapting strategies as needed. That includes:

Regular monitoring and testing: Ensuring controls are functioning as intended.
Emerging risk awareness: Staying vigilant for new threats and changes in the risk
landscape.

Review and adaptation: Updating the ERM framework based on lessons learned and
changing circumstances.

Together these components provide a comprehensive and strategic approach to

managing risks across the enterprise

www.midocean.ae /
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We must take into consideration the following points

Institutions are not isolated entities

Institutions are affected by the environment in which they operate, whether internal or external
Risk management affects the decision and works to achieve the objectives of the decision
Operational risk management is not separate from corporate risk management

Harmony between different departments within institutions achieves effectiveness and efficiency in
decision-making

Institutions face internal risks in operation as they face external threats

Accurately identifying risks achieves effectiveness in the decision

Dealing with the risk must be consistent with the institution's strategy

Risk appetite depends on strategic directions

www.midocean.ae j
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{ An anonymous poem Chapter 9

-

To laugh is to risk appearing the fool.

To weep Is to risk appearing sentimental.

To reach out for another is to risk involvement.

To expose feelings is to risk exposing our true self.
To place your ideas, your dreams, before the crowd is
to risk loss.

To love is to risk not being loved in return.

To live is to risk dying.

To hope is to risk despair.

To try at all is to risk failure.
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