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Blockchain technology is likely to be a key source of future financial market innovation.
It allows for the creation of immutable records of transactions accessible by all
participants in a network. A blockchain database is made up of a nhumber of blocks
“chained” together through a reference in each block to the previous block. Each block
records one or more transactions, which are essentially changes in the listed owner of
assets. New blocks are added to the existing chain through a consensus mechanism in
which members of the blockchain network confirm transactions as valid. The
technology allows the creation of a network that is “fully peer to peer, with no trusted
third party,” such as a government agency or financial institution.
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Blockchain technology has emerged as one of the most significant technological

~N

innovations of the 21st century, fundamentally altering how digital systems manage trust,
data integrity, and value exchange. Initially introduced as the underlying infrastructure for
cryptocurrencies, blockchain has since evolved into a general-purpose technology with
applications spanning finance, supply chain management, healthcare, governance, digital
identity, and beyond. At its core, blockchain represents a paradigm shift from centralized

trust models to decentralized, cryptographically enforced trust mechanisms.
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Traditional information systems rely heavily on centralized authorities such as banks,

governments, or corporations to validate transactions, maintain records, and enforce rules.
While effective, these centralized systems introduce several limitations, including single
points of failure, high operational costs, vulnerability to corruption or cyberattacks, and
limited transparency. Blockchain technology addresses these challenges by enabling
distributed consensus, immutable record-keeping, and peer-to-peer coordination without

requiring a trusted intermediary.
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Trust is a foundational requirement in any system that facilitates exchange whether of
money, data, or assets. In traditional digital systems, trust is enforced through institutional
intermediaries. For example, banks verify financial transactions, governments issue identity
documents, and centralized databases store and control sensitive information.

However, this trust model presents several structural weaknesses:

-Centralization of Power: Control is concentrated in a single authority or a small group of
entities.

-Single Point of Failure: System failure, cyberattacks, or insider misconduct can compromise
the entire system.

-High Costs: Intermediaries increase transaction costs through fees, delays, and
administrative overhead.
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-Limited Transparency: Users must trust that records are accurate without independent
verification.

-Restricted Access: Participation is often limited by geographic, political, or institutional
barriers.

Blockchain technology was conceptualized as a response to these systemic limitations,

proposing a new trust model where trust is embedded in code, cryptography, and
distributed consensus rather than centralized authority.
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The concept of data ownership has become increasingly complex in the digital age. In
traditional information systems, ownership of data is rarely defined in a strict legal sense
for end users. Instead, it is usually understood as control over data who stores it, who can
access it, who can modify it, and who can delete it. In most conventional systems, this
control lies not with individuals, but with centralized institutions such as companies,
governments, or service providers. Blockchain technology introduces a fundamentally
different model that reshapes how data ownership, control, and authority are understood.
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To appreciate the significance of blockchain in this context, it is essential to first understand
how data ownership operates in traditional centralized systems. When users interact with
online platforms such as social media, banking systems, or educational portals their data is
typically stored in centralized databases managed by a single organization. Although users
may be described as the “owners” of their data, the actual power to manage, restrict, or
remove that data often rests with the platform provider.

Blockchain challenges this model by separating data control from centralized ownership.
Instead of relying on a single authority, blockchain systems distribute records across a
network of independent nodes. No single entity has unilateral power to alter the data once
it has been validated and recorded.
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In blockchain-based systems, ownership is not primarily about possessing data files or
databases. Rather, it is about possessing cryptographic authority. Control over assets,
identities, or records is typically established through public private key cryptography. The
private key functions as proof of authority: whoever controls the private key associated
with a blockchain address has the ability to initiate transactions or assert rights recorded
on the blockchain. In this sense, blockchain replaces institutional trust with mathematical

proof.

This leads to an important conceptual distinction for students to understand: blockchain
does not necessarily store all data directly on the ledger. Due to limitations related to
scalability, cost, and privacy, most blockchain systems store only references, hashes, or
proofs of data rather than the data itself. Y
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A clear example can be found in the case of digital academic certificates. In a traditional
system, a university stores student records in its internal database. Employers must contact
the university to verify a degree, and students rely on the institution to reissue documents
if they are lost. In a blockchain-based system, the university can issue a digital certificate
and record a cryptographic hash of that certificate on the blockchain. The student holds the
certificate, while the blockchain provides a permanent, tamper-resistant proof of its
authenticity.

This illustrates a critical shift: blockchain enables verifiable ownership without centralized
control. The truth of ownership does not depend on a database administrator or
institutional approval at the time of verification. Instead, it is embedded in the blockchain’s
\_ consensus rules and cryptographic structure. Y
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However, blockchain does not eliminate all challenges related to data ownership. One
common misconception is that blockchain automatically guarantees privacy. In reality,
many blockchains especially public ones are highly transparent. Transactions and records
can be visible to all participants, even if identities are pseudonymous. This creates tension
between transparency and data protection, particularly in sensitive domains such as
healthcare, education, or personal identity.

As a result, modern blockchain-based data ownership models often rely on hybrid
architectures. Sensitive data is stored off-chain in secure databases or decentralized
storage systems, while the blockchain stores proofs, permissions, or access logs.
Ownership, in this context, means the ability to grant, revoke, or verify access to data
\_ rather than physically hosting the data itself. Y
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Another important dimension of blockchain and data ownership concerns immutability.
Once data or proofs are recorded on the blockchain, they cannot easily be altered or
deleted. While this strengthens trust and accountability, it also raises legal and ethical
guestions. For example, data protection laws in many jurisdictions recognize the “right to
be forgotten,” which conflicts with blockchain’s permanent record structure.

Furthermore, ownership in blockchain systems is closely tied to responsibility. Since users
control their assets and data through private keys, they also bear the risk of key loss or
compromise. Unlike traditional systems, there may be no central authority capable of
restoring access. This model empowers users but also places greater responsibility on
them, redefining the relationship between individuals and digital infrastructure.
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In practice, data ownership in blockchain systems is often distributed among multiple
actors. The user controls cryptographic keys, the protocol defines the rules of ownership,
and applications built on top of the blockchain may still manage interfaces, metadata, or
off-chain storage. True decentralization, therefore, depends not only on blockchain
technology itself but also on how systems are designed and governed.

From an academic perspective, blockchain transforms data ownership from a centralized,
institution-driven concept into a cryptographically enforced, user-centric model. It does not
eliminate intermediaries entirely, but it reduces their power to unilaterally control or alter
records. Ownership becomes verifiable, transferable, and resistant to manipulation, while
simultaneously introducing new challenges related to usability, regulation, and governance.
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What is a blockchain database?

A blockchain database has a network of users, each of which stores its own copy of the
data, giving rise to another term for blockchain technology: distributed ledger technology
(DLT). Basic elements of a DLT network are: a digital ledger, a consensus mechanism used to
confirm transactions, and a network of node operators (see figure 1 for the network setup).
Generally speaking, the terms DLT and blockchain are used interchangeably in position
papers and popular media, though DLT is considered by some to be a more general term.
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FIGURE 1 \
Distributed ledger (DL)—Seftup
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Operator: Each node operator is able to update his'her record in the ledger,

communicate the information to the network, and reconcile hissher ledger v;ﬂh the
other nodes in the network.

Consensus: Each node communicatas with others to ensure consansus after an
addition to the ledger.

LEDGER MNode: Each node in the DL network has an identical copy of the data.
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As one industry participant involved in developing blockchain technology described it,
blockchain technology is essentially a new approach to database architecture.
“Fundamentally, [it is] an improvement over the way that, traditionally, databases have
been designed and used in the past.” A traditional database is a large collection of data
organized for rapid search and retrieval. While there are various ways of organizing data,
traditionally, the vast majority of databases have been relational, storing data in tables that
users can update and search. Relational databases are centralized, with a master copy
controlled by a central authority. Users sharing a database must trust the central authority
to keep the records accurate and maintain the technological infrastructure necessary to
prevent data loss from equipment failure or cyberattacks.
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The key elements of a blockchain-based ledger, those that will enable future efficiency
gains, are the distributed nature of the ledger, its immutable character, and the existence of
an agreed-upon consensus mechanism.

These make it possible to automate transactions, providing for close to real-time
settlement, while maintaining strong controls against fraud.

These benefits do not depend on the exact technical implementation of any given
blockchain implementations will continue to be worked out in the coming years.

However, a high-level overview of how a blockchain works helps to inform discussions
about potential applications of blockchain and challenges that may arise.
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In its simplest form, each user can read from and write to the database; and each user’s
copy is updated to reflect the new state of the ledger after a transaction is confirmed
through a previously agreed-upon consensus mechanism (see figure 2). Once a transaction
is added, it cannot be updated or deleted.

In the example in figure 2, all the node operators have the same version of the ledger
(“chicagofed0”). Since all the versions of the ledgers are the same, consensus is achieved
and the records are final.

When a member of a blockchain network engages in a transaction, they submit the
transaction to the network (see figure 3). The submission of the new transaction changes
the state of the ledger (here to “chicagofed100”), which is now in conflict with the state of
other copies of the ledger.
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Distributed ledger (DL) network—All records are updated
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Operator: Each node operator is able to update his/her record in the ledger, communicate that information to the network, and reconcile

his/her ledger with the other nodes in the network.
NEIENREAUEN A MmN This represents the current state of the ledger.

chicagofed

Source: Financial Markets Group, Federal Reserve Bank of Chicago.
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Distributed ledger (DL) metwork-— New record added and state changes
@

-

. :

IR O 0T L MUEINLE AR O LR T 1O

S

- > -
[ A CONSENSUS A

I RN RV (YRR Tl N ||||| [T |||| | |||||
chicagofedioe

chicagofeda
o

LEpGERr | 2 LEDGER
(] (]
A (A

® When a node operator updates his/her records and digitally signs the ledger, it will invoke a reconciliation/consensus fail alert.
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& Represents a change in the state of the ledger. In this example, the state of the ledger changes from chicagofedO to chicagofed100.
o

= When the states of the ledgers do not match, there is an alert that notifies node operators about the change.

i Source: Financial Markets Group, Federal Reserve Bank of Chicago. ‘
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At its most basic level, a transaction
on a blockchain is simply a change in
the registered owner of an asset.
The  process through  which
transactions are created and added
to the blockchain is illustrated in
figure 5.

Blockchain (DL) network—Stylized example of a transaction

a=-a

Person

1. Person A (holder of the asset/seller) and
person B (buyer) agree on a transaction.

- +.A£§

2. A block is created
with details of the
new contract.

3. Person As
agreement to the
new contract and
transaction is
finalized by A's
digital signature.

This blockchain network can be accessed by anyone in the network.

T
o statit

Source: Financial Markets Group, Federal Reserve Bank of Chicago.

LW
Transaction?

A Person B

& &
". ’-

- 4. Person B’s -
agreement to the
new contract and
transaction is
finalized by B’s
digital signature.

5. A cryptographic hash (like the
barcode transaction 3) is
calculated based on:
= Contract details;
= Signatures of persons A and B;
= Previous block (transaction 2).
The hash is used to link the new
block to the last block in the chain.

6. Once the consensus
mechanism agrees to
the changes, the new
block is added to the
previous chain of blocks.

B

AHNSTRIEE ORI 000 O ’
Transactions
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The cryptographic hash is a string of characters associated with a given block that is difficult
to calculate but easy to verify. This makes it simple to verify a legitimate block, but difficult
to engineer and insert into the chain a block recording illegitimate transactions.

Next, the transaction is confirmed using the blockchain’s consensus mechanism (step 6).
After confirmation, the transaction is added to a block of recent transactions. This block is
then “chained” to the previous blocks of transactions through a reference to the most
recently created block in the chain. The updated blockchain would then be transmitted to
all participants in the network so that everyone has a matching copy of the master ledger.
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Blockchain (DIL) network—Stylized example of a traamsaction

1. Person A (holder of the asset/seller) and - 4_@—» -

person B (buyer) agree on a transaction.
Person A Person B
(a2 (a2

-
[—
- —
|

+

2. A block is created 3. Person As - 4. Person B's - 5. A cryptographic hash (like the
with details of the agreement to the agreement to the barcode transaction 3) is
Nnew contract. new contract and new contract and calculated based on:
transaction is transaction is - Contract details;
finalized by A's finalized by B’'s - Signatures of persons A and B;

digital signature. - Previous block (transaction 2).
The hash is used to link the new
block to the last block in the chain.

digital signature.

6. Once the consensus
mechanism agrees to
the changes, the new
block is added to the
previous chain of blocks.

This blockchain network can be accesseoed by anyone in the network.

(TITINT TTT

LRI TR UL ORI TN T
Trannactiont Transact Lons

Source: Financial Markets Group, Federal Reserve Bank of Chicago.
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Blockchain technology was first used in 2009 to implement the digital currency bitcoin. The
bitcoin blockchain is an example of a public network: It is open to any user who wishes to
transact, and all users can see all transactions on the blockchain.

The network is also permissionless: New transactions are added to the blockchain through
a cryptographic consensus mechanism requiring vast amounts of computing power to
confirm transactions.

The chief advantage of a permissionless network is that it does not require a central
authority to confirm or deny specific transactions; individuals who do not trust one another
or any single central authority can transact on the permissionless network, relying on a
consensus mechanism to ensure the ledger’s accuracy.
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Permissionless/public blockchain network

Decentralized consensus authority

!

- -/ I - ./
[ :.*’ @

- o
- - - Participants in blockchain and consensus activity

- LY @ = Anyone can join the network; there is no formal approval process for joining.
- - - - Participants approve the addition of a transactiorv/block to the chain.

Source: Financial Markets Group, Federal Reserve Bank of Chicago.
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Many see broad accessibility and a lack of a need for centralized control as two of blockchain’s key benefits
relative to traditional database architectures.
However, for applications in financial markets where

1) there are trusted intermediaries,

2) complete transparency is not always desirable, and

3) participants must comply with regulatory requirements, this decentralized system has shortcomings.
It is likely that applications of blockchain technology in financial markets will instead use private and
permissioned blockchains. Private blockchains are only open to those participants that meet the membership
criteria of the network, in contrast to public blockchains in which anyone is able to participate.
Permissioned blockchains allow certain members to control the confirmation of transactions. These
permissioning members (consensus authorities) can exert control in various ways depending upon the network
design.
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Permissioned/private blockchain network

Consensus authority and blockchain operator

o =
-\,.~1v4_————‘—/""’-

CONSENSUS

[- - -] Governing authority of the blockchain - -. - - - - Participants in the blockchain

Authority to approve and add:
-\/ - Participants in blockchain
- Transactions/blocks to the chain

Source: Financial Markets Group, Federal Reserve Bank of Chicago.
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Some argue that a permissioned blockchain removes “a major benefit of the blockchain
system: the system works between parties that do not need to trust each other. If the
concept is to implement permissioned distributed ledgers between trusted [parties] why
would you use blockchain technology when more efficient alternatives are available?”
However, permissioned blockchains retain many key features and benefits of
permissionless blockchains, including the decentralized storage of the database and the
(near) real-time reconciliation of all copies of the database.

In permissioned blockchains, it is also possible to put controls in place to allow varying
levels of access to the information in the ledger. For example, regulators could be allowed
to view all the details of a transaction in the ledger but not add any transactions, while
users might be allowed to view selective details of the transactions depending on their
\_access level (see figure 8). Y
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In this example, buyer X buys 100 shares of a company ABC from
seller Y at $10 per share and records the transaction on a
distributed ledger.

The ledger has some elements that are public and can be viewed
by all with access to the ledger. Other elements are private; only
some users (such as the regulator) have access to those elements.

Regulator

A

LEDGER

Sale of ABC shares:
- Buyer — X
X's account info.
- Seller —Y
Y’'s account info.
100 shares
ALl S10/share
On 11/21/2016
AL 2:45:05 P.M.

Sale of:

- 100 shares of company ABC
- For S$10/share

- On 11/21/2016

- Al 2:45:05 P.M.

‘ Public info A Private info ’

Y Y
o o o
T A —

End-user—public

Source: Financial Markets Group, Federal Reserve Bank of Chicago.
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All blockchains have a consensus mechanism that is used to add new blocks to the
database. The consensus mechanism will differ depending upon the design of the
blockchain, especially whether the blockchain is permissioned or permissionless. If the
blockchain is permissioned, the degree to which participants in the network are willing to
trust one another also has an effect on the consensus mechanism. In a permissioned
blockchain, once the transaction is submitted by the two parties involved, it would then be
confirmed by a permissioning member of the blockchain or by some cryptographic
consensus mechanism accessible only by permissioning members. Trust in transactions is
maintained because users trust the network member(s) with the power to confirm
transactions.

\_ _/
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A relatively automated consensus mechanism allows for the near-instantaneous update of
every copy of the ledger once a transaction is added to the blockchain, all ledgers reflect
this change.

There is no need for further post-trade reconciliation.

The way in which blocks are added to the ledger also creates an essentially immutable
database.

Since blocks of transactions are chained together, the older the transaction is, the more
difficult it becomes to fraudulently change it. To fraudulently change a block, an actor
would have to replace that block with a new block and regenerate all of the subsequent
blocks in the chain.

\_ _/
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Blockchain technology has the potential to provide large efficiency gains in businesses that
currently require costly intermediation, including financial services. However, any
implementation will also face a number of challenges. Regulators and policymakers,
including the Committee on Payments and Market Infrastructures, are currently looking
into both the potential applications of blockchain technology and the challenges that may
arise
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(Digital assets) Physical assets (real estate, stock certificates, gold, etc.) require a great deal
of verification and examination every time they are traded, which prolongs the transaction
and settlement time for each trade. DLT has the potential to transform the physical assets
into a digital form for transactional and recordkeeping purposes

r‘

(Digital currencies) We are already in the era of online banking, payments, and
transactions, all of which are carried out with little use of physical currencies. In recent
years, various forms of cryptocurrencies have been adopted for real-world transactions.
Cryptocurrencies rely on encryption techniques to generate, transact, and verify their
value. They operate independently of a central bank’s authority and are not backed by the
central bank.
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(Digital record keeping) One of the key benefits of blockchain is that it keeps an

audit trail of each and every transaction and the details of the parties involved. If
designed and executed well, blockchain databases will create records that are
standardized, immutable, and easy for interested parties to query.

(Smart contracts) In order to achieve their full potential, implementations of
blockchain technology will likely be accompanied by smart contracts. Smart
contracts are legal contracts written in computer code that execute automatically
once certain conditions, specified in the contract, are fulfilled.

W,
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Reduction in settlement period (post-trade) Settlement periods (the time between the
execution of a trade and the performance of all duties necessary to satisfy all parties’
obligations) can be drastically reduced with the swift record of submissions and their
confirmation on a blockchain. This may foster greater liquidity in certain types of trades
that currently face lengthy settlement cycles and may promote better capital usage. At
present, the title to most financial assets can only be settled against payment when banks
are open for business.

Faster payments Global payments systems require multiple regulatory checks and lengthy
settlement cycles. The foreign exchange industry is one of the most intermediated markets
in the world, requiring settlement banks and commercial banks to facilitate movement of
currencies.

\_ W,
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Achieving consensus There is a need for consensus among a blockchain network’s
members. Since the ledger is distributed among all participants in the blockchain, any
protocol changes must be approved by all.

Standardization There is also a lack of standardization of blockchain network designs,
which can cause major issues in their implementation and acceptance by business es.
Interoperability Current businesses will face challenges related to interoperability of
blockchain platforms with their existing internal systems.

Scalability The need to increase the scale of distributed ledger systems also represents a
challenge, especially for permissionless blockchains that use a race to solve a computer
problem in order to confirm a transaction.

\_ W,
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Efficiency There will be trade-offs between the efficiency of a blockchain and its ability to
avoid relying on trusted parties.

Immutability Once added to the blockchain, a transaction is permanent. “Fat-finger”
trades, or trades that regulators demand be reversed, can only be changed by submitting
an equal and offsetting trade, which the parties involved in the original trade will both
need to accept.

Legal uncertainty Currently, firms do not have clarity over the laws and regulations that will
apply to DLT implementations in cases of fraud, bankruptcy, and other failure scenarios.
Security While the reduced reliance on a central authority and the fact that copies of the
ledger are stored in more than one place ameliorate the single point of failure problem
present in many legacy systems, blockchain’s distributed nature also creates security

\ concerns. )
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Liquidity The use of a blockchain for title transfers could drastically reduce the risk
associated with current settlement conventions, but it will increase the importance of
liquidity; funds and assets must be in proper form and location for such expedited
settlement.

Privacy Blockchain’s potential impact on the confidentiality and speed of information
transfer about record changes may also be of concern to some users.

Intellectual property Blockchain technology may be subject to legal challenges and costs
that could impede innovation.

Uncertainty There is currently uncertainty over rules across various regulatory agencies.
Existing regulations may be major hurdles for DLTs.

Currency control Central banks will have to find ways to maintain control over digitized
\_ currencies. )
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