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• Why discussing passwords and password cracking. 
• No matter what we do or how far we advance, it appears 

that passwords remain the most popular way to protect 
data and allow access to systems.

• With this in mind, let us take a brief detour to cover the 
basics of password cracking.
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There are several reasons why a penetration tester would be
interested in cracking passwords.
• First and foremost, this is a great technique for elevating and

escalating privileges.
• Consider the following example: assume that you were able to

compromise a target system but after logging in, you discover that
you have no rights on that system.

• No matter what you do, you are unable to read and write in the
target’s files and folders and even worse, you are unable to install
any new software.

• This is often the case when you get access to a low-privileged
account belonging to the “user” or “guest” group.
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• Another reason for cracking passwords and escalating privileges
is that many of the tools we run as penetration testers require
administrative-level access in order to install and execute
properly.

• As a final thought, on occasion, penetration testers may find
themselves in a situation where they were able to crack the
local administrator password (the local admin account on a
machine) and have this password turn out to be the exact same
password that the network administrator was using for the
domain administrator account
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How can the passwords be stored?
• Most systems do not store your password as the plaintext value you

enter, but rather they store an encrypted version of the password.
• This encrypted version is called a hash. For example, assume you

pick a password “qwerty” (which is obviously a bad idea).
• When you log into your PC, you type your password “qwerty” to

access the system. However, behind the scenes your computer is
actually calculating, creating, passing, and checking an encrypted
version of the password you entered.

• This encrypted version or hash of your password appears to be a
random string of characters and numbers.
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• Different systems use different hashing algorithms to create
their password hashes. Most systems store their password
hashes in a single location. This hash file usually contains the
encrypted passwords for several users and system accounts.

• Unfortunately, gaining access to the password hashes is only half
the battle because simply viewing or even memorizing a
password hash (if such a thing were possible) is not enough to
determine the plaintext.

• This is because technically it is not supposed to be possible to
work backward from a hash to plaintext. By its definition, a hash,
once encrypted, is never meant to be decrypted.
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• How Hash Passwords Are Stored in Windows SSAM?



Password Cracking
Chapter

05

• In order to discover the plaintext version of a password, we need to
circle through a series of steps.

1. First we select a hashing algorithm
2. second we pick a plaintext word
3. third we encrypt the plaintext word with the hashing algorithm,
4. and finally we compare the newly hashed word with the hash

from our target.
• If the hashes match, we know the plaintext password because no two

different plaintext words should produce the exact same hash.
• So, it will be slow process for a human, computers specialize in tasks

like this.
• Given the computing power available today, completing the four-step

process outlined above is trivial for a modern machine.
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In its most basic form, password cracking consists of two
parts:
1. Locate and download the target system’s password
hash file.
2. Use a tool to convert the hashed (encrypted)
passwords into a plaintext password.
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Password Cracking Techniques
• Password cracking techniques are used to recover

password from computer systems
• Attackers use password cracking techniques to gain

unauthorized access to the vulnerable system
• Most of the password cracking techniques are successful

due to weak or easily guessable password
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Password Cracking Techniques
• Dictionary attack
• Brute force attack
• Rule-based attack
• Rainbow table  
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Dictionary Attack 
• Dictionary Attack: is loaded into the cracing application 

that runs against user account
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Brute Forcing Attack 
• The program tries every combination of characters 

until the password is broken
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Rule-Based Attack 
• This attack is used when the attacker get some 

information about the password.
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Rainbow Table 

• Is precomputed table which contains word lists like 
dictionary files and brute force list and their hash values.

• Compare the hash of the passwords and compare it with 
the precomputed hash table.

• If a match is found then the password is cracked.

• It is easy to recover passwords by comparing captured 
password hashes to the precomputed tables. 
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Password Cracking can be performed as either a local 
attack or a remote attack
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Local attack 
• Where to locate the password hash file?
• As mentioned earlier, most systems store the encrypted 

password hashes in a single location.
• In Windows-based systems, the hashes are stored in a

special file called the security account manager (SAM) file

Windows 2000 and above, the SAM file is
located in the C:\Windows\System32\Config\ directory
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• The first protection is that the SAM file is actually
locked when the OS boots up.

• This means that while the OS is running we do not
have the ability to open or copy the SAM file.

• In addition to the lock, the entire SAM file is
encrypted and not viewable.
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• Fortunately, there is a way to bypass both these restrictions.  
• Because we are discussing local attacks and because we have 

physical access to the system, the simplest way to bypass 
these protections is to boot to an alternate OS like Kali. 

• By booting our target to an alternate OS, we are able to 
bypass the Windows SAM lock.

• This is possible because the Windows OS never starts, the 
lock never engages, and we are free to access the SAM file
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Steps to get SAM file form its location:
1. Shut down the target machine.
2. Boot the target to Backtack or an alternate OS via a live
CD or USB drive.
3. Mount the local hard drive.
4. Use a tool to extract the hashes.
5. Use a tool to crack the passwords.
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• Unfortunately, the SAM file is still encrypted, so we 
need to use a tool to access the hashes. Fortunately, 
the required tool is built into Kali.
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Remote attack
• Use password crack tools 

1. CrackStation
2. Password Cracker
3. Brutus Password Cracker
4. AirCrack
5. RainbowCrack
6. THC Hydra
7. Cain and Abel
8. Medusa
9. John The Ripper
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Password Cracking 
Tools

Platform Supported Protocols Features

CrackStation Linux, macOS, and 
Windows

LM, NTLM, md2, md4, md5, md5(md5_hex), 
md5-half, sha1, sha224, sha256, sha384, 
sha512, ripeMD160, whirlpool, MySQL 4.1+ 
(sha1(sha1_bin)), QubesV3.1BackupDefaults

•Password Hash Cracking
•Uses Look-up Table with +15 billion 
entries
•Works only for ‘nonsalted hashes

Password Cracker Windows N/A •View Hidden Passwords
•Supports multiple languages

Brutus Windows FTP, HTTP, POP3, SMB, Telnet, NetBus, IMAP, 
NNTP, and other platforms

•Multistage authentication engine
•Supports sixty simultaneous connections
•Configurable brute force modes
•Supports Socks Proxy

AirCrack Windows, OS X, Linux, 
FreeBSD, NetBSD, 
OpenBSD, Solaris, and 
eComStation2

WPA and WEP passwords •Uses FMS Attack
•Supports WEP and WPA passwords
•Monitoring, analyzing, and testing Wi-Fi 
connection

RainbowCrack Windows and Linux NTLM Tables, MD5 Tables, SHA2 Tables •Optimized memory trade-off tool for 
table creation, conversion, and lookup.
•Supports multi-core processing and GPU 
acceleration.
•High-performance hash cracking.

https://crackstation.net/
https://download.cnet.com/Password-Cracker/3000-2092_4-10226556.html
https://www.darknet.org.uk/2006/09/brutus-password-cracker-download-brutus-aet2zip-aet2/
https://www.aircrack-ng.org/
https://project-rainbowcrack.com/
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How to Defend against Password Cracking 
• Don’t use the same password during password change
• Don’t share passwords
• Don’t use passwords that can be found in dictionary
• Set the password change policy to 30 days
• Don’t use any system’s default passwords
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• Make passwords hard to guess by using 8-12 
alphanumeric characters in combination of uppercase 
and lower letters , numbers and symbols

• Never use passwords such as date of birth  or child’s or 
pet’s name
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• Network sniffing, is a type of attack where an attacker
captures the packets across a wire or across air
(wireless connection).

• the process of monitoring and capturing all data
packets passing through a given network using sniffing
tools.

• The main goal is to capture unencrypted credentials
across the network.

• Is sniffing always being attack ?
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Types of Sniffing
Sniffing can be primarily divided into two main categories:
1. Active sniffing
2. Passive sniffing
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Active Sniffing
• is where we directly interact with our target machine, 

by sending packets and requests. ARP spoofing and 
MAC flooding are common examples. 

Passive Sniffing
• In passive sniffing, the attacker does not interact with 

the target. They just sit on the network and capture 
the packets sent and received by the network. 

• This happens in the case of hub-based networks or 
wireless networks.
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• Sniffers operate at the Data Link Layer of the OSI model
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• A Protocol Analyzer Hardware/Software is a measurement
tool or device used to capture and monitor the data over
communication channel.

• It captures the data on the communication channel and
coverts the data bits into meaningful protocol sequence.

• A protocol analyzer uses a combination of software and
hardware to analyze and capture the data over the
communication channel.

• Protocol analyzer is very powerful in debugging the device
and bus failures in the embedded system.
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• Sniffing Attacks 
• ARP Spoofing attack
• DHCP Spoofing attack
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• ARP spoofing attack
• ARP Table
• ARP Spoofing (ARP Poisoning)



Network Sniffing
Chapter

05

What is an ARP Table?

• An ARP table is the method for storing the info discovered through 
the protocol. It’s used to record the discovered MAC and IP address 
pairs connected to a network. 

• Each device that’s connected to a network has its own ARP table, and 
it stores address pairs that the specific device has communicated 
with.
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• All network devices broadcast ARP queries in the network to find out
other machines mac addresses

• When one machine needs to communicate with another, it looks up its
ARP table. If the MAC address is not found in the table, the ARP request is
broadcasted over the network

• ARP makes it so pairs of MAC and IP addresses don’t need to be
rediscovered every time data is sent. Once a MAC and IP address pair is
learned, it’s kept in the ARP table for a specified period of time.

• If there’s no record on the table for a specific IP address, ARP will need to
send out a broadcast message. This is to all devices in that specific
subnet to determine what the receiver MAC address should be.
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• Let’s look at a simple example. Say you have a device (Host 1) that 
needs to communicate with another device (Host 2) on the same 
subnet. Host 1 will know Host 2’s IP address ( 192.168.168.3 in our 
example). But to communicate with Host 2, Host 1 also needs to 
know Host 2’s MAC address.

• Enter the ARP table. Host 1 can use ARP to discover Host 2’s MAC 
address.

• Since Host 1 doesn’t know exactly where Host 2 is, Host 1 
broadcasts an ARP protocol request to all the devices on the local 
subnet asking, “What’s the MAC address for Host 2’s IP address?”. 
All the hosts on the network will receive the message, and most 
will discard it. 

• They’re not Host 2, so they don’t need to do anything. Host 2, 
though, will respond to Host 1 with, “What’s up? My MAC address 
is 00:14:20:01:23:47.”
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What is ARP Spoofing (ARP Poisoning)
• An ARP spoofing, also known as ARP poisoning, is a type of attack in 

which a malicious actor sends falsified ARP (Address Resolution Protocol) 
messages over a local area network.

• This results in the linking of an attacker’s MAC address with the IP address 
of a legitimate computer or server on the network. Once the attacker’s 
MAC address is connected to an authentic IP address, the attacker will 
begin receiving any data that is intended for that IP address. 

• ARP spoofing can enable malicious parties to intercept, modify or even 
stop data in-transit. 

• ARP spoofing attacks can only occur on local area networks that utilize the 
Address Resolution Protocol.
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The attack works as follows:
1. The attacker must have access to the network. He scan the network to

determine the IP addresses of at least two devices—let’s say these are a
workstation and a router.

2. The attacker uses a spoofing tool, such as Arpspoof or Driftnet, to send out
forged ARP responses.

3. The forged responses advertise that the correct MAC address for both IP
addresses, belonging to the router and workstation, is the attacker’s MAC
address. This fools both router and workstation to connect to the attacker’s
machine, instead of to each other.

4. The two devices update their ARP cache entries and from that point onwards,
communicate with the attacker instead of directly with each other.

5. The attacker is now secretly in the middle of all communications.
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• DHCP Spoofing Attack
• DHCP work
• DHCP starvation 
• DHCP Spoofing  
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DHCP servers 

A DHCP Server is a network server that automatically
provides and assigns IP addresses, default gateways and
other network parameters to client devices. It relies on the
standard protocol known as Dynamic Host Configuration
Protocol or DHCP to respond to broadcast queries by clients.

A DHCP server automatically sends the required network
parameters for clients to properly communicate on the
network. Without it, the network administrator has to
manually set up every client that joins the network
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DHCP servers 

1. DHCP Discover: The DHCP client sends a broadcast message to
reach the DHCP server and start the negotiation process.

2. DHCP Offer: The DHCP server responds back to the DHCP client
with IP information that can be used once it has been
acknowledged.

3. DHCP Request: The DHCP client responds back to the DHCP
server with a formal request to start using the IP information
previously reserved.

4. DHCP ACK: The DHCP server acknowledges the DHCP Request
message and the DHCP client starts using the assigned IP
information.
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DHCP Starvation Attacks

• The goal of a DHCP starvation attack is to exhaust the address space available to 
the DHCP server. An attacker can initiate this attack by sending a flood of fake 
DHCP Discover messages with spoofed MAC addresses.

• As a result, the DHCP server will respond back with a DHCP Offer message to each 
of the DHCP Discover messages previously received.
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DHCP Server Spoofing Attack

• When an attacker operates a rogue DHCP
server, a user can blindly start a DHCP
communication with the attacker instead of
the legitimate DHCP server on the network.

• This could easily happen when the rogue DHCP
server is closer to the DHCP client and replies
before the legitimate DHCP server does.
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Wireshark is a network packet analyzer. A network packet
analyzer presents captured packet data in as much detail as
possible.

• Network administrators use it to troubleshoot network
problems

• Network security engineers use it to examine security
problems

• Developers use it to debug protocol implementations
• People use it to learn network protocol internals
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How Can Sniffing Attacks Be Prevented?
There are many ways to protect your network against sniffing attacks. Some key
measures include:

• Using encryption to protect sensitive data from being intercepted and Never
sending sensitive information over an unencrypted connection

• Making sure the wireless network is secured using WPA or WEP encryption
• Regularly updating all software and devices with the latest security patches
• Using a VPN when connecting to public Wi-Fi networks
• Continuously monitoring the network for unusual activity
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• https://www.softwaretestinghelp.com/password-cracker-
tools/

• https://www.youtube.com/watch?v=ZIjJQ1W2ue4
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