تحدي الأسبوع 2: تحليل الملفات الثنائية
الخطوة الأولى: حساب قيم الـ Hash للملف
import hashlib
file_path = 'C:\\Users\\AbdulAzizOmar\\Downloads\\hh6c.golden.exe'
def calculate_hash(file_path, hash_type):
    hash_function = hashlib.new(hash_type)
    with open(file_path, 'rb') as f:
        for chunk in iter(lambda: f.read(4096), b""):
            hash_function.update(chunk)
    return hash_function.hexdigest()
hash_md5 = calculate_hash(file_path, 'md5')
hash_sha1 = calculate_hash(file_path, 'sha1')
hash_sha256 = calculate_hash(file_path, 'sha256')
hashes = {
    "MD5": hash_md5,
    "SHA-1": hash_sha1,
    "SHA-256": hash_sha256
}
print(hashes)
import subprocess
def extract_strings(file_path):
    result = subprocess.run(['strings', file_path], capture_output=True, text=True)
    return result.stdout
strings_output = extract_strings(file_path)
print(strings_output[:1000])
Result:
{'MD5': 'b0a8a25b650e2a30a9440c353de43227', 'SHA-1': '966a4fbe27f16cbb93056f87badcf0999fd515d0', 'SHA-256': 'da74428a69ed752592147910c47221d7cc076d4b7fe1204d13bfbc756980f9cc'
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