[bookmark: _GoBack]Analyze the traffic report given by Wireshark application
This Wireshark traffic report shows a sequence of TCP and Kerberos (KRB5) protocol exchanges between two IP addresses (10.7.31.101 and 10.7.31.7). 
When we analyze the key events based on the provided packet captures:
1. TCP Connection Establishment (Port 88):
· Packets 1-3: TCP three-way handshake (SYN, SYN-ACK, ACK) for port 88.
· Packet 4: Kerberos AS-REQ (Authentication Service Request) sent from 10.7.31.101 to 10.7.31.7.
· Packet 5: Kerberos KRB Error (KRB5KDC_ERR_PREAUTH_REQUIRED) indicating pre-authentication is required.
2. TCP Connection Termination (Port 88):
· Packets 6-8: TCP connection termination sequence (FIN, FIN-ACK, RST-ACK) after the Kerberos error.
3. Subsequent Connections:
· Packets 9-18: Similar TCP three-way handshake (SYN, SYN-ACK, ACK) for port 88, with Kerberos exchanges and TCP termination (FIN, FIN-ACK, RST-ACK).
· Packets 31-52: Another TCP three-way handshake (SYN, SYN-ACK, ACK) for port 135 (DCERPC).
· Packets 34-37: DCERPC Bind and Bind_ack messages indicating an RPC (Remote Procedure Call) connection setup.
· Packets 38-57: Additional TCP connections (port 49667) showing similar TCP handshakes, Kerberos exchanges, and DCERPC Bind operations.
Summary of Connections:
· Ports Used: Port 88 (Kerberos), Port 135 (DCERPC), and Port 49667 (TCP).
· Protocols: TCP for connection establishment and termination, Kerberos for authentication (AS-REQ/AS-REP, TGS-REQ/TGS-REP), and DCERPC for remote procedure calls.
· Events: Multiple connection attempts with Kerberos authentication failures (KRB5KDC_ERR_PREAUTH_REQUIRED), followed by successful authentication (AS-REP, TGS-REP), and subsequent RPC operations.
This traffic pattern suggests a series of authentication attempts and remote procedure calls typical of client-server interactions in a networked environment where Kerberos and RPC protocols are used for authentication and service access.
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