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Abstract

Objectives: This study analyzes the role of risk management in mitigating cyber attacks.

Methodology: A descriptive analytical approach based on literature review was adopted.

Results: The findings show that effective risk management reduces cyber attack risks.

.Recommendations: Adoption of the NIST framework is recommended
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e [SO/IEC 27001 Information Security Management Systems.

e NIST Cybersecurity Framework.

e Whitman, M. & Mattord, H. “Principles of Information Security.”
e ENISA Reports on Cyber Risk Management.

e Various academic papers on cyber risk and threat modeling.
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