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Upon completion of this module, you will be able to:

» Understand the importance and challenges of Business Continuity.

= Understand the definition, standards, and the cost—risk relationship.
= Know the common Business Continuity solutions, including Backup vs Disaster Recovery.

= Understand Huawei Business Continuity and Storage Backup technologies in Datacenters.
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Chapter Outlines

08

= Challenges of Business Continuity.

= Definition of Business Continuity.

= Qverview of Business Continuity Solutions.
= QOverview Of Backup Solutions.

= Architecture Of Backup Solutions.

= Common Backup Networks.

= Common Backup Technologies.
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Unpredictable Natural Disasters and Man Made Disasters

Unpredictable Terrorist Attacks Intentional Destruction

Unavoidable

Mudflow Typhoon War

o Disasters are unpredictable, the best protection is to have a good plan when disaster strikes!

/
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Why We Need Business Continuity and
Disaster Recovery?
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Huge financial losses if IT systems has no disaster recovery and business
cannot be restored.

Losses due to

Downtime
per Hour: e
200
160
110

Unit: g
10KUSD sl

- - - -

Media Healthcare Retail Manufacturing Telecom Energy Finance

Source. Network Computing, the Meta Group and Contingency Planning Research
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Types of Incidents That Affects Business o o

Continuity of IT Systems
4 ™

Statistics shows:
F 1
High Equipment Failure ® 97% of local failures will
T Data Corruption lead to interruption of
o Software Error Disk Failure business of the enterprise.
[=}
: -
@ Component Failure ® 3% of global failures wil
o
I:Ii_‘_‘ Regional Disaster cause enterprise data loss
g may even lead to the
S | Cloud Data Center Terrorist Attack : :
Eailure demise of the enterprise.
1 Natural Disasters
Low

-~ i
Losses per Incident

Low High

»  How to effectively face the challenges of faults and disasters towards business continuity—- Building a Cloud Disaster

Recovery System.
. /
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Requirements of Business Continuity
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. Policies and Resulation Requirements

AQSIQ: [GB/T 20988 — 2007] (Disaster Recovery Specifications

Customers and for Information Systems) -China

Partners » Industry Disaster Recovery ( Banking, Regulatory Commission,
Requirements Securities Commission).
* Customer demands = Industry Specification of Regional Authorities.
24x7 service,

- » Ministry of Finance (Corporate Internal Governance
Partner demand for

business continuity.
International business

and financial Business Enterprise Business
partnership demand. Continuity Objective’s Reguirements

Specification).

Providing continuous
product and service is the

Busi ® Business operation are having higher and higher basis of enterprise
usiness -

serati dependencies towards IT systems. existence.

. operation ® Safe and stable operation

Requirements  Since the existence of IT, various types of disasters
of business.

Demand for enhanced
risk management and
control.

and faults faced by IT systems has never stopped.
Complexity and efficiency of IT system restoration.

-

Finance

il

Enterprises

Regulators

Government

Tt

Public
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Challenges Faced By Business Continuity and

Disaster Recovery (1)
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Complexity of Business

Business Is Always
Online

How to solve the complexity of business and ensure that the
business is online 24x7?

How to maximize business continuity and ensuring zero interruption

and zero data loss?

How to minimize the impact towards business production and ensure

consistent business experience?

How to ensure the consistencies and integrity of data in complex

businesszes?

Traditional DR model has high investment and low utilization rate,
s0 how to improve the input and output ratio?

DR devices has low utilization rate, how to increase the input output
ratio?
How to better utilize and share the resources within DR center and

lower the TCO?

How to effectively utilize the DR data to gain value?

~N
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Challenges Faced By Business Continuity and M'Y2%~EA

Disaster Recovery (2)

r

Complexity of Business

Business Is Always
Online

~N

How to simplify the DR system building, wide management areas,
and high difficulties of DR ?

How to effectively complete DR operations with limited manpower to
ensure enterprise business continuity?
How to simplify, and complete the building of DR system that meet

the requirements quickly when it consist of a series of steps such as

business analysis, risk analysis, solution design, implementation,

walkthroughs and process flows.

J
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What is Business Continuity?
4 | N . . )

» Business Continuity refers that the enterprise has the capabilities to face risks, has

automatic adjustments and quick response in the events of risks to ensure the

continuous operations of the enterprise business.

» There are 3 aspects should be covered when business continuity is provided towards

important applications and processes within the enterprise:

o High Availability: Refers to capabilities to provide continuous access in the events of local failures no matter if it is

a failure in business flows, physical infrastructure or IT software or hardware faults.

o Continuous Operation: Refers to capabilities to ensure continual operation when there is no equipment failures.
Customers does not prefer to stop operations just because of the system is undergoing normal backups or
maintenance works.

o Disaster Recovery: Refers to the capabilities to restore data in another location in the event of a disaster that

destroys the production center.

+ At the same time, all three of the aspects mentioned above are not isolated but instead are interconnected and

\ interrelated. ‘
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Key Indicators To Measure Disaster Recovery

Systems: RTO and RPO

MIDOCEA|

UNIVERSITYl

r

Weeks Days Hours Minutes Seconds

<VVV VY

Data Recovery Time

Seconds Minutes Hours Days

Weeks

VVVVV>

Application Recovery Time

Time of
Failure
+« Recovery Point Objective (RPO) + Recovery Time Objective (RTO)
Focuses on data. Focuses on application.
Tolerates a certain amount of data loss. Tolerates a certain amount of application
recovery time.
Production DR Production DR
Center Center Center Center
_______________ Amount of RTO
RPO Lost Data
T Application Switchover
Services Time
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International Standards For Business
Continuity System

' Based on SHARE 78 international organization standards, there are 7 tier of business
continuity and disaster recovery level:.

- Remote DR Center

Cost

Tier 7 - Near 0 or 0 data loss, remote data replication, highly automated system takeover.

Tier 6 - Near 0 or 0 data loss, remote data replication ensures data integrity and consistency.

Tier 5 - Software level, two phase data transaction between production
and recovery center. (transaction integrity)

Usable Backup Center Tier 4 - Batch/Online database mirroring or logs transmission

- Tier 3 — Electronic Vaulting

Point in Time Backup Tier 2 — PTAN+ Hot Site
L Tier 1 —PTAM
I I I I I I I I I
15Min  1™4Hr 4™8Hr 8™12Hr 12™16hr 24Hr Days Weeks RTO

»  For enterprises, the higher the requirements (RTQ, RPO) for handling risks, the cost invested for business continuity

\ solution will be higher, currently most of the enterprises are heavily invested at Tier 4 — Tier 6 level.
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Overview of Business
Continuity Solutions
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DR Classification Based on DR Effect

r

pllcﬂhnn | -

Office B
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Main Challenges of Building A DR System

r

Cost

Investor Level|

Data
Reliability
Cost

Application
Reliability
Cost

Losses Due to Losses due to

Data Loss Balance Point application
_‘j“ -\Mme
How to balance the investment and :
Time
the output? How many investment Hours RPO 0 RTO HOURS
Data Loss Duration Application Recovery Time

capital needed? What model of the PP w
DR built is suitable for our enterprise?
What technological solution needed to achieve it?
How to manage and maintain the DR system that consist of servers, network, storage devices, “3__*

complicated systems, and variety of DR services? Technical Level

MIDOCEA|
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DR Solution Architecture
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Application Level DR Level DC A DCB
Server
Level | Application Synchronous
Level =
(RTO=2h,RPO£30m)  Asynchronous -
Server
Level II Application =
| ata
(RTO<8h,RPO<4h) Leve _Asynchronous 7
e —
Level Il Data Level =
(RTO = 24 h, RPO = 24h) As',r_n[:hmm?u:_-.'_
e —
Level IV -
] Backup

(RTO<7d,RPO<2d)
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Continuous Improvement Method for DR Construction
4 )

* S0 27031 Guidelines for ICT Readiness for
Business Continuity

*  Management . .
* Business Impact Analysis (BIA)

Evaluation v I RA)
. - * Risk Analysis (RA
Continuous
ImDrovement Clearly defined and
P consistent RTO and
RPO for business.

Integrated DR Systems
and O&M Process.

Business
Continuity

Management
g Executable Process,

Easy Operation of
System, Verifiable and
Low Cost.

DR System Construction
DR Strategy Formulation
DR Plan (DRP)

DR Management Platform
DR Drill Practice

\_ ,
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*  O&M Monitoring
and Control
* DR Process Audit




Huawei Integrated End-to-End DR Service

Best Investment

Business Driven Plan:
Reasonable DR strategy based on
Huawei Telecom Industry Model

Business Impact Analysis (BIA).

[jn]
[
!
iy

D |
HITacHl EMC’

I Netapp MyS AN

Integration of Multi Vendors:
Based on Huawei multi vendor
integration capahbilities, DR
design is compatible with
current devices which protects
current investments.

I Simplified 0gM

DR Management

DR Switchover
Production DR Center
Center

One Click Auto DR Switchover:
DRM based on Huawei script
library, provides visual one click
DR switchover.

Advisory Design and Integration O&M
BlIA DR Management (DRM) Disast
U strat saster DR Drill Practice
Usability DR Technological Solution PP Recovery otrategy Recovery
i Plan (DRP
Aszessments Design Infra Recovery Strategy ( )

MIDOCEA|

IVERSITYl
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Panorama Of Huawei Integrated DR Solution
S . 1. ™

DR A DR Model
TECh“ﬂIDg‘f S ':tfb‘f_l.. Remote ﬁt" cDC
tandpy, Active-Active
Core DR
Hot Data DR
Migration el Active-Standb
Center Data p [B3855 mm 8555:) ¥
(cDc) App DRR ' DR
Database Lo llBA
Replication | . J
§ . RDC
A =~ Remote DR
rraty .
Replication SELT Remote Backup
RDC1 Media RDC2 Media RDC3 Media Local Eackup
Center (VTL/NAS/Storage) (VTL/NAS/Storage)  (VTL/NAS/Storage)
Mirrori ) ’ oD
e i N Centralized
Backup to EDC
|, B B B BB B
ICHhO-
Software MDC1 MDC2 MDC2 MDC4 MDC5  MDCB Bsc:‘;g t“kiDc
old Backup

i e <N, AN A
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Application Case: Industry Best Practice UMN'.QQRQ'.EA|

Combined Multivendor Solution
r N

Automic
/ [ Production DC1] \ [ DR DC2 ] \
<"'"' SDH/200M
ARPP APP
a

VMWARE
SEM

Oracle
Data Guard

Pool n o age
§ J
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Why Do We Need Backup ?
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Data is the lifeline of the business, but risks that threatens the safety of data LaWs and regulations has
3 strict requirements on
is everywhere.

data protections.

Natural
Disaster

System/Hardware
Failure

Human Error Virus/ Hackers

THE Data

PROTECTION
AcT 1998

An lntodation

Data backup need to viewed as the basic infrastructure of IT systems. Backups should be
done daily and it needs to be done in a way that the data backup is consistent and
reliable.

~
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Variety of File : | Filesystem A 7Windows  Linux/\ !

Uiz
SYStEf“; Operatl ng Operating Moy q % rentos
Svstem and Email System E_ Windows B redhat. wELEntus
System. " Emall A G Foxmail

Many Types of
Database to Protect.

Virtualization and
Cloud Platform.

« Variety of data types makes backup management complex!

 How to effectively manage the backups of various types of data?

www.midocean.ae
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What is Backup ?
4 ™

» Backup: Refers to the replication of data within the file system or database

systems. In the event of disaster or wrong operation, can quickly and easily

restore the valid data and resume normal operations.

\\\)

Database

i

Hard Disks

Operating System

o— o )

Zipped Backup Files

e

. Optical Disks

\'\\->

Application/ Programs

=
-
=

Files g o=

0o 0 o o0 0 o © 0o © 0o o o
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Backup VS Disaster Recovery
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Backup

Solves the recovery problem
of lost data.

Solves the recovery problem
of corrupted data.

Solves the recovery problem
of historical data.

Unable to takeover services

directly.

Disaster Recovery

Unable to solve the recovery
problem of lost data.
Unable to solve the recovery

problem of corrupted data.

Can restore services to a
nearer operating time point

that is in good condition.

Can directly takeover services.

=

Backup focuses
on the
recoverability of
data, while
disaster
recovery
focuses on
business
continuity.

~
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Backup VS Archiving
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Backup Archiving
o Itisused to recover the faulty e« Itis used to store information
systems and data due to data for a long period of time.
corruption or data loss. » Fulfills the requirement of
« Fulfills the needs of Service laws and regulation, and
Level Agreement(SLA), RTO enterprise efficiency. |:>
and RPO. « Only retains the copies of the
« Serves as the second copy of data, and the original data is
data, and the original data deleted.

still resides at the original

location.

Backup is meant
for data
recovery, but
Archiving is
meant for
compliance with
laws and
regulations.

~N
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Components of Backup Systems
4 )

Production Backup Back_up Servers
Center Center [0 Media Servers
DI Backup Client Agents
LAN
I
Backup Management System(BMS)
a /l »  Consist of BMS and Backup
File Management Servers.
SApp < Server Media Backup
SIVEL il server Servers Servers =  Automatically initiate backup
[ LI tasks, execute the backup,
r‘.
retrieve data from backup
clients and writes that data to
Backup Media
: : the backup media.
Production Storage
L J
Backup Clients Backup Network Backup Media
e Service hosts that =  Transmission path for backup »  Used to store the backup data.

needs to be backed up data flow from clients to the » Common storage media: Disk

requires installation of backup servers. Tapes, VTL, Disk Arrays, Disc
Backup Agent software. =  Generally are TCP/IP network or Tower and Cloud Storage etc.

FibreChannel (FC) network.

\. /
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Main Elements Of Backup Systems

r

| ] pm | [ T ]

Backup Backup WHE:E"H Faults/Disaster Initiate Recovery  Application
Starts Completed m{;‘:;{;j 4 Occurs Recovery Completed Restored
: : the event of
faults or
disaster.
- i
06:00 12:00

J
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Backup Strategy & Policies
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What Data to backup?

Destination of Backup

Types of Backup

Deduplication Policies

Data Retention Time

Backup Cycle

Backup Time
Scope(Backup Window)

* Files, Operating System, Databases, Raw Device
Backup, Software Logs Backup.

* Hard Disks, Tapes and Cloud Storage.

® Full Backup, Incremental Backup, Differential
Backup.

* Source Deduplication, Target Deduplication.

* 1 Month, 1 Year. (Months/Years)

* Daily Backup, Weekly Backup.

* 1 Month, 1 Year. (Months/Years)

www.midocean.ae



Architecture of Backup Solutions

r

Carriers i Enterprises
A @ B
|
i
111 111
COMMVAULT E:J Unified Management Platform For Backup

Scheduling
. . Deduplication Compression Encryption

Backup Servers (Backup & Recovery)

10

QA

Backup

Datacenter 2

Backup Server

Bacl:up Storage Devices

J
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Local Centralized Backup

4 )

- l Datacenter ) N
LAN
File Server | Application l Media Server .
Application Main Server
Server
Production Sto rage . Backup Storage

. A

= main server: Backup management component of the backup software.

P g P P
ETTH media server: Media agent compeonent of the backup software.
BB Backup Agent: Client agent component of the backup software.
13
Fibre Channel (FC)

\_ J

www.midocean.ae




MIDOCEA|

IVERSITYl

Unified Backup
4 [

- | Datacenter ] ~
1 AN
DB szerl File Server | | Application I
Server
Application
Server
Unified Backup Node
Production Storage
\ J

BN main server: Backup management component of the backup software.
BT media server: Media agent component of the backup software.
BT Backup Agent: Client agent component of the backup software.

IP

K Fibre Channel (FC) )

www.midocean.ae




Local and Remote Centralized Backup
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[ Production Center ]

f_[ Backup Center ]—\

-
LAN
I DBSer'n.rerl FiIESErverl | | | - === *-.I
_— ] : Media
Application Application Main Server E“Ed'a Server
Server Server Srver
| |
WP (L
Backup Storage
Backup St
\ Production Storage ScKUp storage Disks/Tapes Device
o o

Main Server: Backup management component of the backup software.
8 media server: Media agent component of the backup software.
BTN Backup Agent: Client agent component of the backup software.

P
Fibre Channel (FC)

~N

J

www.midocean.ae



Multi Branch Centralized Backup

r

| Production Center ) f-< Backup Center }-\

| AN
I ' | |
DBS Fs AS '

=

Media } Main

Server v Server
7/

AS

Backup Storage

.

f—{ Branch Node }—

B il

s SAN Media Main Server
22— server B media Server

[ [N Backup Agent

Production Storage  Backup Storage "

K & N FC

S

J

www.midocean.ae




MIDOCEA|

UNIVERSITY'

www.midocean.ae



LAN - Base

Production Center Backup Center

BSN: Backup Service Node.

BEMMN: Backup Management Mode.

AS: Application Server.
DBS: Database Server.
F5: File Server.

BSN BMMN

Production Storage Backup Storage

BN main server: Backup management component of the backup software.

BT media server: Media agent component of the backup software.
[ iDA | Backup Agent: Client agent component of the backup software.

IP
Fibre Channel (FC)

J
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LAN - Free

Production Center Backup Center

AS DBS F5 AS EMN

Production Storage Backup Storage
BSM: Backup Service Node. = Main server: Backup management component of the backup software
BMN: Backup Management Node. E™H media server: Media agent component of the backup software.

AS: Application Server.
DBS: Database Server,
FS: File Server. E— P

[ iDA | Backup Agent: Client agent component of the backup software.

Fibre Channel (FC) )

www.midocean.ae



Server - Free

r

BSN: Backup Service Node.

BMN: Backup Management Node.
AS: Application Server.

DBS: Database Server.

FS: File Server. E— IP

Production Center Backup Center
LAN
AS DBS F5 AS BSN BMN
- SA_N L]
- -_.----J-J

e

Production Storage

Fibre Channel (FC)

Backup Storage

=N main server: Backup management component of the backup software.
T8 nedia server: Media agent component of the backup software.
BN Backup Agent: Client agent component of the backup software.

J

www.midocean.ae



MIDOCEA|

UNIVERSITY'

Chapter

08 Common Backup Technologies

www.midocean.ae



The Many Features Of Backup
4 )

Unified Global Highly
Management Deduplication Reliable
End-tu End Systems
Backup Solution
S hot Wide
tasy el Compatibility
Expansion Backups Support

p- y
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Easy Expansion: Easy Scale Out Expansion For

Single Backup Domain

r

=

Main Server

J

www.midocean.ae



Snapshot Backup
g \

Production
LUN/Volume

Recover Copies

5

2 hour Snapshot

Storage Array @

Mount/Index

Retained Copy
i ‘ Agent (Media Agent)
Disks Tapes

p- J
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Case 1: Library Backup of XX University
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Production Center

23

Asynchronous Remote Replication

DR Center

[C5] Backup server
[MA] media Agent
BEE virtual Server Agent

Huawei Storage

GE
FC

10GE

Huawei Storage

~N

W,
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Case 2: XX Remote Backup Solution

r
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