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• Compared with conventional security policies, the security policies on NGFWs can:
 
□  Distinguish between employees from different departments based on "users“ , making network 
management more flexible and visualized.

□  Distinguish between applications (such as web IM and web game) using the same protocol 
(such as HTTP), achieving refined network management.

□  Inspect content security and block viruses and hacker intrusions to better protect internal 
networks.
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•   ACLs are classified into the following types:

□   Basic ACLs (2000 to 2999): A basic ACL matches traffic only by source IP address and schedule. It applies to simple matching 

scenarios.

□ Advanced ACLs (3000 to 3999): Traffic is matched by source IP address, destination IP address, ToS, schedule, protocol type, 

priority, ICMP packet type, and ICMP packet code. In most functions, advanced ACLs can be used for accurate traffic matching.

□    MAC  address-based  ACLs  (4000  to  4999):  Traffic  is  matched  by  source  MAC address, destination MAC address, CoS, 

and protocol code.
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• The function of directly forwarding fragments applies when NAT is not performed. After this function is enabled, the firewall 

directly forwards received fragments without creating any session.

•   Set the aging time for fragment cache.

□  Firewall session aging-time fragment interval (1-40000)

•   Enable or disable the function of directly forwarding fragments. 

□  Firewall fragment-forward enable/disable
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• Why are persistent connections required?

□ Aging mechanism of the firewall session table

□ Problems caused by the session aging mechanism to special services
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