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Electronic Signature Between Legal Adoption and Technical Challenges
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- Abstract -

In the midst of rapid digital transformation, electronic signatures have become a crucial legal
tool to ensure the reliability and security of electronic transactions. This study aims to analyze
the legal framework governing electronic signatures in the Kingdom of Saudi Arabia, with a
focus on the Saudi Electronic Transactions Law, issued by Royal Decree No. (M/18) in
1428H, and its alignment with international standards.

The study adopts a descriptive and analytical methodology, through the examination and
analysis of legal texts related to electronic signatures, with the aim of understanding their
legal dimensions, identifying the challenges associated with their implementation, and
exploring possible solutions.

The study concludes that Saudi Arabia provides a solid legal foundation for the adoption of
electronic signatures; however, challenges remain regarding their evidentiary status in legal
proceedings, in addition to technical and cybersecurity risks, such as potential exposure to
cyberattacks and data manipulation, necessitating the enhancement of protection and
encryption technologies. Furthermore, the study highlights that the lack of legal and technical
awareness may hinder the widespread adoption of electronic signatures and limit their full
utilization. Additionally, difficulties persist in achieving integration between national and
international legal frameworks, which affects the mutual recognition of electronic signatures
in cross—border transactions.

The study concludes that enhancing cybersecurity, increasing legal and technical awareness,
and developing regulatory systems to ensure international recognition of electronic signatures
are fundamental factors in supporting digital transformation in Saudi Arabia and achieving the
goals of Vision 2030 in building a fully integrated digital economy.
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