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Abstract
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Industrial settings present myriad challenges to safety. Among the greatest are
the exposure to fire and safety accidents from environmental, operational, and
equipment and human factors. Traditionally fire and safety accident risk
management rely heavily on periodic inspections and fixed thresholds and
reporting of safety incidents. While important, these methods are reactive and
often don't identify hazardous situations and conditions that develop and escalate
to serious safety incidents. With the advancement of the Industrial Internet of
Things (IloT), industrial and connected sensors can be continuously monitored
and associated unsafe conditions identified through machine learning.

This study aims at the first time to develop an explainable machine learning
framework to predict the risk of industrial fires and workplace accidents. To
achieve this, a machine learning operational model is proposed that draws on a
rich, structured industrial dataset that encompasses environmental, operational,
equipment, and human variables, such as vibration, gas concentration,
temperature, and humidity, machine maintenance and age, the safety of
workplace conditions, and worker safety training and experience.
Fundamentally, the framework will develop and test a variety of machine
learning models, including but not limited to, Logistic Regression, Decision
Trees, Random Forest, Support Vector Machine, and XGBoost. These will be
assessed using the ROC-AUC, confusion matrix, and other common accuracy
measures and metrics. Safety-related applications are fundamentally concerning,
and serious incidents may arise from the omission of unsafe cases, so special
emphasis will be placed on recall among the measures and metrics. Safety and
fire prediction will be attained via the application of Explainable Artificial
Intelligence and SHAP will be utilized to ascertain the predictors of fire and
accident risk within the dataset. Global and local explanations within SHAP will
define the risk factors of fire and accidents and the individual cases of predictions,
respectively.

This research proposes an integrated system that merges fire-risk prediction,
accident-risk prediction, and interpretability of models. The framework is
designed to provide early alerts, enhance the comprehension of industrial-related
risks, and enable safety engineers as well as decision makers to implement more
targeted preventative measures.
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Chapter 1: Introduction

1.1 Overview

The'advent 6f Industry 4.0 has led to the reengineering of management and operation
of industrial systems. Manufacturing processes and the overall management of
Manufacturing Execution Systems (MES) are more efficient and effective with
connected devices and the Industrial Internet of Things (IIoT) [1]. With the rapid
advancement of connectivity and the ability to access real-time data from various
sensors, industries are surpassing the traditional methods of monitoring industrial
processes and making safety and efficiency decisions . [2]

When you have hazardous conditions, safety is always of great concern, particularly
when the hazardous condition can potentially cause a fire or accident in the
workplace. These office accidents, in different forms and the damage to the
equipment can stop production for a considerable period of time and cause significant
financial losses [3]. For many industries, the main concern is the safety of employees
and the financial loss due to a reduction in productivity. [4]

Figure 111 shows theé entire picture 0f theé Industrial IoT=based intelligent safety
framework, and how the sensor data from the industrial environment flows to the
intelligent decision support systems

10
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Figure 1.1: Industrial loT-Based Intelligent Safety Framework

Most traditional methods of safety rely on periodic inspections and after-the-fact
rules for reactive measures. While these methods have helped in the increase of safety
standards, they lack the ability to identify safety concerns prior to an event [4]. With
the surge in the Volume of data generated by sensors; more advanced methods that
support proactive risk are possible.

In the past few years, major advances in the'integration of Artificial Intelligence (Al)
and Machine Learning (ML) in industry have occurred. With Al and ML, one can
handle complex data sets and identify complex patterns in a data set that might not
be picked up in the traditional analysis framework [5]. Because of this, the
application of predictive models to aid in the identification of abnormal conditions
has become more popular and is used to reduce the occurrence of accidents [5].

Apart from predicting risk, the proliferation of more accessible predictive analytics
is enabling industries to create early warning systems to identify abnormal conditions
prior to their escalation to serious incidents. They are cost effective and provide real-

11
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time information, which enables pro-active maintenance and reduces unexpected
downtime and maximises business efficiency [6]. Therefore, predictive analytics has
become an integral part of the modern safety management system and the smart
manufacturing intelligent safety management system [6].

Such a wide integration of IloT systems brings additional benefits to an unlimited
monitoring and measurement of safety parameters, which are critical for safety
(temperature, pressure, humidity, vibration and even the concentration of gases) [7].
The data from these technologies creates a better understanding of the state of an
industrial system, and facilitates the shift in safety practice from reactive to predictive
risk management [7].

The addition of ML systems, especially for advanced and complex ML models, to
safety management systems is generating a paradox. Although ML models provide
great benefits and operational advantages, their low interpretability is a serious risk
in safety management systems. In safety-critical applications, it is of great
importance to understand and validate the predictive results [8]. This, in turn, is
driving the focus in Explainable AI (XAI) research, which aims to make safety
management systems more transparent and predictable [8].

IIoT, Al, and'machine learning can beused together fdlcreate sophisticated Safety
systems that predict industrial fires or accident hazards that can be "explained. These
systems can contribute in optimizing the situational awareness and also in
implementing other effective techniques of risk response in modern manufacturing
systems. This integration of Explainable Machine Learning with Industrial [oT
technologies, therefore, seems to be a new industrial safety improvement and to offer
a preemptive risk management capability in intelligent manufacturing systems [9].

12
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1.2 Problem Definition

Industrial accidents and fires at the workplace continue to be a problem in many
industrial sectors, as the development of Industrial 4.0 and the growing adoption of

(155) systems based on the Industrial Internet of Things (IIoT) has been occurring. These

events pose risks to employee safety, system damage, workflow/process disruption
and costly financial losses [10].

Many industrial sites rely on routine checks and procedures that are preplanned and
predictable for the management of safety. Advances have been made in safety but
these still react to the event of an accident - they don't stop it from happening. As a
result, workers might not be aware of safety hazards until after an incident has
occurred [11].

With the greater access to the data from peripheral devices and the development of
techniques for machine learning, it is becoming more common to use machine
learning techniques in industrial applications. Some promising results have been
shown for the detection of fires, the detection of anomalies, and the analysis of
accidents. Most of the above techniques, however, address such problems separately
and at times, only with the concern for predicting the problem instead of justifying
the prediction capabilities of the prediction models [12].

Where safety is paramount, other factors may be more important than accurate
prediction. Engineers and decision makers should also understand the logic behind
the system's determination of the situation to be unsafe so that they can make the
appropriate determination. This reflects the necessity of the development of more
prediction based and justification oriented techniques [13].

There is still a strong requirement for a system that is extensible in its use of the
Industrial IoT sensor data to forecast the risks of industrial fire and accidents to
provide justifiable results for the advanced safety management of industrial systems,
and to justify the results to improve the safety-related decision-making processes and
management within contemporary industrial systems.

13
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1.3 Thesis Objectives

[ Tiec) o To build predictive models tolassess risk of workplace accidents and industrial
®O fires using Logistic Regression, Decision Tree, Random Forest, Support

To compare performance of sclected machine learning algorithms using
cvaluation metrics like Accuracy, Precision, Recall, F1-score, ROC-AUC and

Confusion Matrix.
Y s o To selecttheimost appropriate machinelearning model for structured industrial
®0 IloT data’in terms of predictive performance, robustness and computational
efficiency.

00 « To apply EXplaiableAttificial telligence (XAT) with the SHAPlapproach {6

explain model results and determine the main underlying variables that affect
risk of fire and accidents.

e To create an explanatory decision support system to improve the practice of
industrial safety management proactively and help safety engineers make
reliable decisions.

1.4 Thesis Contribution

e Use structured industrial data to predict fire and workplace accident risks.

@ « Provide a comparative evaluation of Logistic'Regression, Decision Tree,
Random Forest, Support Vector Machine (SVM), and XGBoost models for

industrial fire and workplace accident risk prediction.

Y « Propose an iiitegrated framework thatcombinesi[oT data, fachineleaning,
and explainable artificial intelligence.

e Support safety engineers and décision"makers by providing understandable
risk predictions and early-warning information.

14

z'l-.l turnitin Page 20 of 60 - Integrity Submission Submission ID _ trn:0id::2945:404422178



L]

7 turnitin

Page 30 of 60 - Integrity Submission Submission ID  trn:o0id:::2945:404422178

(23] 1.5 Thesis Organization
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The rest of this thesis is organized as follows.

Chapter 2 discusses the theoretical background and relevant research areas.
Chapter 3 presents the proposed methodology.
Chapter 4 analyzes the experimental results.

Chapter 5 concludes the study and suggests directions for future work.

15
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Chapter 2: Background and Related Work

2.1 Introduction

This chapter presents the"background iconcepts and previous studies telateéd to
industrial fire and accident risk prediction using explainable machine learning. The
main concepts discussed include industrial safety, the Industrial Internet of Things,
sensor-based monitoring, data preprocessing, machine learning, fodel évaluation;
and Explainable Artificial Intelligence.

As discussed in Chapter |1, modern industrial safety extends beyond scheduled
inspections and responses taken after an incident. Connected sensors and industrial
devices generate environmental and operational data that can be used to detect
abnormal conditions and provide earlier warnings of potential fires and workplace
accidents.

Machine learning plays an important role in this area because it can identify
relationships that may be difficult to represent using fixed alarm rules. However, high
predictive performance alone may not be sufficient. Engineers and decision-makers
may hesitate to rely on a model if it does not explain why a particular condition has
been classified as unsafe.

For this reason, this chapter also discusses how EXplainable Attificial Tntelligence
can improve the transparency and practical value 8f predictive safety models. The
related work reviews recent studies supported by relevant foundational research. The
studies are compared in terms of their objectives, datasets, techniques, results,
strengths, and limitations. The final section identifies the research gap addressed by
the current study.

2.2 Background

This section presents major theoretical ideas that will underpin the proposed research
on the prediction of industrial fires and workplace accidents. The background builds
on industrial safety, IloT-based oversight, preparation of sensor data, machine
learning, deep learning, natural language processing, and explainable artificial
intelligence. The objective is to describe the methods that will be employed and
provide links to each method within the context of safety prediction.

16
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2.2.1 Industrial Safety

The goal of industrial safety is to avoid the injury of employees, damage to
equipment, loss of production, and other adverse events. In the industrial setting, the
workplace can be made unsafe with high temperature, leakage of gas, electrical
problems, machine breakdown, lack of maintenance, unsafe behavior of employees,
and unsafe conditions in the environment [14]. Some unsafe conditions are easily
recognized. Others may develop and remain safe until several conditions are met
when they become unsafe. An example may be a gas leakage that when combined
with poor ventilation, may represent a greater hazardous situation, [15].

Safety management of the past relied on inspections, safety procedures, incidents
reporting, and the establishment of alarm thresholds. While these techniques are
important, they tend to be reactive, identifying safety issues after a regulation is
broken or a safety incident has already occurred [16]. In a modern dynamic industrial
facility, the state of equipment, safety of the environment, and actions of employees
are continuously changing so that fixed rules may be unable to identify unsafe
situations [17]. Therefore, the continuous monitoring of safety in a workplace and
the reliance upon predictive decision support is becoming essential to safety
management.

2.2.2 Industrial Internet of Things (lloT) for Safety Monitoring

Continuous monitoring of industrial safety is made possible due to technologies built
on the Industrial Internet of "Things (II6T). [loT networks are made fofcapture
operational and environmental data through the combination of sensors, machines,
edge devices, communication networks, and data platforms, especially in industrial
settings [18]. These data can be used to prevent fire and accidents and can be
temperature, humidity, concentration of gas, pressure and vibration of equipment,
machine status and other safety-related factors [19].

In the safety system designed with the IIoT, data from the industrial environment are
transferred for computing through gateways or edge devices to a data computing
layer, and can be analyzed to determine the probability of safety being compromised
using one of the ML techniques post the data has been precomputed. Various output
formats, such as dashboards, alerts, or a support system for making decisions, can be
used to display the findings of the analysis. The basic procedural flow is captured in
Figure 2.1.

17
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lloT-based safety monitoring workflow
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Figure 2.1: lloT-based safety monitoring workflow. The figure shows how industrial sensor data can move from
physical devices to preprocessing, machine learning prediction, explainable Al, and safety decision support. Based
on the IloT safety monitoring concepts discussed in [7], [18], and [19].

One major benefit of integrating Industrial IoT for safety-related functions is the
capacity for constant surveillance of operational shifts, as opposed to the traditional
method of periodic inspections. However, the benefits of Industrial IoT are greatly
diminished with poor or unreliable sensor data. Safety monitoring systems can be
negatively impacted by sensor drift, loss of communication, issues with calibration,
interference in the environment, and noisy data. Due to the reasons stated above, the
data is prepared and cleaned prior to developing a prediction model.

2.2.3 Sensor Data and Data Preprocessing

Sensor data from industries rarely are direct inputs to ML models. Raw data
frequently have missing values, duplicates, outliers, noise, inconsistent units, and
require encoded categorical variables [20]. Failing to account for these data issues
can lead to incorrect predictions, false positives and most critically, missed hazardous
situations. The quality of the data especially matters in fire detection and accident
prediction as one wrong prediction can cause the delay of an entire evacuation,
machine shutdown and emergency measures.

Some of the usual preprocessing tasks include deduplication, outlier treatment,

] 156) normalization, noise reduction, categorical variable encoding, splitting the dataset

into training and test sets, and in some cases, time-signal filtering [23]. Preprocessing

18
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of sensor data that are fast time-dependent may require additional filtering or signal
processing methods to reduce noise.

Normalizing the data and treating the outliers and noise are also critical preprocessing
tasks. The main processes of the required sensor data preprocessing are charted il
Figure 2.2.

7
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a;‘i' H‘:}:” Receive Data & Normalize | Missing Data | Scale Data Features | Ready Data
9 Retrieve Data Apply Pass | Normalize Data Fill Cells Log Transform Extract and
: Filters Select Features
Signal
Acquisition | Capture Analog Reduce Standardize Complete & Expand Data Create New
& Digital Signals| Interference Data Repair Data Range Fante

Figure'2:2: Sensor data\preprocessing pipeline. The figure summarizes the transformation from raw sensor readings
to model-ready data through missing value handling, noise and outlier treatment, scaling, encoding, and data
splitting. Based on data cleaning principles in [23] and sensor reliability issues discussed in [20)].

Safety prediction model evaluations cannot rely solely on accuracy. When a system
produces a false alarm, it implies there is a hazard risk, when actually there is none.
This can cause disruption and reduce reliance on the alarm system [21]. In contrast,
a false negative means a real threat goes undetected. Among the safety-critical
environment hazards, this is the more severe of the two. The system is unable to
detect the threat, and, as a result, no action can be made to intervene [22]. This is why
the current study places focus on the recall value, as well as, precision, Fl-score,
ROC-AUC, and confusion matrix, This is especially true because the absence of a
detection of a threat poses a risk to safety.

2.2.4 Machine Learning Techniques

Machinelearning systems can identify the relationships between input elements and
resultant safety outcomes. This study proposes using several structured variables
captured in the industry for the input elements. These variables include temperature,
humidity, gas concentration, smoke, and vibration, as well as maintenance status,
machine age, and worker-related safety indicators. The output will be the
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classification of fire or accident risk. The general supervised learning method
applicable for this prediction problem is illustrated in Figure 2.3.

Supervised machine learning workflow

Submission ID  trn:o0id:::2945:404422178
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application
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temperature e.g., ‘fault'/*no fault' ] A Y | e.g., Random Forest g predictive logic
Figure 2:3-Supervised machine learningworkflow. Industrial features and known labelsareused to'train @niodel
that can prédict fire or accident risk for new observations. This workflow is consistent with the use of machine
learning models forsafety and risk prediction discussed in [25] and [29].

A. Logistic Regression

Logistic Regressionis'a supervised classification algotithim! Logistic Regression is @
regression-based model available for both binary and multi-class classification
problems. As a baseline model for classification algorithms, it’s tremendously useful
in industrial safety paradigms. Logistic Regression predicts the probability an
observation belongs to a given class, regression-based and achieved through the
application of the logistic function to a linear combination of the features [25]. In the
case of industrial safety, Logistic Regression aids in assessing the risk status of a
variable through the prediction of maintenance, temperature, smoke level, and gas
concentration, etc. Logistic Regression’s primary advantage is its interpretability.
The influence of the feature can be determined by the magnitude and sign of the
coefficients. The predicted risk probability is calculated using Equation (2.1)

Pl=—— (.1

1+e7 Vi

In Equation (2.1), (P) is understood as the expected likelihood of the input being
classified to the risk class. The (y 1) refers to the score that the model assigns to the
input, based on the input features and the learned coefficients. The higher (¥ i) is,
the closer (P) is to 1, and the higher likelihood of the input is to be classified to the
risk class. The lower (§71) 1s, the'€loser (P)is't6°0, and the'lower likelihood of theé
input is to be classified to the risk class. In this sense, (P) is the model score converted
to a probability between 0 and 1. Logistic Regression, although simple and
transparent, is unable to capture many complex, nonlinear relationships that seem to

20



zﬂ turnitin Page 36 of 60 - Integrity Submission

z'l—.l turnitinﬁ Page 36 of 60 - Integrity Submission Submission ID  trn:0id:::2945:404422178

dominate the industrial safety data [25]. The resulting binary decision boundary is
illustrated in Figure 2.4

Predicted Class ~ ® @ T NP
14 ® O o | e o ® -
e 1 3 st o —

Determine the point where p is
= equal to the threshold T

Find the corresponding
decision boundary in terms
: / of the feature(s)

-0.3 -0.2 -0.1 0.0 0.1 0.2 0.3
GOAL_DIFF

Figure 24 Logistic Regression decision boundary for binary classification

B. Decision Tree

ArDecision Tree'is alclassification method in which repeated partitioning of data is
done based on features. Each of the internal nodes is associated with some decision
rule, branches represent the outcome of the rules, and leaf nodes represent class
predictions. Decision Trees, for example, can develop rules in industrial safety that
state whether gas concentration and temperature are in excess of established limits
[26]. Decision Tree impurity is calculated using entropy in Equation (2.2), while the

reduction in impurity after a split is measured using information gain in Equation
(2:3).

Entropy(S) = —=%; pi\logzp, (2.2)

Information Gain(S,A) = Entropy(S) — Y., \frac{|S,|}{|S|}Entropy(S,)
(2:3)

Entropy describes the level of impurity of a set of training samples, while the
information gain is the measure that describes the level of impurity of a feature post
split. The features that have a higher information gain are more important when
classifying risk. Figure 2.5 represents a simple Decision Tree structure, which is
created for the classification of Industrial risk.
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Example decision tree for industrial risk classification

@ > thres@

Yos __——__ No
/Temperature =
whreshold?/ Low risk

Yes No

High fire Medium
risk risk

Figure 2.5: Example Decision Tree for industrial visk classification. The tree shows how sensor thresholds can form
interpretable safety rules. The concept is based on Decision Tree classification principles described in [26].

The primary advantage of Decision Trees is their transparency, as the pathway of a
decision can be traced from the root to the leaf. However, a single tree can be subject
to overfitting of the training data and can be rather sensitive to slight changes in the
data) leading to even greater instability. This is why Random Forest is utilized.

C. Random Forest

Random Forest utilizes the concept of bagging by separating the data into random
subsets, from which various Decision Trees are built, using random disjoint feature
sets. In the case of classification, the final output is the class which is predicted by
the majority of the trees. In comparison to a single Decision Tree, the robustness and
overfitting of Random Forest is significantly improved [26]. The majority-voting
process is illustrated in Figure 2.6.

New sample

: :2‘1

l

l

Result 1 Result 2 Result 3
| Majority voting / Averaging |

Random forest prediction

Figure 2:6: Random Forest majority voting concept. Several Decision Trees generate predictions, and the final class
is selected by combining their votes. This ensemble concept is based on the Decision Tree and Random Forest
discussion in [26].
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Random Forest is advantageous for industrial safety prediction. Contingent to the
work environment, industrial safety predicts the many gas concentrations, smoke
levels, and a variety of other factors. Because the Random Forest can describe the
importance of the features in the prediction, it can also describe many of the
influential variables. On the other hand, Random Forest can also be classified as a
black box. This is primarily because the decisions are based on the aggregative output
of many trees, as opposed to a single Decision Tree, which is transparent by nature
of being a single set rule.

Mathematically, the Random Forest classifier predicts the final class by aggregating
the predictions of all decision trees using a majority voting mechanism, as expressed
in Equation (2:4):

y" = modefhy(x),h;(x),...,hr(x)}  (2.4)

In equation (2.4), ht(X)denotes the prediction of the't-th decisiontreeand Tis the'total
number of trees in the forest. This ensemble strategy reduces variance and improves
generalization compared with a single Decision Tree

D. Support Vector Machine

A Support Vector Machine (SVM) is a supervised classification algorithm intended
to identify th€'hyperplane which best differentiates classes. The best hyperplane i§
defined as the hyperplane which maximizes the margin between classes’ support
vectors. Kernel functions, such as the Radial Basis Function, allow mapped
representation of points in a higher dimensional space to identify a boundary when
data is not linearly separable, The SVM optimization objective is formulated in
Equation (2.5), subject to the classification constraint in Equation (2.6)

SIwliP+cx & (2.5
subjectto: y(w-x;+b)=1-§& (2.6)

In Equations (2.5) and (2.6), w 1s used to represent the weight vector, b is the bias,
and C is the penalty for misclassification, and the slack variables used when no
perfect separation is possible is represented by &i. The margin and hyperplane of
SVMs is represented in Figure 2.7.
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SVM hyperplane and maximum margin
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- @ Figure 2.7: SVM hyperplane and maximum margin. The figure illustrates how SVM separates €lasses by maximizing

thelmargin between support veciors. Thelconcept is based on SVM classification principles discussed in [27].

Although SVM is valuable for challenging classification problems, the use of
nonlinear kernels reduces the model's interpretability. In safety-critical applications,
this restriction poses a considerable obstacle. Engineers may need to justify the
classification of certain cases as hazardous.

E. XGBoost

Extreme gradient boosting is one such boosting method.

XGBoost develops weak learners and builds upon them through each iteration.
Typical weak learners used in XGBoost are Decision Trees. Each iteration, or tree,
is built to correct errors made by its predecessors. There are many ways XGBoost
optimizes conventional boosting methods, including incorporating regularization,
optimizing construction of trees, pruning, and handling missing values along with
other improvements in computation and efficiency. The XGBoost objective function
is defined in Equation (2.7)

0bj(8) = Xul(yi, Y1) + Yk2(fi) (2.7)
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XGBoost combines loss and regularization to improve prediction and control for
overfitting. Loss and regularization are combined in the objective function as a term
for loss and a term for boosting, respectively. The general boosting method for
XGBoost implemented models is described in Figure 2.8.

( Data Set J

Jr
()
A

Residual Residual

l l l

{ Prediction ( PredictionJ " Prediction |
W,

W L. W,
— R . -
[ Summation J

( Final Results J

Figure 2.8: Implementation of XGBoost

XGBoost performs particularly well on structured, tabular data, which is likely the
data format for the suggested industrial safety dataset. XGBoost is capable of
identifying non-linear interactions among the feature variables and, as a result, is
likely to maintain a high level of predictive performance. XGBoost is also inherently
less interpretable than Logistic Regression or a single Decision Tree. As a result,
XGBoost will likely be accompanied by interpretability techniques for explainability,
such as SHAP, respectively. These techniques will support safety-related decision
making.

2.2.5 Deep Learning Techniques

The utility of a given method in the presence of data that demonstrates complex
and/or multi-dimensional patterns that are spatial, temporal, or sequential in nature
144] is of great interest in the field of industrial safety. For example, in the context of
industrial safety, deep learning can be used on images, videos, sounds, or long
sequences of raw data given by industrial sensors [29]. For the majority of the
proposed study, however, structured industrial variables are used. This means that
N 73 the most appropriate main modeling methods are those offered by traditional machine
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learning; While deep learning will be used in the background, many related fire
detection and accident analysis studies utilize 1D-CNN, LSTM, or Bi-LSTM models.

) 45 ] A One-Dimensional Convolutional Neural Network (1D-CNN) convolves filters on
top of sequential data in order to capture local patterns in a more effective way [30].
This can be advantageous in the case of sensor streams, since the indication of
anomalous behavior can be captured in small local changes. The 1D convolution
operation is represented in Equation (2.8)

ylt] = Texlt + k] -wlk] + b (2.8)

Y 88 In Equation (2.8), X is the input signal, w is the filter, b is the bias, and y[t] denotes
the feature at time position t. LSTM networks leverage gates and memory cells to
capture the time-dependent patterns present in the data [31]. The LSTM forget gate
is calculated using Equation (2.9):

00 6

fi = sigmoid(Wf . [h(t_l),xt] + bf) (2.9)

CN(125) Equation (2.9) reveals that the"forget gate ft regulates the deletion and retention 6f
prior knowledge within the memory cell. Figure 2.9 illustrates how a deep learning
model utilizes serial sensor data to provide a safety prediction..

Deep Learning for Sequential Sensor Data

LSTM

Temporal Dependency Learning

{ Sensor Time Series | == —

1D-CNN '
Local Pattern Extraction ]

Risk Prediction ‘

Figure 2.9: Deep learning for sequential sensor data. A 1D-CNN may extract local patterns from sensor sequences,
while LSTM can model longer temporal dependencies. The figure is based on the deep learning concepts discussed in
[30] and [31].
1D-CNN and LSTM models have notable strengths. However, the demands of data
and computational resources, along with increased training loads, are often
prohibitive in contrast to standard machine learning techniques. Safety-critical
applications require high interpretability, and these deep learning models may fall
short of that need. Therefore, this study emphasizes structured IloT safety data
machine learning techniques and incorporates deep learning as an auxiliary resource

in contextual comparisons to evaluation studies.

2.2.6 Natural Language Processing for Accident Reports

172 NLP has the potential fo"€énhance industrial safety by analyzinglaccident Feports,
maintenance records, and incident descriptions. These records often contain accounts
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of the tasks, equipment, and environmental conditions associated with the accident,
as well as the types of injuries and the proposed contributing factors to the accident
[32]. The text data must be formed into numerical features, as machine learning
models require data to be in a numerical format.

The representation of choice may be Term Frequency-Inverse Document Frequency
(TE-IDF) [33]. Some advantages of the TF-IDF representation are, assigning a higher
score to less frequent document term scores and assigning lower scores to terms that
are not informative across documents. Thus, in task centric injury severity prediction
and root cause analysis, the terms may be filtered and ranked based on their levels of
informativeness. [33]. The TE-IDF weight is calculated using Equation (2.10)

TF — IDF(t,d) = TF(t,d) - log(N/DF(¢)) (2.10)

In Equation (2.10), TE(t, d) represents the frequency of term tin document d, N refers
to the total number of documents, and DF(t) refers to the number of documents
containing term t. GloVe is another representation that creates dense word
embeddings that can capture the semantic relationship of words. Figure 2.10 presents
a common NLP pipeline for the analysis of text in accident reports.

NLP Pipeline for Accident Report Analysis
o ® © o s

Accident Report —§ Tokenization ¥ TF-IDF / GloVe = Text —y Severity & Risk
Text & Cleaning Feature Extraction Classification Prediction

Figure 2.10: NLP pipeline for accident report analysis. Textual accident parratives are cleaned and transformed finto
numerical features, such as TE=IDF or word embeddings, before being used by a classifier. The figure is based on
NLP accident report analysis concepts in [32] and [33].

NLP is useful for deriving insights from descriptions of historical accidents, but more
commonly is used after the incident is reported. For this reason, NLP is more
appropriate for post-incident assessment, determining root causes, and predicting
injury severity as opposed to preventing incidents or fires in real time. This research

focuses on structured I1oT and safety variables. NLP is added to demonstrate the use
of text in accident data in the related studies.
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2.2.7 Explainable Artificial Intelligence and SHAP

Many @advanced machine learning and deep learing models "have low
interpretability. [This creates problems in safety-critical situations as engineers and
managers need to know not only the predictions of the models, but also the
justifications for the predictions. EXplainable Artificial Intelligence (XAI) offers
solutions to this problem by providing tools to build more transparent, interpretable,
and trustworthy Al systems. [35]

Explanations provided by XAI can be either global or local. Global explanations
captures the€'general behavior of the model and identifies the most influential
variables. Local explanations, on the other hand, show a specific model prediction
and illustrate why the model deemed a particular case safe or unsafe. Global and local
explanations are both valued in the domain of industrial safety. Global explanations
support managers in comprehending general safety risk concerns, while local
explanations support engineers in analyzing a specific safety alarm.

SHAP is an XAI method built on the Shapley values of cooperative game theory. It
is used to define the extent of each feature’s impact to la model prediction by
comparing the feature’s value with an expected or reference value [36]. The SHAP
value for feature i is calculated using Equation (2.11)

SHAP, =% ScF{i (2.11)

In Equation (2.11), SHAP i represents the'SHAP value for feature i, Fis the total set
of features, S is the set of features excluding i, and f is the model output. When a
feature holds a positive SHAP value, it is interpreted as that feature increasing the
prediction of higher risk. Conversely, it decreases risk prediction when a feature
holds a negative SHAP value. [36]. The feature-contribution concept is illustrated in
Figure 2.11. Here, f(S¥i) dénctes the model output after feature’iis'added to subset
S.
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SHAP feature contribution concept
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Figure 2.11: SHAP feature contribution concept. The figure illustrates how individual features can increase or
decrease the final predicted risk compared with a baseline prediction. The explanation concept is based on SHAP
analysis described in [36].

Due to its ability to explain predictions made by complex models such as Random
Forest and XGBoost while providing feature-level explainability, SHAP is the best
fit for the proposed research. SHAP, for example, can help decision makers
understand if higher predicted risk is a function of gas concentration, smoke level,
temperature, the machine’s age, the condition of maintenance, or the level of training
of the workers. This capability of SHAP, along with many others, responds to the
aim of designing an explainable safety decision support system, and not a safety

system that focuses solely on making predictions.

2.2.8 Summary of Background

Industrial safety forecasting combines various components. These components
include reliable data collection, extensive data preprocessing, applicable ML
constructs, and reportable reasoning. The Industrial Internet of Things (I1oT) gathers
réal time "datapertaining to th€Tdiverse elements ©fTan industrial setting.
Preprocessing bolsters the quality of the sensor data. This occurs prior to the
formation of 'a model. The models of safety data of a structured nature, include but
are not limited to; Logistic Regression, Decision Tree, Random Forest, SVM, and
XGBoost. These models possess varying degrees of predictive capacity and
interpretability. Other models may include, but are not limited to, associated studies
of Deep Learning and Natural Language Processing (NLP). These models may be
useful for processing sequential sensor streams and accident report texts. The current
study, however, will center its focus on safety and structured IloT variables. Reported
reasoning incorporates the layer of interpretability and explains how a safety model
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prediction is achieved. SHAP makes model predictions more transparent and
interpretable to safety engineers and stakeholders.

2.3 Related work

The literature demonstrates the ability of machine learning to assist with fire
detection, decreasing false alarms, predicting injury severity, and performing a
probabilistic risk assessment. However, the majority of the studies target a single
safety issue or a single industrial domain.

Jia et al (2026) [37] created MmodalFire, a multimodal framework and dataset, to
provide tools for the detection of indoor fire from video and physical sensor data.
The framework relied on TSN-MobileNetV2, Transformer encoders, Multimodal
Transfer Module (MMTM), and XFusionBlock to fuse visual and temperature,
smoke, and measurement data of infrared and ultraviolet radiation and data of the fire
detection sensors. The MmodalFire dataset included 65 aligned experimental videos,
a total of 6 types of physical sensor data, and 700+ minutes of recordings and
experiments of fires of wood, cotton, and fires of foam and n-heptane, as well as dry
ice and water mist, as a non-fire samples. At a prediction threshold of 0.1, the Fusion
Model obtained 93.2% of accuracy, 94:3% of precision, 96:1% of tecall; and F1-
score of 95.2%. Main strengths of the framework are a public multimodal dataset,
and effective fusion of video and sensed data, and thus, enhanced reliability of fire
detection when a certain modality of sensing fails. On the other side, the framework
was tested only in a controlled, indoor lab, and thus, no validation was achieved for
real world’s industrial [IoT ecosystems. Also, the framework does not address the
prediction of workplace accidents and does not employ Explainable Artificial
Intelligence methodologies.

Benderouach et al. (2026) [38] examines the performance of Logistic Regression,
Decision Tree (DT), Random Forest (RF), Support Vector Machine (SVM), Gradient
Boosted Deégision Trees (GBDT); and XGBoost!in predicting occupational accidents
in the energy industry, using data from 4,739 occupational accident records from
Kaggle. It showed that GBDT and XGBoost had the best predictive performance but
without numerical evaluation metrics. Although the framework showed effective
machine learning applications in predicting accidents, it did not include industrial
fire prediction, sensor integration of [oT and EAL
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" @ Tan et al. (2026) [39] suggested an explainable probabilistic framework for fire risk
assessment in high-rise residential buildings, which is based on Bayesian Networks,
Markov Chain Monte Carlo (MCMC), and SHAP. Seven residential buildings in five
countries participated in the collection of fire safety data as a part of the framework.
No prediction accuracy was reported but this study was able to identify critical factors
for fire risk such as maintenance practices and organizational issues. However, the
framework is only applicable to residential buildings and not for industrial accident
prediction nor IIoT environments.

Manoah et al. (2026) [40] introduced an Al-based real-time industrial safety

) 04 ] framework that combines the Internet of Things (IoT), Explainable Attificial
Intelligence (XAI), SHAP, and machine learning for proactive fire accident
prediction in the manufacture of fireworks. The framework continuously gathered
data from temperature, humidity, gas concentration and motion sensor using IoT
devices. The proposed model had a prediction accuracy of above 97.5%, and the
dashboard built with Next.js was used to provide real time SHAP explanations. The
design has been successful in merging prediction accuracy with explainability. It has
only been validated in the field of fireworks production though and needs to be tested
in other high-risk industries like oil/gas/chemicals.

Alsulamy et al. (2026) [41] created a machine learning framework that is explainable
and predicts the nature and severity of safety incidents that occur in the construction
field. This framework theoretically analyzed the K-Nearest Neighbor (KNN),
Support Vector Machine (SVM), Decision Tree (DT), Random Forest (RF), Gradient
Boosting (GB), and XGBoost. This framework also used SHAP to justify the
predictions. This study derived a dataset containing 203 construction safety incidents
collected in the Makkah and Riyadh regions of Saudi Arabia throughout the years
2018-2024. This dataset had 14 incident variables that related to construction
workers, environmental variables, safety and emergency training sessions, safety and
emergency protective equipment (PPE), and incident characteristics. Of all the
models theorized and tested in this framework, XGBoost had the best performance
by achieving an 89% accuracy in predicting the severity of the incidents. The
uniqueness of this framework is that it is the first framework that combines the
accurate prediction of construction incident severity and SHAP explanations that
provide clarity in citing factors of construction incidents that people can act on, such
as incident type, rain, construction workforce size, construction site location, PPE
compliance, and the safety and emergency training sessions. However, the small
dataset and its geographical restriction greatly limit the outcomes of this framework,

]
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plus the framework does not employ real-time IloT sensor data or fire prediction
systems in construction.

esikan et al. (2025) [42] proposed a hybrid machine learning-based fault-tolerant
sensor data fusion framework for fire risk mitigation in Industrial Internet of Things
(IToT) environments. The framework integrated MobileNet, EfficientNet, Random
Forest (RF), Support Vector Machine (SVM), Decision Tree (DT), and Dempster—
Shafer Theory using RGB, thermal, gas, smoke, and flame Sénsotdata'collected fiom
oil and gas environments. The proposed model achieved 98.2% accuracy, 98.5%
precision, and 98.3% tecall. The main advantage of the framework is its effective
multi-sensor fusion for accurate industrial fire prediction. However, it focuses only
on fire prediction and does not address workplace accident prediction or incorporate
Explainable Artificial Intelligence (XAI).

Millie and Milli (2025) [43] performed a comparative study of algorithms used in
intelligent fire detection, such as machine learning and deep learning. The study
compared the accuracy of Decision Tree (DT), Support Vector Machine (SVM),
XGBoost, Logistic Regression, One-Dimensional Convolutional Neural Network
(ID-CNN), and Long Short-Term Memory (LSTM) on a dataset of 12,030 sensor
readings obtained from eight BMEG688 gas sensors. The deep learning model had an
accuracy of 100% in the ability to differentiate between a Cigarette smoke and fire
smoke. The overall framework successfully achieved low false alarms with
optimized preprocessing and classification. But the experiments were conducted in
laboratory indoor environment which limited its application in actual industrial
environment.

Obasi and Benson (2025) [44] introduced an explainable machine learning approach
to the prediction of occupational injury severity. It incorporated Natural Language
Processing (NLP), Singular Value Decomposition (SVD), Random Forest (RF);
Gradient Boosting Machine (GBM), XGBoost, Logistic Regression and SHAP using
a set of 2645 OSHA accident reports from 2015 to 2024. The best model was the
Random Forest model, which had an accuracy of 0.94 and an AUC of 0.95. The
framework was able to achieve a balance between prediction accuracy and model
interpretability through the use of SHAP. But it doesn't cover industrial fire
prediction or safety monitoring using the I1oT.

Sharma et al. (2025) [45] created a set of regression-based machine learning models
for predicting urban fire risk based on historical fire incidents, emergency response
data and proximity data. The framework was successful at estimating fire risk, but
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there were no quantitative accuracy metrics reported. The study can be useful to
support Emergency Planning and Fire Management. It concentrates on urban setting
and does not cover workplace accidents, IIoT sensor data and Explainable Artificial
Intelligence techniques.

142] Pandey et al. (2025) [46] introduced a comprehensive framework for predicting
industrial accidents in steel manufacturing. The framework combined Bayesian

Y 63) Networks (BN), Random Forest (RF), Gradient Boosting Machine (GBM)/XGBoost,

J101] Natural Language Processing (NLP), Agent-Based Modeling (ABM), and Survival

(Y00 Analysis using steel industry incident data collected between 2018 and 2023. The
Random Forest model achieved the highest performance with an AUC of 0.71. The
framework effectively analyzed accident causes and severity, but it did not
incorporate Explainable Artificial Intelligence techniques.

A 143) Li et al. (2025) [47] studied a set of eight machine learning models for predicting
unsafe behaviors in automated coal mining systems, and found that XGBoost model
has the highest accuracy, using SHAP to interpret the model. Physiological data from
simulated mining tasks was obtained from 50 participants and analyzed within the

DO framework. The proposed model achieved 97.78% accuracy, 98.25% recall, and

(1 ]54] 97.86% Fl-score. Integrating XGBoost and SHAP enhanced the accuracy and
intetpretability of "their predictions. Thestudy, however, was carried out with
students from the university, and not industrial workers, thus restricting the
generalizability of the findings in the real world.

O a1 X esikan et al. (2025) [48] introduced a multi-sensor fusion, anomaly detection,
probabilistic machine learning, and Dempster—Shafer Theory-based hybrid fault-
tolerant [loT framework. The framework used RGB, infrared, smoke, gas and flame

DO data from oil and gas IloT environments. No quantitative accuracy was reported but

5O the framework greatly enhanced the'teliability of fireé prediction when'some sensors
were faulty. It has strong probabilistic sensor fusion, and its weakness is that it is a
lack of workplace accident prediction and Explainable Artificial Intelligence.

Alam et al. (2025) [49] developed FireNet-CNN which detects real time forest fires
(1s2) using a lightweight explainable deep learning model. The model includes @ niche
1 J167) convolutional neural network (CNN), data augmentation with stable diffusion, Grad-
CAM, and Saliency Maps. The performance was compared with VGG16, VGG19,
and InceptionV3. The first set of experiments involved Dataset A which contains
2,974 images of forest fire and non-fire incidents, and Dataset B, which consists of
3,400 images from 25 fire and non-fire videos before data augmentation. FireNet-
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- @ CNN returned 99.05% accuracy, 99.41% precision, 98.28% recall, and 98.84% F1-
score. The benefit of the framework is the lightweight design and the ability to
provide visual explanations (which will show which parts of an image that influenced
the fire prediction), which makes the framework fit for real time, and for constrained
devices. The drawback of this model is that the focus was on forest fire images, and
the model partially relied on synthetically created data, and the model was not
validated with Industrial I1oT sensor data and does not cover workplace accident
prediction.

Khairuddin et al. (2024) [50] proposed a natural language processing system to
predict severity of occupational injuries. The research has been performed on 83,294
OSHA injury narratives to differentiate TF-IDF, GloVe, optimized Bidirectional

117 Long Short-Term Memory (Bi-LSTM), and some traditional machine learning
algorithms. The optimized Bi-LSTM model performed with 95% accuracy in the
hospitalization prediction task and 98% accuracy in the amputation prediction task.
The proposed framework has shown good accuracy in textual injury analysis. But it
only depends on reports after incidents and doesn't provide Real-Time monitoring in
the IoT and industrial fire prediction.

Zhao et al. (2025) [51] reviewed the most recent research trends in SHAP
applications in the Explainable Artificial Intelligence domain, categorized under
healthcare, finance, computer vision and industrial systems. There was no
experimental data used in the study and hence no predictive performance metrics
were reported. The survey showed that SHAP works well in increasing the
transparency of the model and the interpretation of the features. But it did not develop
an [loT-based industrial fire prediction framework that includes SHAP.

2.4 Related Work Summary

N 1] The reviewed literature revealed great benefits of using machine learning (ML), deep
learning (DL); Explainable Axtificial Intelligence (XAl) and Industrial Internet 6f
Things (IIoT) for better industrial safety which includes intelligent fire detection,
prediction of accidents, severity of injuries and risk analysis. Recent research has
demonstrated that using sensor networks together with sophisticated ML algorithms
can significantly enhance the predictive accuracy and decrease false alarms.
Furthermore, XAl methods, like SHAP, have improved the interpretability and
reliability of predictive models, helping safety engineers to understand the models'
decisions. Although these advances have been made, the majority of the research to
date tends to look at one safety issue (e.g., fire detection or injury severity and only
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validate it for one sector of industry. In addition, there are many frameworks that
either focus on prediction without explanation or explanation without IloT
monitoring, which leaves a gap in creating a comprehensive industrial safety system
that incorporates IloT sensing, multiple accident prediction, high performance
machine learning, and explainable decision making.

Specifically, Desikan et al. [48] introduced a hybrid IloT fire prediction framework
»O by multi-sensor fusion based on MobileNet, EfficientNet, Random Forest, Support
Vector Machine, Decision Tree and Dempster—Shafer Theory, and excellent
prediction accuracy of 98.2% was obtained. Likewise, Milli and Milli [43] have
) 79 ] shown that deep learning models (ID-CNN and LSTM) when combined with
measurements from gas sensors can greatly reduce false fire alarms in controlled
environments. There were several studies that extended the use of machine learning
in fire detection. Injury severity explainability was achieved by Obasi and Benson
147] [44] with the use of the Random Forest and boosting algorithms combined with
SHAP, while Pandey et al. [46] presented a holistic accident prediction system for
the steel manufacturing industry using NLP, Survival Analysis, Random Forest,
boosting algorithms, and Bayesian Networks. In addition, optimized Bi-LSTM
models have been proved to be effective in occupational accident report analysis [43]
" € and the use of XGBoost and SHAP have been shown to achieve high accuracy in
predicting unsafe worker behavior [44].

Other researchers studied the fire risk assessment in other fields. In the context of
urban fires, Sharma et al. [45] have worked with regression-based machine learning
models to predict fires, while Tan et al. [39] have used Bayesian Networks, MCMC
and SHAP to build an explainable probabilistic model for assessing residential fire

» © safety. Benderouach et al. [38] applied several machine learning algorithms to a
prediction model for occupational accidents in the energy industry and found the best
predictive algorithms to be Gradient Boosted Decision Trees and XGBoost. Desikan
et al. [48] presented a fault tolerant IIoT sensor fusion scheme that realizes the
consistent fire prediction even when some sensor is faulty. In a recent study, Manoah
et al. [40] developed an Al-, IoT- and SHAP-based real-time fire prediction
framework for fireworks industries, which has a prediction accuracy above 97.5%
and gives interpretable prediction explanations.

The literature also shows the increasing significance of Explainable Artificial
2 105] Intelligence. Alsulamy et al. [41] integrated SHAP for the first time with KNN, SVM,
Decision Tree, Random Forest, Gradient Boosting, and XGBoost topredict and
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provide an explanation for the severity of construction safety incidents. In a similar
study, Alam et al. [49] designed FireNet-CNN and integrated Grad-CAM and
Saliency Maps in order to give visual justification for predicting and detecting forest
fire in real time. Zhao et al. [51] gave a comprehensive tutorial on SHAP and showed
that it could be used to explain complex machine learning models in various fields,
including healthcare, finance, computer vision and industrial applications.
Alternatively, Jia et al. [37] created the MmodalFire dataset, which is publicly
available, and a multimodal fusion framework for the integration of video,
temperature, smoke density, infrared, and ultraviolet data pertaining to indoor fire
detection. Even though the framework was able to successfully detect fire by fusing
visual and physical sensors, it lacked XAI strategies and did not consider the
prediction of workplace accidents.

In summary, the literature confirms that considerable advances have been made in
the field of using machine learning, [loT and explainable Al for industrial safety.
However, there are still significant gaps in research. Existing research is mostly
dedicated to either one aspect of the capabilities (fire detection, accident prediction,
or explainability) or a combination of two, but not the three capabilities combined in
one. Furthermore, a large number of studies are based on laboratory experiments,
simulated environments, or sector specific data sets, which makes it difficult to apply
their results in a large variety of industrial domains. Hence, there is a need for an
integrated intelligent framework for industrial fire and workplace accident prediction
based on the IloT, powerful machine learning models, and explainable Al techniques
tosimultaneously prédi€tindustrial fire @fd T workplace accidents and offer
interpretable, credible safety advice to the safety manager.
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