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Log Analysis

e The primary method to locate attackers is to extract and analyze the "traces" of

perpetrators in computer systems.
¢ Important network events are recorded in logs. Analyzing logs plays a vital role in

cracking down on network crimes.

o Network device log
- Cperating system log

Network device log

Operating system log
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Key Log Analysis Points
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10 Analysis of Network Device Logs
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* This example uses the firewall to describe how to analyze attacks based on logs.
* Click Threat Log in the navigation sidebar. As shown in the figure, information about an IP
spoofing attack, including the attack time, protocol used, and target interface, is displayed.
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1 0 Analysis of Operating System Logs
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* Logs record all events of the operating system. It is vital to quickly identify key information from a large
amount data. In the Windows operating system, you can filter key events as required.
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Analysis of Login and Logout Events
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e Application scenarios:

O ldentifying users who have logged in to the operating system.
0 Analyzing how the operating system is used.

e EventID:

0 4624-Login success (security log)

0 4625 - Login failure (security log)

0 4634- Logout success (security log)

0 4672 - Login as an administrator (security log)
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q Event Properties - Fvent 4624, Microsolt Windows security auditing
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Login Success & Failure Events
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Genenl | Detais |
sccount was successfully logged on,
Subject:
Securty ID: SYSTEM
Account Name: WIN-32MNNOGICMP §
Account Domam: WORKGROUP
Logon ID: 0x3e?
ogtme: (]
Source: Microsoft Windows secunty Logged 472072018 3:480:12 AM
Event ID: Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A Computer WIN-312ZMNNOGSCMP
OpCode: Info

More Information:  Event Log Onhing Help

¢ The following figure displays the security log information regarding login success and login failure.

n Event Properties - Event 4625, Microsolt Windows security auditing.

Genenal ' Details l

~N

ccount falled to log on

Subject:
Secunty ID:
Account Name;
Account Domain: .
Logon ID: 4

NULL 9D

Log Name:
Source:
Event ID:
Level

Security

Microsoft Windows secunty Logged:
Information

User: N/A

OpCode: Info

More Information:  Event Log Ooline Help

Keywords:
Computer:

Task Category: Logon

| 4/15/2018 3:45:47 A

Audit Faduee
WIN-I2ZMNNOGSCMP
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10 Logout & Privileged Login Events
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¢ The following figure displays the security log information regarding logout and privileged login.

qlvrnf Properlies - Evenl 4634, Microsofl Windows securily audit ing qfvrn' Properties - Event 4677, Microsall Windows securily audding
Genend 'MI) | Gerenl |D¢hnh |
account was logged off, - Special prvileges assigned to new Jogon, s
Subject:
Security 1D WIN - I2ZMNNOGICMP\Bdrinstrator Security IDy WIN-JIMNNOGICMPAAZMInestrator
Account Name: Admenistrator Account Nume; Adrmaristratos
Account Domain: WIN-IZMNNOGICMP Account Domsin: WIN-JIMNNOGSCMP
Logon ID: Sdat96c o Logon ID: RedaSF96c )
Log Name: E Log Name:
Source: Microsoft Windows securty  Logged I 4720/2018 3:51:03 AM I Source: Microsoft Windows securty  Logged: /202018 24812 AM
Event ID: m Task Category: Logoff Event [D; ®n Task Categony: Special Logon
Levek Information Keypwords: Audin Success Level: information Keywords| Audit Success
User: NA Computer: WIN-IZMNNOGICVP User: N/A Computer WIN-IIMNNOGICVP
OpCode: Info OpCode: Info
More Information:  Eyvent Log Onling bHelp More Information:  Eyveatiog Onfine Helo
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e Application scenario:

0 Collecting evidence proving that a user has
changed the system time.

e EventlID:

0 1 - Kernel-General (system log)
0 4616 - Change system time (security log)
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10 Logs About System Time Change Events
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¢ The following figures show the system log and security log for system time change events.

Geneni lDeuisl

I:I'M systern time was changed. |

Secunty I0: SYSTEM
system time has changed to 2018.83-1)T18:55:4202700000 02 from 2018.01- Account Nama: WIN-IIMNNOGRIMPS
STL625 24413706002 Account Domain: WORKGROUP
Logon D: 0c3e7
Proces: Information:
Process 10 ®420
Nyme CA\Program Files\Viware\VAware Tools\wrdtoolsd exe
Previows Tiene: 2018-01-09T16:25:32.641379600Z
Log Name: New Time, 2018-03-13739:55:43.027800000Z
Source: Kermel-Gereral Logged: I WVIV2010 125543 P l N s e -

) 1 event is genersted when the syster tirme 13 changed. & is normal for the Windows Time
i 1 U uegodA Do Service, which runs with System pendlege, to change the systern time on 3 regulas basis. Other
Levek Infarmation Keyword:: Time yystem tme changes may be indicative of attempts ta tamper with the computer,

Usen: SYSTEM Computer: WIN- 2MNNOGICMP

OpCode: Inle toghame:  [Eecy ]

More Indormation: Source: Microsoft Windows securty  Logged: |mmm xm:uml
Evert ID: Tusk Categon: Security State Change
Level: Information Keywords Audh Success
User: N/A Computen WIN-JIMNNOGSCMP
OpCode: Info
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Analysis of External Device Use Events
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e Application scenario:

0 Analyzing the time when hardware
devices are installed in the system.

e EventID:

0 20001/20003- Plug-and-play drive
installation (system log)
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10 Logs About External Device Use Events
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Genenal | Details |

e The following figure shows the system log's record of the external drive installation event.

!] Event Properties - Event 20001, UserPnp

Driver Management concluded the process to install driver FileRepositonAumbus.inf_amdéd

_neutral_2d4257afa2e35253\umbus.inf for Device Instance ID UMB\UMB\1&8419210&0&TSBUS
fwith the following status: Ix0.

Log Name:
Source:
EventID:
Level:
User:
OpCode:

SYSTEM
Info

More Information: Event Log Online Help

Logged: I 8/3/2017 7:17:27 AM

Task Category: (7003)
Keywords:
Computer: WIN-32MNNOGICMP
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e Log Parser is a high-performance and easy-to-use log analysis tool
developed by Microsoft. It can analyze text log files, Extensible Markup
Language (XML) files, comma separated values (CSV) files, event logs,
registries, file systems, and Active Directory of the operating system.

e To use Log Parser, you must be skilled in SQL language.

e Log Parser Lizard is a GUI and saves users from remembering
complicated commands. Users can obtain the analysis results by setting

the basic SQL statements.
\_ .
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Use of Log Pars
10

er Lizard (1)
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¢ The following figure shows the Top 1000 Windows Events results filtered by Log Parser Lizard.
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Use of Log Parser Lizard (2)
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¢ The following figure shows the Count event types from System results filtered by Log Parser Lizard.

BN Qe | 1 1o 1000 windes [vares o Tt evert bypes from Systeny  »

sy | Thenk Gt | Ot

Count event types from System

B It ormaten sveed: 93 99 %
B Croe overe S5 %

B wareng event 8 %
B Soctens eveet: 0.06 %

Ttk gt records procemeed 1000, Outipnd secord 4, Peree: 90 00 00 & Windows Cvmt Log (¥ )
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