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Design a Communications System

Design a Communications System 

Objectives: 
• Explain the role of protocols and 

standards organizations in facilitating 
interoperability in network 
communications. 

1. IP Addressing & Subnet Mask
2. Protocol 
3. Port 



IP addressing

If a device wants to communicate using TCP/IP, it needs an IP

address. When the device has an IP address and the appropriate

software and hardware, it can send and receive IP packets. Any

device that can send and receive IP packets is called an IP host.



IP addresses consist of a 32-bit number, usually written in dotted-decimal

notation. The “decimal” part of the term comes from the fact that each byte

(8 bits) of the 32-bit IP address is shown as its decimal equivalent. The four

resulting decimal numbers are written in sequence, with “dots,” or decimal

points, separating the numbers—hence the name dotted decimal. For

instance, 168.1.1.1 is an IP address written in dotted-decimal form; the actual

binary version is 10101000 00000001 00000001 00000001.

Each decimal number in an IP address is called an octet.



Finally, note that each network interface uses a unique IP address. Most

people tend to think that their computer has an IP address, but actually

their computer’s network card has an IP address. If you put two Ethernet

cards in a PC to forward IP packets through both cards, they both would

need unique IP addresses. Also, if your laptop has both an Ethernet NIC

and a wireless NIC working at the same time, your laptop will have an IP

address for each NIC.



How IP Addresses Are Grouped

The original specifications for TCP/IP grouped IP addresses into sets of

consecutive addresses called IP networks. The addresses in a single

network have the same numeric value in the first part of all addresses in

the network.

the following two rules summarize the facts about which IP addresses

need to be in the same grouping:

■ All IP addresses in the same group must not be separated by a router.

■ IP addresses separated by a router must be in different groups.



The organization in charge of universal IP address assignment is the

Internet Corporation for Assigned Names and Numbers (ICANN,

www.icann.org). (The Internet Assigned Numbers Authority (IANA)

formerly owned the IP address assignment process.) ICANN, in turn,

assigns regional authority to other cooperating organizations. For

example, the American Registry for Internet Numbers (ARIN,

www.arin.org) owns the address assignment process for North America.



IP addressing 



Table 5-5 summarizes the possible network numbers that

ICANN and other agencies could have assigned over time.



IP Subnetting

IP subnetting takes a single Class A, B, or C network and subdivides it into

a number of smaller groups of IP addresses. The Class A, B, and C rules still

exist, but now, a single Class A, B, or C network can be subdivided into

many smaller groups. Subnetting treats a subdivision of a single Class A, B,

or C network as if it were a network itself. In fact, the name “subnet” is just

shorthand for “subdivided network.”



Address Class Identification



Default Subnet Masks



Number Systems Conversion



Classes of Networks

• Network numbers represent the group of all IP addresses in the network.

• Network broadcast address are forwarded to all devices in the network.



Table 5-5 summarizes the possible network numbers that

ICANN and other agencies could have assigned over time.



Classful IP Networks Before Subnetting





Network & Host Identification



Deriving the Network ID and Related Numbers

Each classful network has four key numbers that describe the network.

You can derive these four numbers if you start with just one IP address

in the network. The numbers are as

follows

■ Network number

■ First (numerically lowest) usable address

■ Last (numerically highest) usable address

■ Network broadcast address



Deriving the Network ID and Related Numbers

■ Network number

■ First (numerically lowest) usable address

■ Last (numerically highest) usable address

■ Network broadcast address



Deriving the Network ID and Related Numbers

■ Network number

■ First (numerically lowest) usable address

■ Last (numerically highest) usable address

■ Network broadcast address



Figure 13-4 Example of Deriving the Network ID and Other Values from

10.17.18.21



Practice Deriving Key Facts Based on an IP Address

Quiz





three different formats for subnet masks:

Binary

Dotted-decimal notation (DDN)

Prefix (also called Classless Interdomain Routing CIDR)



Converting Between Binary and Prefix Masks



Converting Between Binary and DDN Masks



Converting Between Prefix and DDN Masks



Practice Converting Subnet Masks

Quiz





Quiz





Quiz





Broadcast Address

Quiz





Practice Problems for This Chapter

The following list shows three separate problems, each with a classful

network number and prefix-style mask. Find all subnet IDs for each

problem:

1. 192.168.9.0/27

2. 172.30.0.0/20

3. 10.0.0.0/17

Quiz







Network address
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