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Abstract

This study aimed to provide an integrated legal vision on the nature of
digital evidence, its characteristics and types, while clarifying its importance in the

field of proof in criminal crimes.

| divided the research into three main sections preceded by an
introductory section; to explain the historical foundation of criminal evidence. In
the first section, | addressed the definition of digital evidence, which included two
requirements; in the first section, we talked about the concept of digital evidence,
and in the second section, about the types of digital evidence and its scope in criminal
evidence. Then we moved to the second section, in which we addressed the legal
nature of digital evidence in the field of criminal evidence, which included two
requirements. In the first section, we talked about the characteristics of digital
evidence, then the second section about the legitimacy of obtaining digital evidence,
then the third section, the validity of digital evidence for proof in jurisprudence and
comparative judiciary, then the conclusion, in which we addressed the most
prominent results and recommendations. In the first section, | addressed the validity
of digital evidence in comparative jurisprudence, and in the second section, the

validity of digital evidence in comparative criminal judiciary.

The research problem was summarized in the privacy of the newly
developed digital forensic evidence, as traditional evidence in turn became unable
to prove this type of crime of a special technical and scientific nature, which requires
new means of proof that are compatible with its nature, and are suitable for
developing with its development and keeping pace with it until they are able to prove

it, which is called digital evidence.



The descriptive analytical approach was used as it is the ideal methodological

means to achieve the study's objectives.

The study reached a set of results, the most important of which are: that
evidence in cybercrimes differs from its counterpart in traditional crimes, which
increases the complexity of the situation in cybercrimes. Also, digital evidence was
merely a presumption in the Saudi judicial system, based on jurisprudential
consideration, and then the Electronic Transactions System was issued. In addition,
forensic evidence in cybercrimes requires the presence of people with expertise in

the technical and technological field and specialists in computer crimes.

Finally, this study presented a set of recommendations, the most important
of which are: the necessity of using the means by which material evidence is
obtained in the criminal field, introducing the study of other sciences related to the
law, especially in the field of investigation and evidence, such as psychology and
forensic medicine, and making them required subjects in the faculties of law and
law, the necessity of reviewing the criminal procedure system and filling the gaps in
it with regard to new criminal activities that have begun to exploit the results of
modern technological developments to carry out those activities and conceal the

identity of criminals.
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