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Module Objectives
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Understanding Malware and Components of Malware 

Overview of Common Techniques Attackers use to Distribute Malware on the Web

Overview of Different Types of Malware and Malware Countermeasures

Understanding Vulnerability and Vulnerability Classification

Understanding Vulnerability Assessment and Types of Vulnerability Assessment

Overview of Vulnerability Scoring Systems and Vulnerability Management Life Cycle 

Understanding the Threat and Threat Sources

8 Understanding Vulnerability Assessment Tools and Vulnerability Exploitation
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What is Vulnerability?

1

2

3

4

❑ Refers to the existence of weakness in an 
asset that can be exploited by threat agents

Common Reasons behind the 

Existence of Vulnerability

Insecure or poor design of the network and 
application

Careless approach of end users

Inherent technology weaknesses

Hardware or software misconfiguration
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Vulnerability 

Classification

Misconfiguration Default Installations Buffer Overflows

1 2 3 4

5 6

7 8 9 10

Unpatched Servers

Design Flaws
Operating System 

Flaws

Application Flaws Open Services Default Passwords
Zero-day/Legacy 

Platform vulnerabilities 
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Examples of Network Security Vulnerabilities

Technological 
Vulnerabilities

Description

TCP/IP protocol 
vulnerabilities

❑ HTTP, FTP, ICMP, SNMP, SMTP are 
inherently insecure

Operating System 
vulnerabilities

❑ An OS can be vulnerable because:

▪ It is inherently insecure 

▪ It is not patched with the latest updates

Network Device
Vulnerabilities

❑ Various network devices such as 
routers, firewall, and switches can be 
vulnerable due to:

▪ Lack of password protection 

▪ Lack of authentication

▪ Insecure routing protocols

▪ Firewall vulnerabilities
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Configuration 
Vulnerabilities

Description

User account 
vulnerabilities

Originating from the insecure transmission of user 
account details such as usernames and passwords, over 
the network

System account 
vulnerabilities

Originating from setting of weak passwords for system 
accounts

Internet service
misconfiguration

Misconfiguring internet services can pose serious security 
risks. For example, enabling JavaScript  and 
misconfiguring IIS, Apache, FTP, and Terminal services, 
can  create security vulnerabilities in the network

Default password and 
settings

Leaving the network devices/products with their default 
passwords and settings

Network device
misconfiguration

Misconfiguring the network device

Examples of Network Security Vulnerabilities (Cont’d)
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Examples of Network Security 
Vulnerabilities (Cont’d)

Security Policy 
Vulnerabilities

Description

Unwritten Policy Unwritten security policies are difficult to implement and enforce

Lack of Continuity
Lack of continuity in implementing and enforcing the security 
policy

Politics
Politics may cause challenges for implementation of a consistent 
security policy 

Lack of awareness Lack of awareness of the security policy
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Impact of  Vulnerabilities

Information disclosure

1

Unauthorized access

2

Identity theft

3

Reputational damage

4

Financial loss

5

Legal consequences

6

Data modification

7
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❑ The process of analyzing 
protocols, services, and 
configurations to discover 
vulnerabilities and design 
flaws that will expose an 
operating system and its 
applications to exploit, 
attack, or misuse

❑ Vulnerabilities are classified 
based on severity level
(low, medium, or high) and 
exploit range (local or 
remote)

Vulnerability Research

An administrator needs vulnerability research:

To gather information concerning security trends, threats, 
attack surfaces, attack vectors and techniques 

To discover weaknesses in the OS and applications, and alert 
the network administrator before a network attack

To gather information to aid in the prevention of security 
issues

To know how to recover from a network attack
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Microsoft Vulnerability 
Research (MSVR)
https://www.microsoft.com

Security Magazine
https://www.securitymagazine.com

SecurityFocus
https://www.securityfocus.com

Dark Reading
https://www.darkreading.com

PenTest Magazine
https://pentestmag.com

Help Net Security
https://www.helpnetsecurity.com

SecurityTracker
https://securitytracker.com

SC Magazine
https://www.scmagazine.com

HackerStorm
http://www.hackerstorm.co.uk

Trend Micro
https://www.trendmicro.com

Exploit Database
https://www.exploit-db.com

Computerworld
https://www.computerworld.com

Resources for Vulnerability Research
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What is Vulnerability 
Assessment? 

❑ Vulnerability assessment is an in-depth examination 
of the ability of a system or application, including 
current security procedures and controls, to 
withstand the exploitation

❑ It recognizes, measures, and classifies security 
vulnerabilities in a computer system, network, and 
communication channels

✓ Identify weaknesses that could be exploited

✓ Predict the effectiveness of additional security measures 
in protecting information resources from attacks

A vulnerability assessment may be used to:
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Information Obtained from the Vulnerability 

Scanning

Open ports and running 
services

Accounts with weak passwords

OS version running on 
computers or devices

Application and services 
configuration errors

Application and services 
vulnerabilities

Missing patches and hotfixes 
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❑ The attacker interacts directly with 
the target network to find 
vulnerabilities

❑ Example: An attacker sends probes 
and specially crafted requests to the 
target host in the network to identify 
vulnerabilities

❑ The attacker tries to find vulnerabilities 
without directly interacting with the 
target network

❑ Example: An attacker guesses the 
operating system information, 
applications, and application and 
service versions by observing the TCP 
connection setup and teardown

Vulnerability Scanning Approaches

Passive ScanningActive Scanning

Two approaches to network vulnerability scanning: 
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Vulnerability Scoring Systems and Databases

Common 

Vulnerability 

Scoring System 

(CVSS)

▪ An open framework for communicating the characteristics and impacts of IT vulnerabilities

▪ Its quantitative model ensures repeatable accurate measurement, while enabling users to view 
the underlying vulnerability characteristics used to generate the scores

Severity Base Score Range

None 0.0

Low 0.1-3.9

Medium 4.0-6.9

High 7.0-8.9

Critical 9.0-10.0

Severity Base Score Range

Low 0.0-3.9

Medium 4.0-6.9

High 7.0-10

CVSS v3.0 Ratings

CVSS v2.0 Ratings

https://www.first.org https://nvd.nist.gov
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A publicly available and 
free-to-use list or dictionary 
of standardized identifiers 
for common software 
vulnerabilities and 
exposures

Vulnerability Scoring Systems and Databases (Cont’d)

Common 

Vulnerabilities and 

Exposures (CVE)

https://cve.mitre.org
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Vulnerability 

Scoring Systems and 

Databases (Cont’d)

▪ A U.S. government repository of standards- based 
vulnerability management data represented using the 
Security Content Automation Protocol (SCAP)

▪ These data enable the automation of vulnerability 
management, security measurement, and compliance

▪ The NVD includes databases of security checklist
references, security-related software flaws, 
misconfigurations, product names, and impact metrics

National Vulnerability Database (NVD)

https://nvd.nist.gov
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Vulnerability Scoring Systems 
and Databases (Cont’d)

https://cwe.mitre.org

It has over 600 categories of weaknesses, 
which enable CWE to be effectively employed 
by the community as a baseline for weakness 
identification, mitigation, and prevention 
efforts

A category system for software vulnerabilities and 
weaknesses

It is sponsored by the National Cybersecurity 
FFRDC, which is owned by The MITRE Corporation, 
with support from US-CERT and the National Cyber 
Security Division of the U.S. Department of 
Homeland Security

Common Weakness Enumeration (CWE)
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Types of Vulnerability Assessment

Active 

Assessment

Uses a network scanner to find hosts, services, and 
vulnerabilities

Host-based 

Assessment

Conducts a configuration-level check to identify 
system configurations, user directories, file systems, 
registry settings, etc., to evaluate the possibility of 
compromise

External 

Assessment

Assesses the network from a hacker's perspective to 
discover exploits and vulnerabilities that are accessible 
to the outside world

Application 

Assessment

Tests and analyzes all elements of the web 
infrastructure for any misconfiguration, outdated 
content, or known vulnerabilities
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Types of Vulnerability Assessment (Cont’d)

Passive 

Assessment

Used to sniff the network traffic to discover present 
active systems, network services, applications, and 

vulnerabilities present 

Network-

based 

Assessment

Determines possible network security attacks that 
may occur on the organization’s system

Internal 

Assessment

Scans the internal infrastructure to discover exploits 
and vulnerabilities

Database 

Assessment

Focuses on testing databases, such as MYSQL, MSSQL,
ORACLE, POSTGRESQL, etc., for the presence of data 

exposure or injection type vulnerabilities



Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Wireless Network Assessment

Determines the vulnerabilities in the 
organization’s wireless networks

Distributed Assessment

Assesses the distributed organization assets, such 
as client and server applications, simultaneously 
through appropriate synchronization techniques

Automated Assessment

In this type of assessment, the ethical hacker 
employs various vulnerability assessment tools, 
such as Nessus, Qualys, GFI LanGuard, etc.

Manual Assessment

In this type of assessment, the ethical hacker 
manually assesses the vulnerabilities, 
vulnerability ranking, vulnerability score,  etc. 

Non-Credentialed Assessment

Assesses the network without acquiring any 
credentials of the assets present in the 
enterprise network

Credentialed Assessment

Assesses the network by obtaining the 
credentials of all machines present in the 
network

Types of Vulnerability Assessment (Cont’d)



Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Ý
Identify 

Assets and 

Create

a Baseline

Vulnerability 

Scan
RemediationRisk 

Assessment

Verification

Monitor

Vulnerability-Management Life Cycle
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▪ A cloud-based service 
that offers immediate 
global visibility into IT 
system areas that might 
be vulnerable to the 
latest Internet threats
and how to protect them

▪ Aids in the continuous 
identification of threats 
and monitoring of 
unexpected changes in a 
network before they 
become breaches

Vulnerability Assessment Tools: Qualys Vulnerability 

Management

https://www.qualys.com
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Vulnerability Assessment Tools: OpenVAS and 

GFI LanGuard

A framework of several services and tools 
offering a comprehensive and powerful
vulnerability scanning and vulnerability 
management solution

OpenVAS

Scans, detects, assesses, and rectifies 
security vulnerabilities in a network and 
connected devices

GFI 

LanGuard

https://www.openvas.org
https://www.gfi.com
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Other Vulnerability Assessment Tools

Nessus 
Professional

https://www.tenable.com

Nikto 
https://cirt.net

Qualys FreeScan
https://freescan.qualys.com

Acunetix Web 
Vulnerability 

Scanner 
https://www.acunetix.com

Nexpose 
https://www.rapid7.com

Network Security 
Scanner  

https://www.beyondtrust.com

SAINT Security 
Suite 

https://www.carson-saint.com

beSECURE (AVDS) 
https://www.beyondsecurity.com

N-Stalker Web 
Application Security 

Scanner 
https://www.nstalker.com

Core Impact 
https://www.coresecurity.com
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Vulnerability 
Exploitation

Identify the vulnerability01

02

03

04

05

06

07

Determine the capability of the vulnerability

Determine the risk associated with the vulnerability

Gain remote access

Develop the exploit

Generate and deliver the payload

Select the method for delivering – local or remote

❑ Vulnerability exploitation involves the execution of multiple 
complex, interrelated steps to gain access to a remote system 

❑ The steps involved are as follows:
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01 This module has discussed threat and threat sources

02 It also discussed in detail on malware and its types

03 This module gave an overview of malware countermeasures

04
This module also discussed in detail on vulnerabilities and classification 
of vulnerabilities

05
Finally, this module ended with a detailed discussion of vulnerability assessment 
concepts such as vulnerability research, vulnerability scoring systems and 
databases, vulnerability management life cycle, and vulnerability exploitation 

Module Summary

06
In the next module, we will discuss in detail on various password cacking 
techniques and countermeasures


