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1. Risk management process: 

 
2. Risk management context 

 
3. Components of the RM context 

 
4. Scope of the context  

 
5. Designing a risk register 

 
6. Risk Management Planning 

 
 
       



Importance of risk assessment: 

  Lecture 5        Risk assessment considerations 

 
 Risk Assessment: is defined as the overall process of risk 

identification, risk analysis and risk evaluation. 

 
 The purpose of risk assessment is to identify the significant risks that could 

impact the selected feature 
 

 An important feature of undertaking a risk assessment: is to decide 
whether the identified risk is going to be evaluated at the inherent level or 
at the current (or residual) level. 
 



Importance of risk assessment: 

  Lecture 5        Risk assessment considerations 

 The benefit of undertaking assessment of inherent risk: is that the 

difference between the current level and the inherent level can be identified. 

 

  This will give an indication of the importance of the existing control 

measures and the information is used by internal auditors to help identify 

critical controls and set audit priorities.  

 
 For example, if an assessment of an x-ray machine is being undertaken, the safety person 

will assume that the enclosure or cabinet is in good order and the risk should be assessed 
on that basis. The internal auditor will more easily recognize that the enclosure or cabinet 
is a vitally important control factor that has to be subject to a routine inspection. 



Techniques of risk assessment: 
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 The main risk assessment techniques are as following: 

 

1- Questionnaires and checklists: Use of structured questionnaires and 

checklists to collect information that will assist with the recognition of the 

significant risks. 

 

2- Workshops and brainstorming: Collection and sharing of ideas at 

workshops to discuss the events that could impact the objectives, core 

processes or key dependencies 

 
 



Techniques of risk assessment: 
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 The main risk assessment techniques are as following: 

 

3- Inspections and audits: Physical inspections of premises and activities an 

audits of compliance with established systems and procedures. 

 

4- Flow charts and dependency analysis: Analysis of the processes and 

operations within the organization to identify critical components that are key 

to success. 
 



Advantages and disadvantages of RA techniques: 
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Nature of the risk matrix: 
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  Identification of potentially significant risks will be undertaken during a risk 
recognition exercise. It is necessary to decide the: 
 

1. Magnitude of the event should the risk materialize; 
 

2. Size of the impact that the event would have on the organization; 
 

3. Likelihood of the risk materializing at or above the benchmark; 
 

4. Scope for further improvement in control. 



Attitude to risk: 
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  Risk attitude represents the long-term approach of the organization to 
risk 
 

 It is becoming more common for a risk attitude matrix to contain four 
sections. 
 

 These sections can be represented by the 4Cs of comfort, cautious, 
concerned and critical. 



Attitude to risk: 
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Attitude to risk: 
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Example risks involved in buying a car: 
 
 As an example that brings together the ideas of risk appetite and hazard, control and 

opportunity risks, consider the decision to buy a car.  
 

 When deciding which car to buy, there is a need to evaluate hazard tolerance and acceptance 
of uncertainty, as well as the sum of money that will be invested in the opportunity of owning 
a new vehicle.  
 

 Together, these components represent the risk appetite to buy and run a car. In order to 
achieve an upside of taking the risk of buying a car, the benefits obtained must exceed the 
costs involved 



Attitude to risk: 
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Example risks involved in buying a car: 
 
 If undertaking a risk-based evaluation of buying a car is to help with the decision-making 

process, the intended benefits of car ownership should be established. This is equivalent to 
identifying the objectives associated with car ownership. 
 

  The actual financial capacity and ability to run a car also needs to be considered. When 
buying a new vehicle, the buyer needs to make sure that the vehicle selected will not lead to 
more risk and cost than anticipated. The risks that are associated with owning a vehicle 
include breakdown, repairs, accidents, servicing costs and insurance, as well as the purchase 
price and the anticipated annual depreciation. 



Attitude to risk: 
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Example risks involved in buying a car: 
 
 Assume that the decision has been taken to buy a two-year-old prestigious car. The car will 

cost much less money than a new vehicle and the depreciation costs will be much less 
(opportunity risks). However, the repair and maintenance costs may be higher than for a new 
vehicle (control risks). The exposure to accidents, theft and repair costs will be similar for 
most vehicles (hazard risks). 
 

 Remember that the opportunity risks enhance the possible achievement of the benefits of 
owning a car. The control risks increase uncertainty or doubt about achieving these benefits 
and the hazard risks inhibit the achievement of the car ownership benefits 



1- short-, medium- and long-term risks: 
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 The classification of risks into short, medium and long term helps to identify 
risks as being related (primarily) to operations, tactics and strategy, 
respectively.  
 

 This distinction is not clear-cut, but it can assist with further classification of 
risks.  
 

  there will be some short-term risks to strategic core processes and there may 
be some medium-term and long-term risks that could impact operational 
core processes.  



1- short-, medium- and long-term risks: 
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 A short-term risk has the ability to impact the objectives, key dependencies 
and core processes, with the impact being immediate. 
 

  Medium-term risks usually impact the ability of the organization to maintain 
effective and efficient core processes that are concerned with the 
management of tactics, projects and other change programmes.   
 

 Long-term risks usually impact the ability of the organization to maintain the 
core processes that are concerned with the development and delivery of 
effective and efficient strategy.  



1- short-, medium- and long-term risks: 
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 The next Figure illustrates short-term, medium-term and long-term risks in 
terms of the source of these risks.  
 

 The risks arise from the operations, tactics and strategy adopted by the 
organization.  
 

 For the sake of completeness, the category of compliance risks is also 
included, since this is an additional category to operations, tactics and 
strategy.  



1- short-, medium- and long-term risks: 
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 The need to respond to risks according to whether they arise from 
strategy, tactics, operations or compliance (STOC) is summarized by 
embrace, manage, mitigate and minimize (EM3) respectively.  
 

 The purpose of the bow-tie illustration of risk management is to 
demonstrate that sources of risk can lead to events that have 
consequences 
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1- short-, medium- and long-term risks: 
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 The pervious Figure provides an example of the bow-tie being used to 
represent the three components of risk: source, event and impact.  
 

 In this high-level representation, risk sources are identified as strategic, 
tactical, operational or compliance. 
 

 Impacts are represented using the FIRM risk scorecard, as described in the 
following Table. 
 

 At the center of the bow-tie is the event, as described by the component of 
the organization that will be impacted by the event. 



2- FIRM risk scorecard: 
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 The classification system also reflects the idea that every organization 
should be concerned about its finances, infrastructure, reputation and 
marketplace success. In order to give a broader scope to commercial 
success, the headings of the FIRM risk scorecard are as follows: 
 

 F Financial; 
 I Infrastructure; 
 R Reputational; 
 M Marketplace. 
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3- PESTLE classification system: 
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4- Compliance, hazard, control and opportunity 

  Lecture 5        Risk classification systems 

 Categorizing risks according to a single risk classification system is not 
always helpful 
 

 Risks need to be classified according to the source or impact as well as 
according to the timescale of the impact. 
 

  Therefore, a combination of the FIRM risk scorecard and the classification 
of risks as hazard, control and opportunity risks, or classifying them 
according to whether they are short term, medium term or long term, all 
can be used to provide a complete picture. 



Project Risk Identification: 
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2-1 Risk Identification during Project Development: 
 
Risk identification is ongoing through project development: 
 
1. Planning 
2. Scoping 
3. Design/Plans, Specifications, and Estimate (Engineer’s Estimate) 
4. Construction 
 



Project Risk Identification: 

  Lecture 5        Project Risk Management Guide 

2-2 Risk Identification: Inputs, Tools and Techniques, Outputs: 
2-2.1 Risk Identification Inputs 

 The most important first input is a defined project. In order to fully understand and assess. 
project risks we must ensure a mutual understanding of the project under evaluation. 
 

 Fundamental information about a project includes a clear statement of need. To focus on 
risks and uncertainties our project will face, we must know the project in context, scope, 
schedule, and estimate. 
 

  Information is commensurate with the level of project development at the time of risk 
analysis. Progressive elaboration should not be confused with scope creep. 



Project Risk Identification: 
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2-2 Risk Identification: Inputs, Tools and Techniques, Outputs: 
2-2.2 Risk Identification Tools and Techniques 

 Brainstorming: An effective method, brainstorming can range from a small informal project 
team effort for simpler projects to a full-blown CEVP® workshop. Effective brainstorming 
requires a skilled facilitator, working together with the project team and specialists who can 
bring additional expertise. 
 

 Checklists and/or questionnaires to “specialty groups”: Checklists/questionnaires are quick 
and easy to use, but limited in nature; they only deal with the items on the list. Each project 
is unique, so a standard list will often not capture the project-specific risks of most concern. 
Though it can be limited, a checklist/questionnaire can spark thinking prior to a more formal 
brainstorming process. 



Project Risk Identification: 
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2-2 Risk Identification: Inputs, Tools and Techniques, Outputs: 
2-2.2 Risk Identification Tools and Techniques 

 Examination of past similar projects: Lessons learned from past projects help us to avoid 
repeating mistakes. Using past examples requires prudent and objective judgment, since a 
previous project may be similar but is nonetheless different because each new project has 
unique requirements and features, including uncertainties and risks. 
 

 A combination of the above methods and/or others: It is quite likely that for most projects, a 
 combination of the above methods will be used to identify risks.  
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