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1. QoS at Layers  
(Application layer, Transport layer, Network layer, Data link layer, QoS ipv4 vs ipv6 ) 

2.     ToS & DSCP  
(IP Precedence,  8 bits, DSCP to Service Class Mapping, ) 

3. Configuration for QoS 
(cmd  ping  -v , ) 

4.     Quick Review for : 
• NetfilterQueue 1.0.0 
• QoS within Sockets (IPPROTO_IP  IP_TOS,  QoS API in windows 

         SOL_SOCKET/SO_PRIORITY,  
                            IPPROTO_IPV6   IPV6_TCLASS, IPV6_RECVTCLASS, 
                           ICMP traffic_class ) 

2 



QoS at Layers  
Module 

3 

 
1) QoS in the Application Layer 
2) QoS in the Transport Layer  
3) QoS in the Network Layer  
4) QoS in the Link Layer 

 

 QoS could be achieved in any of the protocol 
layers. 

 Most existing QoS solutions are deployed 
in Layer 3 (network layer). 
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 With the rapid emergence of Web applications, the demand for application-level 
QoS control on local computers is growing.  

 The disorderly competition in bandwidth usage may cause bandwidth-sensitive 
applications working abnormally.  

 Although the traditional fixed bandwidth allocation strategy can avoid this problem 
and guarantee the QoS, it can lead to bandwidth idling. 
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 Various compression techniques and a host of coding techniques to adapt application 
traffic to network conditions and to economize the use of bandwidth.  
• HTML, MPEG,  MP3 etc. 

 Various application protocols and standards to meet specific needs of application 
users. 
• Internet Explorer, Chrome Navigator, etc. are used for web browsing. 
• Microsoft Outlook Express, WhatsApp, Zoom , etc. are used for e-mail and chat. 
• developing playback buffer to reduce the effect of network fluctuations such as 

jitter. 
 

5 



QoS in the Transport Layer  
Module 

3 

 TCP and UDP use a checksum facility in the header field of the datagram they transport to 
check the integrity of the datagram.  

 TCP is with built-in traffic management and control mechanisms. 
 TCP has both a packet rate control and a congestion control mechanism that will reduce 

packet loss and build-up of packet delay.  
 Each correctly received TCP packet is acknowledged thereby providing guaranteed service to 

the sender.  
 TCP QoS execution is suitable for old applications.  
 TCP cannot provide a consistent level of service that will satisfy the need of real time 

applications.  
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1) IP protocol does not provide guaranteed service. 
2) IP has implicit QoS provision.  
3) The Type of Service (ToS) byte field in IPv4 packet header, which has so far not been 

used, was designed for QoS control.  
4) A checksum facility is also available in the packet header to check if the packet header 

has been corrupted.  
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5) IP can use a protocol, such as Internet Control Message Protocol (ICMP) to 
communicate error messages such as packet loss.  

6) It also could be used to transmit or relay various control messages and configuration 
information from receiver host to sender host.  

7) These functions, add together to enhance QoS for packet delivery in the network layer.  
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DSCP 



ToS (IP Precedence)  
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(CU: currently unused) 
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CS = 000 

CS No.  

https://www.tucny.com/Home/dscp-tos 
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AF (Class No. +  No.  + 0) 

 To Find the decimal value of an 

AF= XY   8x + 2y  
ex :     AF32 =  8×3 + 2×2= 28 

 There are 4 different classes and each 
class will be placed in a different queue, 

 Each class there is also a drop probability. 
When the queue is full, packets 
with a ―high drop‖ probability will be 
deleted from the queue before the other 
packets. 

 In total there are 3 levels for drop 
precedence. Low Medium High 
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 The type of service (ToS) field in the IPv4 packet header is mapped identically to the Traffic 
Class field in IPv6, and it is used in the same fashion. With IPv6, however, several additional 
classifiers must be considered, all related to the IPv6 packet header format. 
 

 DSCP (Differentiated Services Code Point) marking uses 6-bits of the 8-bit ToS field in the IP 
Header to provide up to 64 classes (or code points) for traffic.  
 

 Since DSCP is a layer 3 marking method, there is no concern about compatibility as there is 
with 802.1p marking. Devices that do not support DSCP will simply ignore the tags, or at 
worst, they will reset the tag value to 0. 

 

https://what-when-how.com/ipv6-for-enterprise-networks/quality-of-service-qos-ipv6/ 
https://help.sonicwall.com/help/sw/eng/5800/25/9/0/content/Ch78_Firewall_Managing_QoS.088.08.html 
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 Default PHB—With the 3 most significant bits of the DiffServ/DSCP field set to 000, the Default 
PHB is used for best effort (BE) service. If the DSCP value of a packet is not mapped to a PHB, it is 
consequently assigned to the default PHB. 
 

 Assured forwarding (AF) PHB—With the most significant 3 bits of the DSCP field set to 001, 010, 
011, or 100 (these are also called AF1, AF2, AF3, and AF4), the AF PHB is used for guaranteed 
bandwidth service. 
 

 Expedited forwarding (EF) PHB—With the most significant 3 bits of the DSCP field set to 101 
(the whole DSCP field is set to 101110, decimal value of 46), the EF PHB provides low delay service. 

http://www.patrickdenis.biz/blog/ip-precedence-dscp-tos-lookup-table/ 
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 There is 3 different overall Models for QoS : 
1) Best Effort is when no QoS is apply to packets , FIFO for high speed interfaces and scalable with no 

Overhead. 
2) IntServ (Integrated Services) is where devices/applications exchanges reservations information to enforce 

QoS ( not scalable ) 
• the main process is Resource Reservation Protocol ( RSVP ) it use PATH and RESV messages. Some 

called this Hard QoS. 
• Resource Reservation – Device reserve appropriate bandwidth for their needed flow. 

Admission Control – Device decide when reservation request should be rejected. 
3) DiffServ (Differentiated Services) is where devices don‗t have to exchange any reservation information but 

you have to configure them separately. 



cmd  ping  -v 
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There is a quite easy way to get from one to the other:    
 

1) DSCP * 4 = ToS, 
2) or you can use following table 

(https://www.tucny.com/Home/dscp-tos). 
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QoS in the Link Layer   
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 The Internet link layer is made-up of diverse network technologies with disparate QoS 
offerings. 

 Although they generally provide the same best-effort service to datagrams from higher-
layer protocols such as Internet Protocol (IP), each of them traditionally has its own 
style of QoS built into it.  

 For example: Ethernet or Token Ring has a contention resolution algorithm built into 
its medium access mechanism to limit packet loss as a result of traffic collision. The 
Ethernet Carrier Sense Multiple Access with Collision Detention (CSMAlCD) is a highly 
efficient and popular media access mechanism.               (CSMA/CA in adHoc) 
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 One of the layer 2 method is the IEEE 
802.1p standard, wherein 3-bits of an 
additional 16-bits inserted into the header 
of the Ethernet frame can be used to 
designate the priority of the frame. 

https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-500-series-stackable-managed-switches/smb2743-
configuration-of-cos-802-1p-to-queue-mapping-on-sx500-series.html 
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 The 8021p-inbound command maps the 802.1p priority of incoming VLAN packets in a 
DiffServ domain to the PHB and colors the packets (                          ). 
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How to setup QoS in your modem?  
 

https://www.tp-link.com/ae/support/faq/535/ 
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 pip install NetfilterQueue 
 

1) NetfilterQueue provides access to packets matched by an iptables rule in Linux. Packets so 
matched can be accepted, dropped, altered, reordered, or given a mark. 

2) The current version of NetfilterQueue requires Python 3.6 or later. The last version with 
support for Python 2.7 was 0.9.0. 
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 Set Socket Options     setsockopt()  
 

 For IPv4, you need to use IPPROTO_IP/IP_TOS. 
 For IPv6 you need to use IPPROTO_IPV6/IPV6_TCLASS.  

• In the DSCP value: bits shifted to the left 2 places, since DSCP is a 6 bit field, but IP_TOS and IPV6_TCLASS 
are 8 bit fields. 

 IPV6_RECVTCLASS (set, get  Bolean/DWORD) 
 SOL_SOCKET/SO_PRIORITY 

 ICMP  traffic_class 
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 IPPROTO_IP creates a socket that sends/receives raw data for IPv4-based protocols (TCP, UDP, etc). It will 
handle the IP headers for you, but you are responsible for processing/creating additional protocol data inside the 
IP payload. 

https://www.ibm.com/docs/ja/i/7.2?topic=ssw_ibm_i_72/apis/ssocko.htm 

s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_IP) 



IP_TOS (since Linux 1.0) 
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 Set or receive the Type-Of-Service (TOS) field.  
 There are some standard ToS flags defined:  

• IPTOS_LOWDELAY to minimize delays for interactive traffic. 
• IPTOS_THROUGHPUT to optimize throughput. 
• IPTOS_RELIABILITY to optimize for reliability. 
• IPTOS_MINCOST should be used for "filler data" where slow transmission doesn't matter.  
 

 Some high priority levels may require super user privileges (ADMIN ).  
 The priority can also be set in a protocol independent way by the (SOL_SOCKET, SO_PRIORITY) 

socket option. 



IP_TOS ( in windows) 
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import socket 

 

# the public network interface 

HOST = socket.gethostbyname(socket.gethostname()) 

print('HOST=', HOST) 

# create a raw socket and bind it to the public interface 

s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_IP) 

s.bind((HOST, 0)) 

 

# Include IP headers 

s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1) 

s.setsockopt(socket.IPPROTO_IP, socket.IP_TOS, 1) 

 

print('IP_HDRINCL = ', s.getsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL)) 

print('IP_TOS = ', s.getsockopt(socket.IPPROTO_IP, socket.IP_TOS)) 

 

# receive all packages 

s.ioctl(socket.SIO_RCVALL, socket.RCVALL_ON) 

 

# receive a package 

print(s.recvfrom(65565)) 

print(s) 
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https://support.talkdesk.com/hc/en-us/articles/360025362612-Implementing-QoS-in-Windows-Environments 

 Implementing QoS in Windows Environments 

 QoS API :   is the only interface that programmers will require to create QoS-aware or QoS-enabled applications. 
Most operations that happen on behalf of an application in the QoS sequence are a result of QoS API 
calls communicating requests down (and sometimes back up) through QoS components. 

 RFC 3168 [Ramakrishnan, Floyd, and Black 2001] contains the definition of the ECN field (Part of ToS). 
Applications should generally leave the setting of the ECN field to the kernel, and should specify zero 
values in the low two bits of the value set with IP_TOS.  

https://www.masterraghu.com/subjects/np/introduction/unix_network_programming_v1.3/ch07lev1sec6.html 

https://docs.microsoft.com/en-us/windows-server/networking/technologies/qos/qos-policy-top 
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 Indicates whether the IP stack should populate the control buffer with a message containing 
the Traffic Class IPv6 header field on a received datagram. 

 When this value is true, the WSARecvMsg function will return optional control data containing 
the Traffic Class IPv6 header field value of the received datagram.  

 This option allows the Traffic Class IPv6 header field of the received datagram to be returned in 
the WSAMSG structure. The returned message type will be IPV6_TCLASS.  

 All DSCP bits of the Traffic Class field will be returned.  
 This option is only valid on datagram sockets (the socket type must be SOCK_DGRAM). 
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https://docs.microsoft.com/en-us/windows/win32/api/mswsock/nc-mswsock-lpfn_wsarecvmsg
https://docs.microsoft.com/en-us/windows/desktop/api/Ws2def/ns-ws2def-wsamsg
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https://networktechstudy.com/home/learning-about-quality-of-service-qos 


