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Chapter One: The General Framework of Cybercrime and Cybersecurity
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Section One: The Legal Concept of Cybercrime and Its Distinction from
Traditional Crimes
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Cybercrime is one of the most significant emerging legal challenges of the twenty-first
century, as it relies on technology as both a medium and a tool for committing
criminal acts. It is defined as any unlawful act committed through computer systems,
networks, or digital platforms aimed at harming data, gaining unauthorized access to
information, or disrupting electronic services.
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Cybercrimes differ from traditional crimes in that their scene is virtual and not bound



by a specific geographic location. They are often committed remotely without any
physical presence between the offender and the victim. The evidence in such crimes is
digital and requires advanced technical expertise to identify and verify, making
investigation and proof far more complex than in conventional crimes.
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The Saudi Anti-Cybercrime Law, issued by Royal Decree No. M/17 of 1428H,
identifies a number of acts that constitute information crimes, such as unauthorized
access to systems, interception of data, misuse of technical devices, or violating
individuals’ privacy through digital networks.
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Section Two: The Concept of Cybersecurity and Its Objectives in the Saudi
Legal System

Aad ) Aadastl dlen ) dal 1) Ay il g Asaadaiil) o Al Cule) jal) de sama asl S juad) ) o el
ASlaall el gl 85 il sheall 1 53 AaDlas 5 Ay s e s cie g puiall e Cilaladia) 5 Cllaagdl (g
OsSUAY VY ale A1) ¢padU Aila gl Angd) ¢ L) JDA (e Jlanall N3¢y L Lalatia) 23 gadl) 3y y2ll
) e il gl bl aa 5 duaidiall dgall,

Cybersecurity is defined as the set of technical, organizational, and legal measures
aimed at protecting digital systems from attacks or unauthorized uses while ensuring
the confidentiality, integrity, and availability of information. Saudi Arabia has given
great attention to this field by establishing the National Cybersecurity Authority in
2017 as the body responsible for setting national cybersecurity policies.
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The main objectives of cybersecurity in the Kingdom include building a secure digital
environment that contributes to economic and social development, enhancing
individuals’ and institutions’ trust in governmental and private electronic services,
and developing national capabilities to confront cyber threats.
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The Authority also issued the National Cybersecurity Strategy, which defines five
main pillars: governance, preparedness, resilience, cooperation, and capacity
building. This represents an integrated model for implementing cybersecurity at both
national and institutional levels.
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Chapter Two: The Legal and Institutional Framework of Cybersecurity in the
Kingdom of Saudi Arabia
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Section One: The Anti-Cybercrime Law and Analysis of Its Provisions
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The Anti-Cybercrime Law was issued under Royal Decree No. M/17 dated 8/3/1428H,
serving as the primary legislative framework for combating cybercrimes in the
Kingdom of Saudi Arabia. The law aims to promote justice, security, and public
interest by defining criminalized acts and prescribing penalties for each.
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Among the main offenses covered by the law are unauthorized access to devices or
networks, destruction or alteration of data, information espionage, privacy violations
through the misuse of mobile phones with cameras, dissemination of pornographic
materials, and online threats or blackmail.
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The penalties range from one to ten years of imprisonment and fines of up to five
million Saudi Riyals, depending on the severity of the criminal act. The law also
grants courts discretionary power in determining appropriate penalties.

1 Le 4] ¢ atinnall (5] 5 i e gl (5 ginna by 5 g I il jall (g anl b ool 138 agadd 85
Al s ilangl) ol ¢ 555 Tl 3l § U e iy inna s ) Al

This law has contributed to reducing cybercrimes and increasing legal awareness in
society, yet it still requires continuous updates to keep pace with rapid technological
advancements and evolving methods of cyberattacks.
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Section Two: The National Cybersecurity Authority and Its Regulatory and
Supervisory Role
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The National Cybersecurity Authority (NCA) is the competent body responsible for
formulating and implementing national cybersecurity policies and strategies. It was
established by Royal Order No. (6801) dated 11/2/1439H and reports directly to the
Custodian of the Two Holy Mosques, reflecting the high importance of its role.

e sSal) cilesal) Ayl el e s el yund) Cilangl (pe 280l 4 yunll lloanl) dlan Y] gl Congs
o) 51 Jlae 8 duaiadie il g < a8 el g cdsbual) Aplaiy)

The Authority aims to protect the Kingdom’s vital interests from cyberattacks, ensure
the continuity of critical governmental and economic services, and develop
specialized national capabilities in the field of cybersecurity.
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The NCA launched the National Cybersecurity Strategy, which includes key pillars
such as strengthening governance, promoting cooperation, ensuring effective incident
response, developing human capacity, and issuing executive regulations governing
information security across public and private sectors.
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Additionally, the Authority plays a role in assessing governmental entities’ readiness
through the “National Cybersecurity Classification” initiative, which aims to improve
technical systems’ efficiency and promote adherence to national standards.
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Chapter Three: Challenges and Future Trends of Cybersecurity in the Kingdom
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Section One: Legal and Technical Challenges Facing Cybersecurity
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One of the main legal challenges facing the Kingdom in this field is the rapid
evolution of cybercrime compared to the pace of legislative updates, as new forms of
attacks emerge that require flexible legal provisions capable of adapting to ongoing
technological transformations.
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Authorities also face challenges in recruiting specialized cybersecurity personnel,
raising public awareness of cybercrime risks, and achieving effective international
cooperation in tracking crimes that transcend national borders.
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On the technical side, rapid developments in artificial intelligence, cloud computing,
and the Internet of Things create new risks that require continuous updates to digital
infrastructure and the enhancement of protection systems.
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Section Two: Proposals for Developing the Legal and Technical Framework
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First, it is essential to update the Anti-Cybercrime Law to encompass emerging
crimes such as Al-based hacking and digital currency fraud.
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Second, a unified national platform should be established to bring together legislators
and technical experts to develop adaptable legislation responsive to technological
change.
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Third, specialized courses in cyber law should be integrated into higher education
and judicial training programs to prepare professionals capable of understanding the
intersection of technology and legislation.
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Fourth, international cooperation should be strengthened in the exchange of
information and the pursuit of transnational cybercrimes, particularly through
participation in global agreements such as the Budapest Convention on
Cybersecurity.
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Conclusion, Findings, and Recommendations
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The study concludes that Saudi Arabia has achieved significant progress in

establishing a legal and institutional framework for cybersecurity; however, the fast-
paced technological developments necessitate more flexible and proactive legislation.

It also revealed that the integration between law and technology is the key to
achieving a secure and sustainable digital environment.
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Key Findings:
1. The effectiveness of the Anti-Cybercrime Law in limiting cyber offenses.
2. The significant role of the National Cybersecurity Authority in enhancing
digital protection.
3. The need for new legislation to address Al-driven crimes.
4. Insufficient international cooperation in tracking cross-border crimes.
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Main Recommendations:
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Update the Anti-Cybercrime Law and its executive regulations.
Incorporate cybersecurity education into legal and security curricula.
Establish a national joint council between legal and technical authorities.
Adopt unified international cybersecurity standards.
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