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[bookmark: _Toc128069129]Abstract
	Air Gapped networks always face challenges when it is connected to IoT Devices in meeting the requirements of being an environment that is both securely current and accessible. In order to transfer security updates from the internet into a secure and isolated environment, the environment administration therefore devises very antiquated methods. This requires the operational staff to endure a labor-intensive process that is prone to human error and will take a great deal of time and effort. The Data diode physically regulates the flow of traffic, allowing only the forward traffic to pass through and blocking the backward traffic by using the semi-conductors as electronic logical circuits. As a security feature that could make the air gap network's interactions with other environments more convenient and secure, data diodes might be a good way to mediate communication between the air gapped network and the outside world. 
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Introduction
	Because an air gapped environment is isolated, hackers cannot access or alter any stored data, which is a great way to lower the costs associated with cyberattacks. This lessens the possibility that a successful attack on a regular network with exposed data will cause financial losses and disrupt business. Air gapped networks offer heightened security measures compared to standard networks as well as lower maintenance requirements, fewer resources needed, and lower costs when compared to traditional cybersecurity solutions. These networks are an effective solution for businesses that need maximum levels of security for their sensitive information. In the end, companies should consider the advantages and disadvantages of an air gapped system before determining which security precautions to take. In the end, it's critical for companies to comprehend the advantages and disadvantages of setting up an air gapped network as well as how the additional security measure may help them. Businesses can then more accurately determine whether or not this kind of infrastructure would be beneficial for their specific situation and make sure they have enough protection against malicious actors by adopting an informed approach. Air gap networks reduce the possibility of hacking since the machine is totally disconnected, the data is encrypted, and the network is isolated. This system is an important defensive tool for shielding private information from unauthorized users or bad actors. Sensitive information is isolated on Air Gap Networks from malevolent third parties. The primary advantage of an air gapped network is its high security, as data can only be physically accessed by those who are authorized.
	Air gapped networks have low setup costs and resource requirements, which makes them easy to implement and maintain in addition to being extremely secure. The primary advantage of creating, whether or not individuals are authorized. When a company needs to secure extremely sensitive data and restrict access to a small number of reliable individuals who can visit the location physically, an air gapped network can be helpful. Because attackers cannot remotely access the system, an air gapped network can also offer physical security that is not possible with conventional networks. Air gapped networks can lower the complexity and expenses involved in managing significant volumes of sensitive data in a single environment in addition to providing an increased level of security. They are therefore especially helpful for businesses that need to protect a lot of sensitive information. Public Internet infrastructure makes up an air gap network.
	An air gapped network's primary advantage is the increased security it offers because data can only be accessed by authorized individuals who are physically present in the area. Furthermore, because air gapped networks are isolated from other networks and don't rely on outside sources for authentication or monitoring procedures, they provide more control over sensitive data. They are therefore especially helpful for applications that need a high degree of security and data control. The primary advantage of an air gapped network is its high security, as data can only be physically accessed by those who are authorized. Air gapped networks also have low setup costs and resource requirements, making them comparatively simple to establish and maintain. Additionally, they provide physical defense against outside threats like malicious actors or hackers who might attempt to access the system remotely. They are therefore the perfect security solution for businesses that need to safeguard sensitive information. The main advantage of entering the system without having physical access right away.

Background
	Computer networks or systems that are kept apart from other networks and the internet are referred to as "air gapped infrastructure." This kind of isolation requires that physical media, such as USB drives, CD-ROMs, or floppy disks, be used for all communication between the air gapped network and any other external system. An air gapped network's primary goal is to keep unauthorized users and malicious actors from accessing sensitive data. There are many advantages to an air gapped environment for companies that need to protect their customer data and intellectual property. One of the main advantages of this kind of setup is increased security; because of its limited interaction with external networks, it eliminates the majority of threats posed by cyber attackers. This means that there are fewer entry points for attackers to exploit and that the data stored within the air gapped network is kept hidden from prying eyes. Furthermore, since hostile insiders would require physical access to obtain any confidential information, an air gapped system can be used to defend against insider threats. By preventing unauthorized individuals from accessing sensitive information, this also helps to ensure compliance with industry regulations. Additionally, compared to other security measures like firewalls or antivirus software, an air gapped environment usually uses less resources. An air gap requires very little ongoing work for maintenance after it is first set up and configured, so it doesn't require complicated updates or upkeep. This lets companies take advantage of the security advantages of an air gapped system while focusing their resources on other projects.
Problem Statement
	The isolated nature of air gapped infrastructure creates a distinct set of challenges. The most common security risks when it is connected to the (IoT) are those caused by insider attacks, manual updates, and human error.
Problem Domain:
Among the major issues facing the Internet of Things (IoT) are privacy and security. Among the difficulties facing IoT are improper device updates, a deficiency of strong and efficient security protocols, user ignorance, and well-known active device monitoring.

Problem Description:
	Various challenges have compromised the integrity of user data when (IoT) infrastructures attempt using Air-Gapped infrastructure, including spoofing and jamming attacks and other forms of unauthorized access. Potential solutions exist that can assist the user in putting different security measures in place to help secure their Internet of Things devices. As per [1], a range of privacy threats have surfaced in the current times, with the ability to infiltrate IoT technologies and their interconnected networks. Managing the security of IoT devices in companies and organizations is a difficult task. It is imperative for organizations to implement monitoring and scanning tools for all IoT devices in order to identify potential privacy threats and reduce the likelihood of a breach. Trac analyzers and interceptors aid in the detection and investigation of different cyberthreats. A number of studies and services have been carried out regarding the current trends in IoT security [1]. Various IoT devices and their guards have faced challenges or attack vectors due to multiple services. The development of the novel IoT security protocol can also be aided by the availability of multiple platforms, modelers, and simulation tools. It is reasonable to state that research on IoT security has advanced quickly, and this progress has been aided by a variety of modeling tools and simulation tools. There will be serious problems if the IoT devices malfunction.
Research Objectives
	In order to maintain the isolation of communication between the Internet of Things and air gapped infrastructure, data diodes should automate security updates into the isolated infrastructure, enforce maximum security, and allow the network operation center and security operation center to respond to threats and technical issues. Worldwide critical services providers identify their technical infrastructures as critical infrastructures, and since information is the most valuable resource for contemporary businesses, rivals desire access to it. When extremely sensitive data is involved, an organization may use air-gap isolation, in which there is no networking connection between the internal network and the external world.
	Although infiltration of an air-gapped network has recently been shown to be possible, data exfiltration from an air-gapped network is still considered one of the most challenging phases of an advanced cyberattack. 
If a standard network connection was used, the security strength of protection for the more controlled network would drop to the level of the less controlled network [2].
Research Scope
	Data diodes offer a one-way data transfer system that is intended to stop malicious actors from infiltrating these systems, making them a dependable solution for guaranteeing the security between Internet of Things (IoT) and air gapped infrastructures. In an air gapped infrastructure, only authorized personnel can access and modify the data by using a data diode. This lessens the possibility of unintentional or deliberate tampering with sensitive data, which helps prevent insider attacks and human error. Because they enable IT teams to apply patches and fixes without having to establish a direct connection with the system, security updates on air gapped infrastructure are also making it easier to automate security updates. This makes it much simpler for businesses to promptly verify that their systems are secure and up to date. Additionally, data diodes facilitate the process of maintaining system isolation from one another and offer a safe means of data transfer between networks, obstructing malicious actors from obtaining sensitive data.
The ability to combine data diodes with encryption techniques like RSA or AES is another advantage of using them to secure air gapped infrastructures. By doing this, businesses can guarantee the security of their vital data while still enabling file transfers across networks without putting the system at risk. Businesses can develop an efficient security solution that keeps their infrastructure safe and secure by combining these technologies.
All things considered, data diodes are an effective instrument that can be applied in a range of situations to safeguard air gapped infrastructure and guarantee that the data inside is kept safe from prying eyes. Data diodes facilitate the automation of the communication of the (IoT) devices and security update and patching procedures while maintaining network isolation by offering a one-way data transfer system. Because of this, they are a priceless resource for businesses trying to keep their sensitive data as secure as possible.
Robust security solutions, such as the data diode, are necessary as long as technology is evolving to help businesses protect sensitive data. Organizations can build a strong security solution that offers optimal protection against malevolent actors and permits file transfers between networks without jeopardizing the integrity of their infrastructure by combining these tools with encryption techniques. Data diodes are an effective tool that helps organizations manage their security posture and maintain the security of air gapped infrastructures.
Literature Review
	The gapped void that surrounds the server as a physical barrier to keep the server's datacenter isolated from any outside connections is where the term "air gap" originates.
The term "air gap" refers to a modern security measure that involves isolating a computer or network and preventing it from connecting to the outside world [2]. It also describes a technique to set the used technology at the logical security perimeter for two systems interacting with each other [1]. A computer that is physically isolated and unable to connect wirelessly or physically to other computers or network hardware is known as an air-gapped computer [3]. An air gapped network must connect to other networks for a number of valid reasons [3]. Despite being totally cut off from the outside world, air gapped networks are actually typically connected to supportive environments [3][4] in order to meet all security requirements.
	For example, the most widely used information security module in the world, Confidentiality, Integrity, and Availability (CIA), is used in conjunction with an air gapped security perimeter as a dependable solution to address only a portion of the confidentiality issue related to authentication [4], leaving the authorization portion to be addressed by other cybersecurity measures implemented in the environment, not to mention the concerns regarding Integrity and Availability [5][6]. Therefore, in order to rely on the remaining security techniques, we must communicate with the environments that support them and offer the best solution for the remaining components of the CIA module, such as the Demilitarized Zone (DMZ) Environment and the Information Technology Operation Center (ITOC) Environment. Environments for Business Continuity (Disaster Recovery) (Offsite Backup) [1][2][4].
These processes are typically carried out manually by operators who obtain security updates from a reliable source every day. They then disconnect from the public network, connect to an air gapped network, and proceed offline to transfer the security updates [4]. Another scenario is that operators may take action if they notice errors or warnings on the dashboard and wait to respond until the moment of transport to the air gapped network [2]. The backups for business continuity plans must be physically moved or routinely transferred to an offsite location, which will adversely affect RTO and RPO [2].
As is now evident, the term "air gap" refers to a specific degree of assurance that communication will take place on the highest possible level of trust and security without relying on predetermined automated processes.
We must delve deeply into the nature of communication and how the environments connect to one another in order to find the solution that will allow us to automate the communication between the air gap network and the supportive environments with the same level of reliability.
Supervisory Control and Data Acquisition systems are used to remotely monitor and manage the behavior of the devices and systems that comprise Critical Infrastructures (CIs). Operators of CIs have long employed the air gap principle, a security measure that physically isolates the control network from other communication channels [7]. True isolation is difficult to achieve, though, because connectivity is used so extensively these days. Critical Infrastructures are more susceptible to network attacks when they use open protocols and have higher connectivity [1][3][4]. To address this conundrum, sophisticated security measures are needed to counteract malicious intrusions, which are increasing in quantity and diversity [4].
Examines scholarly research articles, business white papers, expert discussions, and internet resources to discuss IoT ideas. This study article's primary topics also include the definitions, genotypes, prerequisites, traits, and aliases of the Internet of Things. The main objective of this paper is to provide an overview of the Internet of Things, important technologies, and everyday applications of these technologies. However, this manuscript will effectively facilitate knowledge acquisition and give novice researchers a comprehensive understanding for their research in the field of the Internet of Things (Technological GOD) [8].
The constantly evolving IoT technologies will soon cause the concept of the Internet of Things to grow very quickly and on a very large scale. This new paradigm of networking—which incorporates intelligence into everything around us—will have an effect on every facet of our lives, ranging from automated homes to smart health and environment monitoring. In this paper, we discussed the vision of IoT and presented a clear architecture for its deployment. Next, we talked about several enabling technologies and some of the related security risks. Finally, we discussed a range of Internet of Things applications that are expected to enhance our daily lives [9]. The Internet of Things has expanded rapidly in the past few years, and numerous enabling technologies have been developed. The next big thing is clearly the Internet of Things. All objects that are available are becoming intelligent. There is a lot to learn about the Internet of Things. Many new technologies are expected to emerge in the coming years, expanding our knowledge of the smart world to unprecedented levels. The future of IoT is very bright. Our cars and bills would all be connected, allowing for a higher standard of living [10].
Expected Outcomes
	The gapped void that surrounds the server as a physical barrier to keep the server's datacenter isolated from any outside connections is where the term "air gap" originates.
We need to make sure that our networks are always secure because there are an increasing number of cyberthreats. Automated collection and transmission of security solution updates within an air gapped infrastructure is one method for accomplishing this. Diodes for unidirectional data allow for this. A technology called a unidirectional data diode is made to only enable one-way communication. This kind of device lets information go in one way while shielding networks and systems from outside threats. When two locations aren't connected by any other means, the data diode can be set up to offer secure and dependable communication. The data diode offers an encrypted channel for Internet of Things communication, for instance, if one location is an air-gapped infrastructure and the other is a public connection.
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	Since data diodes can stop any unauthorized bi-directional communication from happening between two networks, they are particularly helpful when it comes to updating security solutions.
1- Configure the settings: In order to enable the host network to access the internet while blocking any incoming traffic, the first step is to configure the settings on both sides of the data diode. Administrators should set up security features like encryption and authentication procedures at this point.
2- Online Connection: The two networks then need to establish an online connection. By blocking all incoming traffic, the data diode serves as a gateway that lets the host network access internet resources. Many techniques, including virtual private networks (VPNs) and secure file transfer protocols (SFTPs), are used to accomplish this. Administrators can download security patches for their systems via these connections.
3- Downloading: The third step involves downloading the patch to a network storage device that can be accessed by any solutions that might require security updates. You can use a removable storage device, such as a USB drive, or you can use the network storage's address, which can be IP, MAC, or WWN. This makes it possible for administrators to transfer it securely between networks. For larger files, it might be necessary to use multiple devices, depending on the size of the patch.
4- Deploying: Applying the patch to the host network is the last step. Administrators can perform a verification check after it has been safely inserted to make sure the security solution has been updated and that no malicious code was added in the process. By doing this, air gapped infrastructures are better shielded from security threats and cyberattacks.
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