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ForewordChapter

02

• In today's human-centered network era, security has become the 
biggest concern for network development. It also will be a more 
trending topic in the coming Internet of Things (IoT) era where 
everything can be connected.

• IoT security involves four layers: application, platform, network, and 
device. A comprehensive security protection mechanism must be 
designed to ensure collaborative protection at each layer.



ObjectivesChapter
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• Upon completion of this course, you will have an 
understanding of:

❑Problems faced by IoT
❑Huawei IoT security technologies
❑Typical Huawei IoT security cases



At the end of this course, you will have knowledge of:

• Common IoT wired communication technologies.
• The technical standards, features, and differences between various short-range wireless communications 

technologies.
• The characteristics and developing trends of cellular mobile communication technologies.
• The  characteristics   of  Low  Power  Wide  Area  (LPWA)  communications technologies and distinguish 

between their different types.

Tesla IncidentChapter
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Nanjing Environmental Protection Bureau Incident
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DDoS Attack on Network Cameras in U.SChapter
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Summary of Threats in Key IoT Security FieldsChapter
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Trend of Network Attack TechnologiesChapter
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“3T+1M” Framework of the Huawei IoT Security Solution
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Huawei IoT Security System – Cloud Pipe Device
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Huawei IoT Security System – Cloud Pipe Device
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Device Security: Firmware Validity and Integrity 
Achieved by the FOTA Digital Signature
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Pipe Security: Anti-DDoS and Signaling Storms
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Cloud Security: E2E Authentication, Access, and Transmission 
Security on the IoT Platform
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Typical Use Cases of “3T+1M” in IoT Security – Bicycle Sharing
Chapter
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Thank You
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