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Cryptography vs Encryption

❑ Cryptography is the broader field (the science); encryption is a 
specific tool within that field (the process)

❑ Cryptography is about studying methods to keep messages secret; 
encryption is about the actual process of encoding and decoding 
data

❑ Encryption is one of several techniques used to achieve 
cryptographic goals



Cryptography Classification

Cryptography is classified along three independent dimensions:

1. The type of operations used for transforming plaintext to ciphertext

❑ Substitution: Each element in the plaintext is mapped into another 

element. 

❑ Transposition: Elements in plaintext are rearranged. 



Cryptography Classification

Cryptography is classified along three independent dimensions:

2. The number of keys used 

❑ Symmetric: Sender and receiver use the same key. 

❑ Asymmetric: Sender and receiver each use a different key. 



Cryptography Classification

Cryptography is classified along three independent dimensions:

 

3. The way in which the plaintext is processed 

❑ Block cipher: Processes input one block of elements at a time. 

❑ Stream cipher: Processes the input elements continuously.



Cryptography Classification

Cryptography is classified along three independent dimensions:

•The type of operations used for transforming plaintext to ciphertext 

❑ Substitution: Each element in the plaintext is mapped into another 

element. 

❑ Transposition: Elements in plaintext are rearranged. 

•The number of keys used 

❑ Symmetric: Sender and receiver use the same key. 

❑ Asymmetric: Sender and receiver each use a different key. 

❑ The way in which the plaintext is processed 

❑ Block cipher: Processes input one block of elements at a time. 

❑ Stream cipher: Processes the input elements continuously.



Cryptography Classification

Cryptography is classified along three independent dimensions:

•The type of operations used for transforming plaintext to ciphertext 

❑ Substitution: Each element in the plaintext is mapped into another 

element. 

❑ Transposition: Elements in plaintext are rearranged. 

•The number of keys used 

❑ Symmetric: Sender and receiver use the same key. 

❑ Asymmetric: Sender and receiver each use a different key. 

❑ The way in which the plaintext is processed 

❑ Block cipher: Processes input one block of elements at a time. 

❑ Stream cipher: Processes the input elements continuously.













Caesar Cipher

The Caesar cipher is a classical symmetric-key algorithm that shifts each letter in 
the plaintext by a fixed number of positions in the alphabet.

Encryption Steps
1.Plaintext: HELLO
2.Key (Shift): 3
3.Encryption Function:
For each plaintext letter with numeric value p (A = 0, B = 1, … Z = 25), 
compute
                                                    C=(p+3) mod 26



0 A
1 B
2 C
3 D
4 E
5 F
6 G
7 H
8 I
9 J
10 K
11 L
12 M
13 N
14 O
15 P
16 Q
17 R
18 S
19 T
20 U
21 V
22 W
23 X

Caesar Cipher

0 1 2 3 4 5 6 7 8 9 10 11 12

A B C D E F G H I J K L M

13 14 15 16 17 18 19 20 21 22 23 24 25

N O P Q R S T U V W X Y Z



Resulting Ciphertext: KHOOR
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Caesar Cipher

Decryption Process                           

❑ To recover the original message, subtract the 
same key (3):

p=(C−3) mod 26









Resulting Ciphertext: KHOOR

Data Encryption Standard (DES)

❑ DES is a symmetric-key block cipher adopted as a U.S. 
Federal Information Processing Standard (FIPS 46) in 
1977

❑ It encrypts 64-bit plaintext blocks using a 56-bit key 
over 16 rounds of Feistel structure operations











•Input: 64-bit Plaintext  
•Step 1: Initial Permutation (IP)  
•Step 2: Split into Left (L0) and Right (R0) 32-bit Halves  
•Step 3: 16 Rounds of Feistel Transformation (i = 1 to 16):  

•Li = Ri-1 (The Left half for the current round becomes the Right half from the 
previous round)  
•Ri = Li-1 XOR f(Ri-1, Ki) (The Right half for the current round is the XOR of the Left 
half from the previous round and the output of the complex function f applied to the 
previous Right half and the round's subkey Ki)  
•(Internal f function details: Expansion, XOR with Subkey, S-boxes)  

•Step 4: Combine L16 and R16 (without final swap)
•Step 5: Final Permutation (FP)  
•Output: 64-bit Ciphertext

Simplified DES Encryption Process Flow





S Box
minimize

11011111



1 2 3 4 5 6 7 8

IP 2 6 3 1 4 8 5 7

IP inverse 4 2 3 5 7 2 8 6



Simplified DES Encryption Process Flow

▪ Step 1: Initial Permutation
o  M= 11011001   -> 10011110
o K1=10100010   IP=2 6 3 1 4 8 5 7     S- Box

▪ Step 2: Splitting the Data
o L0=1001       R0=1110
o L1=R0      L1=1110
o R1= (L0 XOR F(R0,K1) ,R0)    F (R0,K1) = R0 XoR K1     R0=4bit      k1=8bit !!! (Expand)
o E=4 1 2 3 2 3 4 1
o E(R)=01111101
o R0 Xor K1   = 01111101  Xor 10100010 =11011111
o R1=L0 Xor 11011111       = 1001 Xor 11011111     (Sbox)     =1001 Xor 1111 =0110
o R1=0110 Xor 1110   =1000
o R1+L1 = 10001110     apply IP inverse  C1= 01011001







Key Points of AES

Resulting Ciphertext: KHOOR

➢ Block Cipher: AES encrypts data in fixed-size blocks of 128 bits (16 bytes) at a 
time

➢ Key Sizes: AES supports key lengths of 128, 192, or 256 bits. The longer the key, 
the stronger the encryption.

➢ Rounds: The encryption process involves multiple rounds of transformation:
❑ 10 rounds for 128-bit keys
❑ 12 rounds for 192-bit keys
❑ 14 rounds for 256-bit keys



Key Points of AES

Resulting Ciphertext: KHOOR

➢ Substitution–Permutation Network: 

AES is based on a design called a substitution–permutation network, which 

combines confusion (making the relationship between the key and ciphertext 

complex) and diffusion (spreading the influence of each plaintext bit over many 

ciphertext bits)



How AES Works (Simplified)

Resulting Ciphertext: KHOOR

➢ For each block of data:
1.     Key Expansion: The original key is expanded into a set of round keys.
2.     Initial Round: The data is mixed with the first round key (AddRoundKey).
3.     Main Rounds: Each round consists of:

• SubBytes: Substitute each byte using a fixed lookup table (S-box) for non-
linearity.

• ShiftRows: Shift rows of the data matrix to the left by different offsets 
(permutation).

• MixColumns: Mix the bytes in each column (diffusion).
• AddRoundKey: Combine with the next round key using XOR

4. Final Round: Same as a main round, but without the MixColumns step.





DES vs AES

Resulting Ciphertext: KHOOR

Feature DES (Data Encryption Standard) AES (Advanced Encryption Standard)

Key Size 56 bits 128, 192, or 256 bits

Block Size 64 bits 128 bits

Security Weak (easily broken by brute force) Strong (no practical attacks known)

Speed Slower, especially in software
Faster and more efficient in 

hardware/software

Structure Feistel network (16 rounds)
Substitution-permutation network (10, 

12, or 14 rounds)

Status Obsolete (retired in 2005) Current global standard



Why AES Replaced DES

Resulting Ciphertext: KHOOR

➢ Security: AES’s longer keys make it exponentially harder to crack. DES’s 56-bit key 
is vulnerable to brute-force attacks—demonstrated in public challenges where DES 
was broken in less than a day

➢ Performance: AES is faster and more efficient, making it ideal for large-scale and 
high-speed applications

➢ Flexibility: AES can use different key lengths for varying security needs, while DES 
is fixed at 56 bits.
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