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This lecture covers the following topics:
» Cyber-Attacks:

» Browser Hijacker, Rootkit, Scareware , Keylogger

» Brute Force Attack, Backdoors, Cross-site scripting (XSS), Denial of service (DoS)
attack and Distributed Denial of service (DDoS) attack.

» Man-in-the-middle attack , Social engineering , Phishing

> Spoofing, Structure Query language (SQl) injection, Zero-day exploit, Botnets

» Vulnerabilities.
MiDocEA

J



Module

02
Lecture
05

Browser Hijacker

* You might have been in the situation when the default settings of your

browser were changed. For example, your default search engine was

changes to a new one without getting permission from you.

* As we know that the browser is one of the core software tools that are

to connect to a wide range of computer programs, web applicatio
websites, and many other digital resources located on the internet or even

on the local networks. %‘

* If any breach in the browser is established, all of your digital resources
including the security passwords are at stake. So, hackers try to attack the
browsers more frequently to establish a way to attack computers and

networks.
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* When you observe this situation, be sure that your computer’s

browser has been hijacked by the malicious program, which is altering

the settings of your browser and creating a way for the malicious

programs to intrude in.

* In some cases, you might have seen that some unknown plugins have

been installed and activated on your browser. Although you have not

downloaded or installed on your browser, but still they are there and

active.
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Browser Hijacker

Browser Hijacker malware is a certain malicious code.

This code is used to pave the way for different kinds of cyberattacks on your

computer or to the other computers on your network.

Browser hijacker normally downloaded on your computer via some fre

software applications.

The main objective of browser hijacker software is to force the users to visit

certain websites for improving the volume of traffic on that particular

website.

When the traffic of a website is improved, the website gets higher revenue

of online advertisement.
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< The browser hijacker malware can also be used for stealing personal

information, user accounts, and other information for financial

benefits.

** The symptoms and impact of browser hijack malware may include:

= Slow browsing speed

= Multiple tool bars on the browser

= Redirecting your search queries to websites that you have not set as

default

= Alarge number of popup windows and ads appear on your browser
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Browser Hijacker

You can save your browser from being hijacked by the browser hijacker

malware by taking the following measures:

— Avoid free downloads as much as possible
— Disable unwanted tool bars

— Remove or disable unwanted plugins

— Set your default search engine

— Install antimalware erasers

— Use common sense while downloading and internet browsing
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« Rootkit:- A class of malware that hides the
existence of other malware by modifying the
underlying operating system.

* Rootkit is a type of malware that gets the administrator level privileges
on the operating system of the computer without showing its presence
on the computer.

* The main feature of rootkit is that it hides from being detected easil
but maintains the control over the operating system to perform its
designated tasks on the system.

* The normal behavior of the operating system is subverted by the

rootkit malware on the system.
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~ + As we know all applications on the computer including the antivirus, anti-

malware, and other security related applications use the application

programming interfaces or APIs provided by the operating system.

» A powerful rootkit gets control on those APIs and establishes the full

control on the system.

* For instance, windows browser program sends a request to the operating

system API| to find a certain file on the computer. The operating system

responds to the browser through APl about that file.

* The rootkit malware subverts the request sent to the operating system

from reaching to the desired API and responds with fake responses.
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* Moreover, you request the operating system to start the antivirus or anti-
| malware application to scan your computer; the request is interrupted
from reaching to the operating system. The rootkit interrupts the request
and sends you a fake response that the program you requested for is not

working at this time.

*Rootkit is considered as one of the nastiest forms of malware that is not

easily detected and removed from your computer once it has established

- the privileges to access and control the operating system through available

vulnerabilities in the OS and other applications.

10
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There are three main goals of a rootkit on a computer as mentioned below:

— Running freely without any restrictions of having been caught and
deleted

— Hiding from the system applications and the user of the computer

— Stealing personal information, passwords, and installing other malicious

programs on the computer so that the compromised computer can be

used for attacking the other computers on the network
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attack on the systems.

* A few very well-known and important rootkits are listed below:

— Memory rootkits
— Kernel rootkits
— Bootkit rootkits

— Firmware rootkits

— Library rootkits

— Application rootkits
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* For a normal user of the computer, it may be very difficult to recognize that

the computer has been infected by the rootkits.

* |If the computer shows the following symptoms, then you should susp

that the computer has been infected by the rootkit attack.

— Modifications in the dates and time of computer
— Slowdown of the computer

— Unexpected system error messages

— Many programs, especially computer security related programs fail
start
— Substantial redirects on browsers

— Appearance of blue screen of death
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* Rootkits travel through the standard ways of the propagation of

viruses, worms and other malware programs. Those include:

— Infected downloads
— Peer to peer file sharing
— Unknown emails

— Short text messages (SMS)
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* Itis very difficult to detect and remove the rootkit from your computer, once it has established the control over

the operating system APIs.

* Normally, the rootkit remains unnoticed on the machine and keeps doing its job.

* For remaining many days on the computer, the system becomes a rogue machine, and many malicious
programs start running on the machine. Those programs will be used for different malicious activities.

* You will find the behavior of operating system very irritating with the passage of time. One day you will see a

cryptic blue screen of death and your computer will never load again normal.

* Now, you will have to re-install and configure your computer from the scratch.
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your computer.

— Always visit the legitimate and secure websites

— Don’t download free and compromised products

— Open emails and their attachments from known people only
— Never open attachments in SMS and other messages

— Activate firewall on your system

— Activate intrusion prevention system IPS

— Activate access control lists ACL on the system and network
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— Scan and clean flash or other data traveling devices before opening the
files

— Use the latest anti-rootkit tools with Security Technology and Response
(STAR) technology

— Keep your anti-malware up to date

— Keep operating system up to date
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* Many new software tools have also been created by the major computer

security software providers like Norton, Avast, Panda, Kaspersky, and others.

» All those tools are able to detect the rootkits if present on your computer.

They are also able to remove the nastiest forms of the rootkits on your

computer easily.
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Scareware

Scareware is a type of malware, which pops up in window with a serious warning

about any virus threat on your computer.

But, in reality there is no threat or virus on your computer excepting that hoax,

which appeared on your screen.

The alert looks very genuine from certain reputable websites, but they are not

genuine websites.

This message normally prompts the users to download or call some numbers to

get help.

The main objective behind the Scareware is sale fake and bogus products.

The use of scareware has been also found in the entertainment pranks.

COMPUTER VIRUS WARNING!

@‘}3 [dentity Theft and Hacking Possibilties.
1(800) 808-7753
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Scareware

- Use of the Scareware:

Y o

Km0t deqirne ng
1) The hackers trick the users to input the credit card, personal, and bank_
(1) P . P . . COMPUTER VIRUS WARNING!
- . . : = . . > T k |
information on their website. Once you provide that information, your data has @ N RO N
been compromised for malicious financial uses. 1(800) 808 1753
(2) To force the user to download some free antivirus software to clean YOUI ramr-wsms

ey 0 :“::::"- _—

! Famdv-Dowrioxd M L o M»q

\n e AL n

computer from those viruses that the website has detected. But, that free antivirus

' 3 Faspdl-Oownioxd “

A aaanaa

T
9 famAv-Oownioxd
™
T

. 7 wady-Dowroud
is itself a dangerous software program, which can control your computer and start 4. o o e———

Dt st try s v B et sarncally totne it 2 Sy e LUN0) 08 10CY

damaging your system or stealing your data.

* So, the scareware can be the foundation of many dangerous cyberattacks.
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The main objectives of spreading scare may -
g COMPUTER VIRUS WARNING!
. = N [dentity Theft and Hacking Possibilties.
include the following: @
1(800) 808-7753
= Selling fake products
= Stealing personal and bank information CE— |
R e aions
= Installing viruses and other malicious codes for cyber crimes A sssrsaeres ° bart ol
) Toar Fasd Downlond BTl -
= Blackmailing for some ransom el 0 ’

ot 1y 08 vy B arcd sarecally te i 2l Day e LUNC) 008 1OCY

Prank for fun
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You can avoid the impact of scareware by taking the following steps:

"y
. :
Don’t panic at all . COMPUTER VIRUS WARNING!
. s . . [dentity Theft and Hacking Possibilties.
— Check if your antivirus is working well @ ol sass-Sioumy
- Keep your antivirus up to date
— Search about the legitimacy of that website, which alerts you of virus —
-y otekseen - o
on your computer | eo—— semsame |
0 et = -
H T i sedv-Dowrloid ”

— Search for the legitimacy of the message you see on your computer

A Wour PR BN TRaTC W mrmgTar T Be i vk ol 10! 08 7T o oty herk

el 10y 1 v D orsd sarecally tet wih 2 S e UMY B08.10S)

— Never rely on free software in such conditions
— Purchase a genuine antivirus and install if you have none installed on

your computer

N
N
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COMPUTER VIRUS WARNING!
* The hackers use the social engineering tactics to force you follow the @ R ey
instructions they give you. 1(800) 808-7753
* So, always use your common sense and remain calm and cool to deal — A
with the situation. R —— A "
' T Faedi Downioxd ety M(;,—::-; .?:::\&k:." "
b e = .
L] T F wedv-Downlowd ™

A Wour PR BN TRaTC W mrmgTar T Be i vk ol 10! 08 7T o oty herk

Dt st 1y b0 cmtve B vt sarecally ot it 2l Sy e LMY 008 10CY
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> In addition to malware, there are many other types of attacks.
The MITRE Corporation publishes a catalogue of attack
patterns known as Common Attack Pattern Enumeration and
Classification (CAPEC) as “an abstraction mechanism for

helping describe how an attack against vulnerable systems or
networks is executed.”

» Some of the most common attack patterns are listed below.




Malwares and

» A number of further terms
are also used to describe
more specific types of
malware, characterized by
their purposes. They
include:

= Ransomware:- A class of
extortive malware that
locks or encrypts data or
functions and demands a
payment to unlock them.

= operating system.

<+ There are several types of malware, the most important are as fellows:

Anatomy of a ransomware attack

a o o 8

1. Attacker sends 2. User receives a 3. Malware unpacks 4. Attacker gains
a phishing email link and clicks and executes control of ‘the public
key' required to
encrypt files

- (E

8. Files are decrypted.* 7. When ransom is
Note: There is no Quarantee H

that the attacker will folow paid, attacker may
through with decryption even If
ransom paid. UNODC does NOT
rocommeond paying a ransom and

5. Files get encrypted

6. Attacker demands
ransom from user and user gets

deliver ‘the private (e.g. Bitcoin) ransomware

(decryption) key’ screen

rocommends provantive Measures
10 reduce the nsk of compromise in
the firs? instance
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Keylogger

Keylogger:- A class of malware that secretly
records user keystrokes and, in some cases, screen
content.

A recent example of malware’s ability to function as a tool
for cyberespionage is Flame, also known as Flamer and
Skywiper. Discovered in 2012, it can record keyboard
activity and network traffic as well as screenshots, audio
and video communications such as Skype.

Once collected, the recorded information is sent to
various control servers, and a “kill command” is launched
to wipe all traces of the malware from the computer.

KEYLOGGER

MONITORING SOFTWARE

26
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Backdoor

Advanced persistent threats:- Complex and
coordinated attacks directed at a specific entity
or organization. They require an enormous
amount of research and time, often taking

months or even years to fully execute.

Backdoor:- A means of regaining access to a
compromised system by installing software or
configuring existing software to enable remote

access under attacker-defined conditions.
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= Brute Force Attack:- An attack made by trying all possible combinations of passwords or
encryption keys until the correct one is found.

= Buffer Overflow:- Occurs when a program or process tries to store more data in a buffer
(temporary data storage area) than it was intended to hold. Since buffers are created to
contain a finite amount of data, the extra information—which has to go somewhere—can
overflow into adjacent buffers, corrupting or overwriting the valid data held in them. In buffer
overflow attacks, the extra data may contain codes type of security attack on data integrity.

HOW A BASIC BRUTE FORCE ATTACK WORKS

» » 'é\ »
= » (&

Attacker Guess List Of Repeats Login Successful
Username & Attempts Until Credential Validation

Password One Is Successful

= Combination e

28
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Cross-site scripting (XSS):- A type of
injection in which malicious scripts are injected
into otherwise benign and trusted web sites.
XSS attacks occur when an attacker uses a
web application to send malicious code,
generally in the form of a browser side script,
to a different end user. Flaws that allow these
attacks to succeed are quite widespread and
occur anywhere a web application uses input
from a user within the output it generates

without validating or encoding it.

a8
-

Attacker

Website

Victim
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- Denial-of-service (DoS) attack:- An assault on a service
from a single source that floods it with so many requests
that it becomes overwhelmed and is either stopped
completely or operates at a significantly reduced rate.

> Denial of service or DoS is an internet security related event in
which the hackers attack a particular server running some
internet services to prevent it from working normal or stop the
services.

o In this case the servers are overwhelmed with the flooding of
superfluous messages.

o The hacker exploits the server vulnerability and sends the
bombardment of automated requests and messages to that
particular server to respond.

30
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Denial-of-service (DoS) attack

 In certain cases, the service stops working any more due to

overloaded server Signs of a DoS$ attack

« These kinds of malicious attacks prevent the legitimate users
from accessing the online services by either disrupting the

services or stopping the services completely. s s i Sl

. | . 8 0 0 D4

« The major symptoms of having become the victim of DoS i e o
attaCkS 'nCIUde the fOHOWIng: DEGRADATION SPECIFIC WEBSITE INABILITY TO HIGH YOLUME
IN NETWORK UNAVAILABLE ACCESS ANY OF EMAIL SPAM
B i < g PERFORMANCE A particular site WEBSITE A higher than
o Inability in accessing a website specalywhen | does notopeno Al wedshes
stiempting to cannot be found, 410 Insccessidie of spam email

. " - . open Hles stored on the network
> Delay in accessing online service @ eaok

welsites

o

Huge delays in file opening on the websites

o

Increased volume of spam emails

o

Degradation of performance of services
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Denial-of-service (DoS) attack

" The impact of the DoS attack can

Denial of Service Attacks and Prevention

be mitigated by taking the

: following steps: 3 [ m%ﬁ”ﬁm

» Routing the malicious traffic. — \ Bol;vi . -A; m\

 Using load balancers to avoid a D ‘
heavy malicious traffic. ; o T = [WGb Application Firewall

 Using intrusion detection a__ Victim's ¢ Intresion Debection sod

— Computer Systesn

systems (IDS) [j Prevention

» Using intrusion prevention —— y
systems (IPS) Attacker Controlled

Computers
» Using security firewalls The Security Buddy

bttps Vwww i besecuntybuddy com
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Denial-of-service (DoS) attack

Main types of DoS attacks include the following:

> DNS server attack
HTTP server attack

(=]

(=]

ICMP protocol flooding

(=]

Network attack or buffer overflow attack

(]

Large name files attack on the network or server

o

Ping of death attack
SYN flood attack on TCP handshake protocol

(=]
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“Distributed Denial of Service or precisely DDoS is also a type of DoS
attacks.

= In which the servers are jammed or overwhelmed with the malicious traffic
to prevent the legitimate users from accessing their accounts or legitimate

online services.

o Main different between DoS and DDoS attacks is that the DoS attack is

targeted from a specific origination of traffic to attack the victim server,

while in the DDoS attacks multiple sources of traffic are used to attack the

victim server.

= DDoS is more lethal than the DoS attacks. The prevention of DDoS

attacks is very difficult as compared to the normal DoS attacks.

b =
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 |n the distributed DoS attack, the hacker uses controller machine to hack multiple vulnerable

machines around the globe.

« Then all those Iinfected machines will be controlled by the software program running on the

attacker’s server.

« That controller sends instructions to the infected machine on which the hacker has already

established the control to send automated requests (traffic) to the targeted victim machine.
 Then all those zombies start attacking the target from multiple IP sources to bring the server to

almost halt.

« In this attack many computers from different parts become the part of this deadly attack without any
approval and knowledge of the owner of the computer.

35
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Man-in-the-middle attack:- An attack strategy in which
the attacker intercepts the communication stream victim A Victim B
between two parts of the victim system and then replaces Normal

the traffic between the two components with the intruder’s il CO”’”“){"“’“O"
own, eventually assuming control of the communication.

>

MITM attack consists of three major steps.

Spoofed

Communication

3. Decrypt your information for stealing purpose. Man In The Middle

1. The hacker scans the vulnerabilities of the system and
network.

2. Once the vulnerabilities are known, the phishing emails
are sent to users; those emails contain the wrong
addresses of your services or bank accounts.
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Man-in-the-middle attack

Example MITM attacks:

>

‘;

YV V V V

Sometimes, you get an email that looks like it was sent from your bank or your other financial institute.
That is phishing email, which asks you to click certain link for the verification of your account, phone
number or any other information.

Once you click that link, the link takes you to the web server, which looks like your bank website but in
real, that is not your bank website.

You insert your credentials to login.

Thus, you provide your bank information to the hacker.

Finally, the hacker decodes your password and uses that password to take some from your account.

This entire process is known as the man in the middle or MITM cyberattack.

27
o/
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The major types of MITM attacks
< DNS Spoofing
< HTTP Spoofing

IP Spoofing

J
°*

7
X

» Email Hijacking
SSL Hijacking
< Wi-Fi network Eavesdropping

/
0.0

% Stealing the cookies set on the browsers




Social engineering

« Social engineering:- Any attempt to Social Engineering:
exploit social vulnerabilities to gain 2020s Top Cybersecurity Threat
access to information and/or systems.
It involves a “con game” that tricks
others into divulging information or
opening malicious  software or

programs.

CLOUDALLY
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Phishing

Phishing:- A type of electronic mail (email)
attack that attempts to convince a user that
the originator is genuine, but with the

intention of obtaining information for use in

social engineering. victi

The main target of the phishing attack is

to get the information about the credit card

Attacker uses
1S cregentials
ess a website

number, ATM pin codes, passwords,

username, and the related information.

emall to

'

e o
= _ =
Attacker

i

P |

Legitimate Website

Att
vict

=

Phishing Website

Victim

Victim click
'ma {

A0
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Users fail 10
understand social
engineering trick and

Attacker distribates
e-mails with malicious
: - = . attachments to the E open the malicious
- Spear phishing:- An attack where social / ' s
' 1 Phishing e-mail N ' I

engineering techniques are used to o o ' *ﬂ
masquerade as a trusted party to obtain VR

:;l El }-[

Attacker Targeted users

important information such as passwords I | Deerina” -

from the victim.

Data is stolen from the . RAT is installed on
: RAT is used to gain
compromised

2 machines
¢ network
Data : . i /
= & C nm; romised

Internal network

31

the target system
access o additional © tare

systems on the internal

[
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WHAT IS SPOOFING ATTACK

= Spoofing:- Faking the sending

address of a transmission in order to

...........
-~

gain illegal entry into a secure system. Hacker
ﬁ 1
User Original Communication

--------- » Request

Injected —
o R
Hacker "'
shown m
to User

Intended
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Structure Query language(SQl)injection

= Structure Query language (SQl)
SQL Injection
injection:- According to MITRE, SQL
injection results from failure of the Http://teachers.com? SELECT * FROM teachers

teacherld=117 or 1=1;-- WHERE teacherld=117 or 1=1;

application to appropriately validate input.

3 -
When specially crafted user-controlled input pa—
consisting of SQL syntax is used without o_

proper validation as part of SQL queries, it
Is possible to glean information from the
database in ways not envisaged during

application design.

Attacker

Data for all teachers
is returned to the attacker

Web API Server

Return data for
all teachers
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Zero-day exploit

Zero-Day Attacks Explained
« Zero-day exploit:- A vulnerability that is

exploited before the software creator/vendor 1

2 3 4
is even aware of its existence. Q ?I - n

« Zero Day Exploitation commonly known as
Zero-Day or 0-Day is a vulnerability in the
computer software system that is known

exactly on the same day when the malicious - =
attaCkS exploit that vulnerability A security flaw exists but is A hacker discovers the
: ] ' - unbeknown to developers, vulnerability and exploits it
* |n this attack, there is almost no time to patch making it vulnerable to attacks. by malware injection.
up the vulnerability of the software because it
was known at the same time when the attack 3 -
OCCUlTed, and no t|me was ava"able for the A cyberattack ensues from Developers detect the
ftW : t t k'e thS iSS e the malware, potentially attack and have zero days
SO are englneers oftac I ue. resulting in data loss. to mitigate it.

AA
=4
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= Botnets:- A botnet (a term derived

from “robot network” is a large, M
automated and distributed network ’_. e }—»_’m

of previously compromised — el Bl
:;f::: a I__* e . N alware information
computers that can be ] Steaiing P——

lmmmmmg| confidential mmmmee 41 S€TVices and
information shops accounts

Selling
launch large-scale attacks such as m information
denial-of-service (DoS). —»

simultaneously controlled to
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Vulnerabilities

Vulnerabilities are the gaps or weaknesses in a system that make threats possible
and tempt threat actors to exploit them.
Types of vulnerabilities in network security include but are not limited to

» SQL injections,

» server misconfigurations,

» cross-site scripting,

» and transmitting sensitive data in a non-encrypted plain text format.
Some of the most common network vulnerabilities include the following gaps in your
application security: when applications are not kept up-to-date, tested, and patched,
the doors are open to code injection, cross-site scripting, insecure direct object

references, and much more.
s e

50
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Crypto-jacking

Spamming

Digital Property Misappropriation
Digital Vandalism

Cyberstalking

Cyber Frauds & Forgery
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i O ' SO R N R TSN L , the digitally stored documents are forged to form the counterfeit
documents. This crime is increased during the recent years due to the availability of high-tech devices like
computer software, printers, scanners, cameras, and other tools.

A. cyber frauds and forgery

B. digital property misappropriation
C. zero-day exploitation

D. spamming

2. The IMPACEOr .....uuiuvininmsens in Asian countries is very high due to the traditional social structures.
A. cyber terrorism

B. digital property misappropriation
C. cyberstalking
D. Spamming
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3. Cyberstalking is a systematic approach of ........ccccceuveeeee. done through email, phones, SMS, chats, and other
forms of communication. The main components used in the communication to threaten the targeted entity
include defaming, false allegations, slandering, and other forms of blackmailing.

A. cyber terrorism

B. digital property misappropriation

C. zero-day exploitation

D. harassing

4. IR e v attack the malware either remove the useful data from the websites or
manipulate the information in such a way that the meaning of the information is reversed.

A. cyber terrorism

B. digital property misappropriation

C. zero-day exploitation

D. digital vandalism
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