loT Security
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Chapter

02 Foreword

* In today's human-centered network era, security has become the biggest
concern for network development. It also will be a more trending topic in the
coming Internet of Things (loT) era where everything can be connected.

* |oT security involves four layers: application, platform, network, and device.
A comprehensive security protection mechanism must be designed to ensure

collaborative protection at each layer.
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Chapter

02 ODbjectives

* Upon completion of this course, you will have an understanding of:

dProblems faced by loT
JHuawei loT security technologies
dTypical Huawei loT security cases
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Chapter

02 Tesla Incident

* The in-vehicle system is intruded, causing a vehicle to be remotely started or stopped.

2 Forge a connection to
communicate with the
background and obtain
the password for the in-
vehicle system. -

Attacks can cut off
power during the
driving process.

Log in to the system
and deliver commands
to the CAN bus through

the gateway.

- 1 A NN 4 Deliver commands to
------------- ' 1 R £ the CAN bus to
1" Analyze the hardware and ‘ o . | control the vehicle's
find the removable storage behavior, including
card that contains the vehicle startup and
background remote shutdown, as well as
communication certificate and door opening and
password stored in plaintext. closing.

a' No protection measures are taken for local key information causes this incident.
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Nanjing Environnemental Protection Bureau Inciden

* The local network was intruded, and environmental monitoring data was tampered with.

a' .
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Gas detector

Cement plant

! Data interception

and tampering

RTU

The actual value of monitoring data
exceeds the threshold, even though
the data status is normal.

The cement plant
evaded sewage charges

worth CNY 260 millions
through forged

Monitoring platform of the monitoring data,
Environmental Protection Bureau causing serious
environmental
pollution.

Encryption and integrity protection are not carried out during data transmission, which allows the

violation to be possible.
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DDoS Attack on Network Cameras in the U.S.

The large-scale DDoS (Distributed Denial of Service) attack was launched by botnets composed of
loT devices that were infected with Mirai malware.

"Zombies" refer to network cameras, digital video recorders and intelligent routers.

Mirai botnets infected millions of devices, and only one tenth of them were involved in this DDoS
attack.

From 11:00 to 17:00 (UTC time) on October 21,
2016, Internet services were unavailable in
several cities in the U.S,, and nearly half of the

network was disconnected.
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Summary of Threats in Key IoT Security Fields

* The threats cover device, communications, cloud/platform and lifecycle management.
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Category LPWA Security Threat loV Security Threat
« Sensitive information leakage . sg:g:& .\:fs/m:zmies
Application |+ Invalid security access control ;
* Incorrect security configurations WAL UV -2
* APl attacks
L . * Trajectory privacy leakage
Cloud/ ;Jnauthgnzed' ooy » Data tampering and audit
« Tenant intrusion
Platform * No awareness of abnormal
* Data leakage and hijacking Z .
vehicle behavior
* DDoS attacks/signaling storms
* Gateway vulnerability or improper | identity fing
Pipe configurations « Protocol attacks
« Improper identity authentication :
* PKI/CA certificate spoofing
measures
* Unencrypted transmission
« CAN bus authentication
Device identity simulation and encryption
Trust key attacks « T-Box communication
Device Software and firmware interference security threats

Remote security management
Checking of damaged devices
Brute-force device breakdown

OBU/RSU wulnerability
threats

Vehicle-mounted certificate
security

* loT security threats are in the negative triangle model, and most of them are from devices. Pipe detection, cloud-cloud
synergy, and trusted device authentication are effective means to resolve threats.
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02 Trend of Network Attack Technologies

A . loT attacks FIRGA
Hiah Requirements on tools
g attackers' capabilities APT attacks
| Al-based
attacks
Ransomware
g Phishing b
:.>-‘ Supply chain
% Packet attacks
o spoofin
8 communication v Botnet
.C aosics interference
k- vulnerability
= exploitation
o Password | : Covert and
< cracking | ] Web-based advanced
Password | i attacks scanning
o peh : Eavesdropping
—
ﬁ Audit Backdoor
LOW damage programs N
1985 1990 1995 2000 2005 2010 2015 2020
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Chapter
02 "3T+1M" Framework of the Huawei loT Security Solution

"3T+1M" framework
Security : ' |Vehicle communication | | Industrial control
scenariosv ‘ Smart water/gas ITrafﬂc spooﬁngJ ISignallﬂg storms oV privacy! | security | ’ vulnerability threats More
LPWA loT Vehicle loT Extended domains
A A S ¥
V""'_"-—--""'_"—.~"""_'-<—--""'_'~||l |
Cloud |[8ig data analytics and ML intelligent threat!' | ¥ ity poli (M) Security O&M and
/Platform ROER cs_d:te(tio_n oo i Sinhen : f loV threat intelligence libraries ‘ : pﬂsfggy"g optoe‘c’g)'n. management
SIPEPRe? v 1y device-cloud . .
(M) loT asset security situational awareness |, |loV data security and privacy protection synergy, etc. Security strategy configuration
; T ——— Securi icy management
Pipe IDetection and isolation for malicious devices:|  Behavior exception awareness and  |' Security risk : ty policy 9 :
: - itori : detection : momto;mg - Security policy orchestration
(T) | Anti-DDoS/Signaling storm monitoring L OBUJRSU security certificate comar:\fn l):isc‘;'tion Cy
l L2TP/IPSec security pipe : authentication | security, etc Handling policy delivery
Device |~ Device ldentifier | oo oo | [Security certificate||  Bus intrusion | i
(including | Composition Engine (DICE) || DTLS/DTLS+ |, nw?agemem . detection : Sorder and device Security behavior models
chips/OS) | g jonal authenticats ' [ inDE Aeracrine || BUS encryption and |, :
idirectional authentica o‘n‘ FOTA upgra.dql L IDPS detection | L FOOASRIRTE ¢ protection, etc =
(M Secure boot [LiteOS security |, |T-Box secure boot, storage, and upgrade|
Compllance;' Compliance with national/regional laws and regulations | Security standards for important| Compliance with enterprise standards
| (e.g. General Data Protection Regulation of Europe and Cyber| industries (IETF/3GPP/ISO- and security specifications
a' , Security Law of China) ‘ JITC1/IEEE1609/OWASP) (DT, China Telecom, China Mobile, TLF)
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Huawel loT Security System - Cloud-Pipe-Device

Smart homes Transportation Smart parking Smart metering

©C O &
e

Home gateway !

}
2G/3G/4G/ teway
NB-loT/eLTE-loT Int:'l‘uge%wses J
Huawei LiteOS/modules
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Chapter
02 Huawel loT Security System - Cloud-Pipe-Device

* Leveraging extensive experience in security technologies, Huawei launched a

comprehensive loT security solution.
loT Product Security loT Security Products

Threat
defense of
big data
security

Machine Attack Threat
learning detection response

Permission Privacy Sandbox
control protection isolation

Identity Transmission Transmission @ loT firewall loT protocol Anti-DDoS

authentication encryption scrambling protection

Device _
Local System n security TPM/TEE Secure Security

a' authentication hardening protection boot Upgrade
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02 Device Security: Firmware Validity and Integrity Achieved
by the FOTA Digital Signature

* Benefits: Integrity check is User A
performed on the upgrade (
package (downloaded in the flash '

memory of the device) to ensure

that the current firmware is valid 14, *q ‘;‘ 5
and complete (not tampered with). o LA
* Implementation: RSA2048 + 44 'q o
SHA256 “ P —
" 1 — ) . {'
* Algorithm [ — ,
: = Hash vaio b
o Generation of public and private | = Hash value
keys Hash value 2 B
o Signature (encryption on the | —— = K)
device) \ /'| T ’r = ”
: ificati ion) - Signature ‘ s e
o Signature verification (decryption) 9 i Ty Ty vartfication

a' provided by Huawei
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02 Pipe Security: Anti-DDoS and Signaling Storms

Minor congestion: Delay

. access for low-priority
Sende"' 1,- Low devices, or discard low-
priority priority packets.
£ - 2l ||
Medium congestion:
Delay access for medium-
Sender 2: Medium and low-priority devices,
priority or discard medium- and
low-pric_qu packets.
2 W ——0n-—— I X
' Severe congestion: Dela
access for medium- a Receiver
Iow-prri‘origy devices dae:d
T some high-priority ices,
Sende.r 3.' High or discard medium- and
*[ . ] priority low-priority packets and

some high-priority packets.
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Cloud Security: E2E Authentication, Access, and
Transmission Security on the IoT Platform

- —— e
P

loT Platform

: : Management Portal
engineers s Service enablement
Maintenance Connectivity management
engineers

I HTTPS/MQTTS
Gateways/Devices

0

The loT security solution provides secure transmission channels and trusted access. It also provides two-factor

a' authentication (certificate + password or SMS + password) for key interfaces to ensure communication security.

E2E security authentication management ensures transmission security of APIs,
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