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Business Continuity Management in Saudi Electricity Company

1. Introduction

This research aims to provide an introduction about the project of Business
Continuity Management in Saudi Electricity Company that held in 2020 during the Covid-
19 Pandemic. Then, it illustrates the different aspects of the project. Later, it shows the
elements that formed the main process of the project. After that, it reflects the results and
outcomes during the execution stage. Finally, it discusses the recommendations and
internal discussion outputs.

BCM project main objective is to make sure work does not stop due to external
forces that have no control on. It provides well-organized plans and strategies to
emphasized on that work do not interrupt in any circumstances. My role in the project was
the project manager's assistance. | was second person in project management roles.
COVID-19 pandemic was one of the risks that this project aims to provide common plans
to keep continues running of the works. However, it is not exclusive to this type of risks.
It includes even environmental threats. The current phase of writing this project is within
final stage of reviewing the results of the drills conducted for the proposed strategies.
However, | have chosen in this research to write about identifying and describing the
purpose, scope, and objectives of this project. The reason and purpose of that because |

was a main participant of this part and provided many inputs within this point/stage.

2. Methodology

The project started by presenting the BCM project to all high-level management to
show what is BCM and how it benefits the organization. It demonstrates the capability of
the organization to continue delivery of products or services at acceptable predefined

levels following a disruptive incident.

The process is aligned as per certified 1SO standard and documented in SEC

policy documents. The main stages were as follows:



e Identify critical and essential functions

e Conduct a detailed business impact analysis

e Assess risks

e Propose best business continuity strategies as per agreed objectives.
e Develop business continuity plans and responds.

e Train, test, and exercise these plans with continues improvement.

The scope of the project involves all company works. Then, it focused on the critical
functions to keep continues feeding customers with required and necessary power. The
main objective is to keep continues operations, recover functions, and resume works with
no interruptions. The core tool that could provide and lead all goals of the project is

through business impact analysis. This process has been split in two sub processes:

e High level business impact analysis

e Detailed business impact analysis

The processes started by identifying critical and essential functions and associated
critical resources and dependencies for these functions across all business lines and
subsidiaries in SEC. Then, it included identification of key business continuity
management targets with details for each critical and essential activities. Also, it focused
on the dependencies, ITC applications and infrastructure, OT equipment and non-ITC

equipment to enable recovery of activities. The activity criticality was sorted as follows:

o S Recovery Time o
Activity criticality o o Definition
Objective Timeline
An activity which is expected to recover within 48
0-48 hours _ _ _
hours from the time of declaration disaster
_ An activity which is expected to recover within 3-7
Essential 3 days — 7 days _ , ,
days from the time of declaration disaster
An activity which is expected to recover within 8-14
Important 8 days — 14 days _ _ _
days from the time of declaration disaster
An activity which is expected to recover within 15-
Preferred 15 days — 30 days _ _ _
30 days from the time of declaration disaster




3. Literature Review

Business continuity management project was an absolute priority to Saudi
Electricity Company due to its critical role for the nation. SEC signed a contract with the
best company in its field. The company has developed a strategic and successful plan to
several customers. Some of these customers were main cases used to be a base starting
point such as a Dubai Electricity & Water Authority and Kuwait government entities. The
contractor showed a great result of the output for the BCM project done on these
customers. For example, Kuwait government entities have avoided a serious issue due
to cyber-attacks on its entities. Kuwait relies primary on oil as a source of economic
income. That mean any attack on the ministry of oil may result in a full stop to the state's
economy. So, it requires protection from any exposure to cyber-attack. Since the state of
Kuwait relies on E-government, this means that all Kuwait government entities need
protection not only the ministry of oil. The results of the strategies have been provided
showed a real effect and functionality of the quality of business continuity management

and importance.
4. Results

My role since | was assigned as an assistant to project manager had different
tasks. It includes for example but not limited, on set up a plan for the project, assist in
data collection, analyze risks, participate in setting-up a response plans, communications
plan, managing the plan from deviation of the main targets and controlling the
stakeholders. The overall processes consumed a hard effort within the life time of the
project which was 6 months. Due to big data and number of stakeholders, the company
finalized 2 main functional strategies with the best plans. Trains and exercises had been
conducted for the purpose of successful outputs and functional strategies as proposed. It
enhanced SEC pandemic response plans at corporate, business line and site levels
based on best practices. It supported the development of business continuity strategies

and plans for the supply chain during the pandemic.



5. Discussion

The BCM established and engaged SEC teams with each other which help for
better understanding of the importance on business links. It discovered SEC crisis
organization and operation model. Moreover, this project helped in identifying
critical/essential functions within SEC. It added a big value to the company stability and
provided valuable risk assessment. This project illustrated an important side for key
stakeholders for the importance of project management in general and how the
implementation took a place within a short time as the overall project completed within 6
months only. The level of operation within SEC has identified a maximum acceptable

outage within the time it would take for adverse impacts to become unacceptable.
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