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Objectives
g 07

0 AAA technologies
0 User authentication technologies
0 User authentication management configurations

e Upon completion of this course, you will be able to understand:
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User Authentication Background
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¢ The growing number of application-layer
attacks not only brings additional threats to
network security but also places further strain
on network access control. Enterprises want
the capability to precisely identify users,
ensure legitimate applications operate
normally, and block applications that may bring
security risks. However, IP addresses and ports
are no longer sufficient to distinguish users and
applications. Traditional access control policies
based on quintuples cannot adapt to changes
in the current network environment.
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e Authentication

Authentication >  Authorization »  Accounting
e Authorization . — 7 -
e Accounting
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e Example:

0 When accessing the Internet, a user needs to enter a username and a password for authentication

O After authentication, the firewall starts to authorize the user and grant permissions for access to different
resources, such as baidu.com or google.com.

\D During user access, accounting is performed to record the user's operations and online duration.
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Authentication refers to the confirmation of user identities using various factors.

e Authentication mode:

0 What | know: includes the information that a user knows (password and PIN)
0 What | have: includes the information that a user has (token cards, smart cards, and various bank cards)
0 What | am: includes unique biometric features that a user has (fingerprint, voice, iris, and DNA)
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e Authorizes accessible resources.
e Authorizes available commands.

e Authorizes users to access certain services, including public services and sensitive services.

e Authorizes users to use certain commands for device management. For example, authorizes users to use only display
commands but not delete or copy commands.

User Service system

Guest E
Employee E

Manager E

L4

Public resource

Common service
system

£

Sensitive service
system
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¢ The accounting function covers the following aspects:

0 How long do users stay online?
0 How much money do users spend?
0 What operations do users perform?
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Y/ AAA Technologies
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« Local authentication

The local device stores
user names and

passwords.
L g 0
(- -
User Gateway
« Server authentication The third-party

authentication server stores
user names and passwords.

> DN
-

Gateway RADIUS/LDAP/AD
authentication server
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¢ No authentication:
O No authentication is performed on trusted users. In most cases, this type of authentication mode is
not recommended.

¢ Local authentication:

0 Configures user information, including the username, password, and attributes of local users, on a Network
Access Server (NAS). Local authentication offers fast processing and low operation cost. However, the capacity
to store user information is limited by the hardware.

e Server authentication:

0 Configures user information, including the username, password, and attributes, on a third-party
authentication server. AAA can remotely authenticate users through the Remote Authentication Dial In User
Service (RADIUS) protocol or the Huawei Terminal Access Controller Access Control System (HWTACACS)
protocol.

\ _/
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» The RADIUS server sets up a uniqgue database to store user names and passwords
for authenticating users.

User USG RADIUS Server
(1) User name

= Password (2) Request =
[ - =i
(3) Response

» RADIUS message structure
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RADIUS Application Scenarios
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UsG RADIUS Server

-EN

Accounting-Request (start) i

User enters user
name and password. Access-Reguest

k 4
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Access-Accept
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. Accounting-Response

< User accesses resources. >

Accounting-Request (stop)

W

Accounting-Response

¢ Notify end of access.
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HWTACACS Overview
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e HWTACACS is an enhancement of TACACS. Similar to RADIUS, HWTACACS uses the client/server model to
implement communication between NAS and TACACS+ servers.

¢ A typical application of HWTACACS is to perform authentication, authorization, and accounting for a user
logging in to a device. The device functions as the HWTACACS client to send the username and password to the
HWTACACS server for authentication. If a user is authenticated and authorized, the user can log in to the
device to perform operations.

e HWTACACS: Huawei Terminal Access Controller Access Control System
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HWTACACS Application Scenario

User
]

(&

Userlogsin

USG

Requests user name from user

v

N

User enters user name

A

Requests password from user

User enters password

User successfully logs in

N

HWTACACS

m<

Authentication start

Server

N

User responds to the message
and requests the user name

v

Authentication continuous message,
send the user name to the server

Authentication response

Authentication persistent message,
trigger password to the server

Authentication response,
authentication passed

v

A

Authorization request

Authorized response ,
authorization passed
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« Comparison of HWTACACS and RADIUS
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HWTACACS

RADIUS

Uses TCP.

Uses UDP. The authentication and
authorization port numbers are
either 1812 and 1813, or 1645
and 1646, respectively.

Encryption

The device encrypts a packet
except its HWTACACS header.

The device encrypts only the
password field in a packet.

Authentication
and
Authorization

Authentication and authorization
are separate.

Authentication and authorization
are implemented together.

Application

Applies to security control.

Applies to accounting.

Configuration
Command
Authorization

Supports the authorization of
configuration commands.

Does not support the
authorization of configuration
commands.
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e Lightweight Directory Access Protocol (LDAP) is developed from the X.500 directory access protocol. X.500
organizes objects hierarchically into a tree structure. The X.500 directory service implements identity
authentication and access control. LDAP simplifies the X.500 directory and meets Internet requirements.

¢ The directory service is a system consisting of directory databases and a set of access protocols. The
following information can be stored in the directory:

O Information about an enterprise employee, for example, a name, email address, and mobile number
0 Physical information of a device, for example, the IP address, location, vendor, and purchase time

O Public certificate and security key

root
¢ The features are as follows: | T~
O Data is organized in directory mode. mr; = ‘;g
O A unified access point is provided for external systems. i
O Data is stored in distributed mode. Ve
O Data query is optimized for fast read operations. E’
g
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LDAP’s Basic Concepts
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¢ |n LDAP, information is organized in a tree structure. The basic data unit is an entry, and each entry consists of
multiple attributes. An attribute consists of a type and one or more values.

e Directory Information Tree (DIT)

O A DIT is a collection of directory entries.

e Entry
O An entry is a node in a DIT and consists of a series of attributes.

e Attribute
O An attribute describes a feature of an object. It consists of an attribute type and one or more attribute values.

e Relative Distinguished Name (RDN)
0 An RDN uniquely identifies child entries of an entry.

¢ Distinguished Name (DN)
\D A DN uniquely identifies an entry in a DIT.
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User USG LDAP Server

- E= 2 Ox

User enters user name and
password to initiate login request

A

Administrator Bind Request

v

Bind Reply

A

User DN Search Request ;

A 4

Search Reply

User DN Bind Request

A

Bind Reply
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_Authorization il

User successfully logs in
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The AAA technology provides various user authentication methods.
e User authentication methods include:

¢ Local authentication

0O A user sends the username and password that identify the user to the firewall through the portal authentication page. The|
firewall stores the password and performs authentication. This method is called local authentication.

¢ Server authentication
0O A user sends the username and password that identify the user to the firewall through the portal authentication page. The|
firewall does not store the password. Instead, the firewall sends the username and password to a third-party authentication
server for it to perform authentication. This method is called server authentication.

¢ Single Sign-on SSO

O A user sends the username and password that identify the user to a third-party authentication server. After the user
passes the authentication, the third-party authentication server sends the user's identity information to the firewall. The
firewall only records the user's identity information but does not perform authentication. This process is called SSO.

e SMS authentication
O A user accesses the portal authentication page and requests an SMS verification code. Authentication succeeds after
Qe user enters the correct verification code on the portal authentication page. This process is called SMS authenticatio)n
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User Management Background
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¢ A firewall provides user-level behavior and access control on a network.
¢ The user organizational structure involves three concepts:

~N

0 Authentication domain: The authentication domain is a container of the user organizational structure, similar to the
domain in Microsoft's Active Directory (AD) service. The firewall provides a default authentication domain and supports
additional user-created authentication domains.

0 User/User group: Users and the departments to which they belong are the basic units of an enterprise. An
administrator can divide users into user groups based on their departments to form a tree-shaped organizational structure
for the intranet. This commonly used structure facilitates lookup and location of users and user groups.

O Security group: A security group is a cross-department group in the horizontal organizational structure. Security groups

enable you to manage users in a dimension other than by department. For example, you can create a group between

multiple departments.

¢ Similar horizontal groups can be used for enterprises that use third-party authentication servers to store organizational

structures. For policies based on cross-department security groups, the security groups created on the firewall must be
Qonsistent with the organizational structures on the authentication servers. )
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e Each user group belongs to only one parent user group, and each user belongs to at least one user groups.

Chapter

07

¢ The system has a default authentication domain. Each user group can contain multiple users and user groups.

Organizational Structure Management

Employee B | | Employee C

Employee D

e
S
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Cross-Dept group

Employees corresponding to users

Cross-Dept security group
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e Administrator
O An administrator is a user who accesses the device through Telnet, SSH, web, FTP, or the console port and

configures or operates the device.

¢ Internet access user

O An Internet access user is an intranet entity that accesses Internet resources-for example, an internal
employee at the headquarters of an enterprise. Such a user can directly access network resources through the
firewall, which authenticates the user and performs access control according to the policy applied to the user.

e Remote access user

O A remote access user is an extranet entity that accesses intranet resources-for example, an employee ata
branch of an enterprise or an employee on a business trip. Such a user must first access the firewall through
SSL VPN, L2TP VPN, IPsec VPN, or PPPoE before accessing network resources at the headquarters.

\ _/
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Administrator Login Modes
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e Console
¢ Telnet

e SSH

e FTP

e Web

Console
Adminsstrator PC nterface UsG Adrministrator #C UsG
o) FTP O FTP Sery
t f
Console = FTP ”
Admirsstrator PC UsG Administrator PC usG
— m j — !
Teinet Server P "
Telnet Web Client b Web Server
Administratot PC Usa
g Ethernet
S Server
SH
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Device Management Using Console, Telnet & FTP
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¢ Choose System > Administrator > Administrator and click Add to create administrator Client Ol. Set the device
management type to Console, Telnet, and FTP.

Add Administratos T x
Name Clent0?
Authenbcanon Type e Local authentication

Server authenbication

Server authenbicabion’Local authenticabion

Password = | seceeesees *(8-64 characters)

The password must contain at least three of the following characier

types upparcase letters lowercase lafters dges and spacal : :

characters. The password cannot contain wo Of more consecutive You can Conflgure dlfferent

identical characlers. The password cannot be the same as the . .

admensstrator name of ds reverse form YOIQS, InClUdlng the system
Set IP addresses of | “*"" T e administrator, configuration
trusted hosts to - | system-acmin ~ | ———>» administrator, and audit
allow access of Tigsted Hoat | ] | o administrator, for Client01.
only these hosts. < Advanced Settings

Service Type vied v Teinet SSH l Select device
o Consgle  ETP management types.

Y

)
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Device Management Using SSH
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¢ Create administrator Client01 and set the device management type to SSH.

You must set the SSH authentication mode.
In this example, set the authentication mode to

Password.

werlare mtiery OgN i T U

seini i » SSH option (Note: Keep the default

e configuration of Console, Telnet, and FTP)
173000 -
v
Wed Tarret v §5M ;}?Z‘_ﬁ.li:wm; — Enabl'ng STe"‘.et
Conels [P0 Sesans st 0 venoe | | and SFTP services.
PASSWORD 5 STV Service (1F'vé and S 13 v linatie
. SEH Port (IPvd and P8 | 2 «HE05.80838- Dottt Pt 22

AUPar U At Aarg LA

AUt ataon Trveond «1. 170~ seconds

L -
Koy Deneraton mienya «0- 24> Nowrs

= o S -

SO User Lawved
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Device Management Using the Web Ul

Create administrator webuser and set the user level.

Add Adminéistrator

Name

Authericaton Type

Confrm Patswore
Ko

Trustes Host !

wetutar
®  Local autnentxcatan
Server pUTenhomon

Senw puMentcaontocal sdthesdcgton

064 tharat

The patswerd must Contan a1 east three of the lowng charact
WPt WeNCate ey lowwrcase Wilers Agls and 3peca
characters. The peaseord cannsl contam oo or more conpecuty

Gurtcll characiers The paasetrd Carndl De the same a3 e

FOTEER S (MR of 15 faverie Torm

Geeemereas

Trstem-oomen

Jr—ti

9

A system
administrator can not
only configure the
device but also
manage the file
system for software
upgrade.

Choose System> Administrator > Settings and set the HTTPS/HTTP service port The device does not support
disabling the HTTP or HTTPS service or changing its port number when you are logged in through HTTP or HTTPS,

respectively.

Enable the HTTPS
service and set the
HTTPS service port.

Dovice Suvice Setsngs

HTTPS Serece

MTITPS Pt
Wed Service Tmeout 10 11440 Myt
Man. Oniews Wed Users 200 200,
Nurrder of Consecutve Lagn Fatores 3 &
Lockayt Daration 30 180~ mrndes
M Patcwora L eegth ) e
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¢ SSO refers to that the firewall obtains user login information from other authentication systems instead of
authenticating users so that users can go online from the firewall.

e |f users need to directly access network resources after being authenticated by an AD server, you can
configure AD SSO to trigger authentication. AD SSO can be implemented in the following modes:

O Install the SSO service program to receive messages from PCs.
O Install the SSO service program to query AD server security logs.
0O The firewall monitors AD authentication packets.

e Users can use AD SSO to trigger authentication on the firewall. The firewall can have SSO enabled to identify
the users that have been successfully authenticated by these authentication systems. In doing so, these users
do not need to enter their usernames or passwords when accessing the network. The firewall supports multiple
modes for obtaining user authentication success messages during AD SSO.

\ _/
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¢ You need to deploy AD SSO service on the AD monitor (AD domain controller or other devices in the AD
domain), configure login and logout scripts on the AD server (AD domain controller), and set AD SSO parameters
on the firewall to receive the user login and logout information from the AD SSO service.
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AD SSO (Receiving Message from the User PC)

AD Server

(AD domain controlier)

v

Login to &ﬂo

AD domam

»
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User

Send user logn
informaton e N

]
n AD S50 service

AD my

(any computer in the AD Aats S
domain,including the AD ___ Semicedata
domain contraller) flow
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! Login /Logout script

o

4
0 Verty user wentty
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Y o Send user login
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AD SSO (Querying Security Logs from the AD Server)
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You need to deploy the AD SSO service on the AD monitor (this can be an AD domain controller or another devic
in the AD domain), set AD SSO parameters on the firewall to receive the user login and logout information from
the AD SSO service.

AD server
(AD domain controller)

Al
A0

-~
Log in to an

AD domain

o Query security logs

"‘ 'V\a'

I
g - »
a

User

: O

information

AD monitor
mn 't'u)

including the AD domam

(any computes AD domamn

controller)

Authentication

Server data

Send user login

data flow

flow
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¢ In this mode, the program does not need to be installed on the AD server. The firewall listens to the
authentication packets sent by users who log in to the AD server (AD domain controller) to obtain authentication
results. If a user is authenticated, the firewall adds the mapping between the username and the user's IP address

to the online user list.

_— AD Server

mK (AD domain controller)

A , Authentication
data flow
_____ Mirrored data flow
Log in to an .
. — - Seryice data flow
AD domain
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Portal Authentication for Internet Access Users
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¢ In portal authentication, the firewall or a third-party server provides a portal authentication page to
authenticate users. you can trigger built-in portal authentication using the following methods:

0 Redirected authentication:

m Redirected authentication implements authentication for Internet access users when they attempt to
access HTTP services.

0 User-initiated authentication:

m User-initiated authentication indicates that Internet access users proactively access web pages for
identity authentication before accessing network resources.

\_ W,
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Built-in Portal Authentication Triggering Mode-Redirected Authentication
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e When receiving the first HTTP service access data flow traffic from a user, the firewall redirects the HTTP
request to the authentication page to trigger identity authentication. If authentication is successful, the user can
access HTTP and other services.

e After receiving HTTP packets whose destination port is 80 from an Internet access user, a firewall redirects the
user to an authentication web page and triggers identity authentication. The user can access network resources
after being authenticated.

o Access HTTP 0 Access HTTP servers after
servers being authenticated
7 |
B i — —— . —
-~ w
User A FW
4 Authentication
Redirect thg us.w to data flow
Q an authentication — — - Service data
web page flow
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¢ An Internet access user initiates an authentication request on the authentication web page hosted on the
firewall. After receiving the authentication request, the firewall implements identity authentication for the user.

¢ The firewall supports user-defined Portal authentication. There are currently two types of user-defined Portal

authentication.
0;‘-‘%.{:&55 an authentication

web page

-
!

Lser W

Authentication

data flow

9 Access internet resources
— — = Sarvice data flow

after being authenticated
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® Remote access user authentication refers to the authentication of various VPN
access users. The authentication triggering mode is determined by the access mode.
Modes include:

0 SSL VPN
0O L2TPVPN
0 IPSecVPN

0 PPPOE
\_ W,
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Firewall !
B @ @ gf

N 4

(1) Log in to the device and User account I Application server
submit the account and password.

- The firewall verifies user
accounts and passwords.

Lol T

(2) User authentication
succeads. 4 Account A accesses resources.

© Account B accesses resources.
(3) Access is allowed.
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authentication exemption.

authentication modes:

Authentication Polic
07 2

¢ Authentication policies determine which data flows need to undergo portal authentication and

Redirected
authentication

Authentication
exemption

¢ The firewall does not authenticate passing-by data flows by default. Authentication policies are required to
filter data flows that require authentication. An authentication policy takes effect on the following
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An authentication rule consists of conditions and an action. The conditions used by a firewall to match
packets are as follows:

0 Source/ Destination zone
0 Source/ Destination address/region

¢ An action indicates how a firewall processes packets. Possible actions are as follows:

O Portal authentication

0 Authentication exemption
0 No authentication

0 SMS authentication

\_

~N

¢ An authentication policy is a set of authentication rules that determine whether to authenticate a data flow.
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¢ Choose Object > Authentication Server > RADIUS and click Add to create a RADIUS server.

Hudd RADIUS Sarver =
Set the RADIUS
byarma [ ] Shaced Key SharEd kE}‘r,
Pomary Auterbcabon Sarver [P Address ' Port Cwigpeng Ing . .
o ) Y which is the
Secondaty AulPEnBCEbon Served IF Address Pan L0 pafig 11T
Fremary Acoogning Senvar P Adgness Porl Urigpang Inj s'ame as that ﬂf
Secondany Acoourbng Server IF Addeess Porl Carigpang Ing the RADIUS
« Advanced Seltings sServer.
Rsitransmas5ian Aflsmpls | o L Co ® Maw
- o ) &1 the endiE)
e Generally, the RADIUS server uses port 1812 for
st authentication and port 1813 for accounting.
Tesi O Cancal
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Configuration a Server (AD
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e Choose Object > Authentication Server > AD and click Add to create an AD server.

e During AD server configuration, the system time and time zone of the firewall must be the same as those on
the AD server.

Add AD Serve: T x

" |

- &3 -‘. A - "

acemy-doman scocom Set these parameters
i . =——> | based on the settings
- on the AD server.

Bexd Aronymous Adesalialor (¥

ON I ADTIRET Y CPeusers
Test o Cancel
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Creating Users & User Groups
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¢ Choose Object > User > default and create a user or user group.

&h’“ o R was U haer r..h..._.x il

- P veer, Mcoy Stwwre Slvierase eent

| Maimos @ hae

N
~ Nare

O e Cwms gt Ve sy Sorie =s O
W Vietemas e S & v
| AT . L 2 e
‘;A-T»'—-w B r & s

i = ’ 2 ma

&, indicates a user group. The owning group and description of this user group are
displayed on the list. The values of the other parameters are all --. The parameters
valued -- do not apply to user groups and are unconfigurable.

ap Indicates a user. The list displays the owning group, binding information, account
expiration time, description, and user status (editable).
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Configuring User Attributes
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¢ For existing users, you can click Edit to modify their attributes.

Modity Usar T X |
User Group ‘deladynormal |Select -
Securtty Group |Selec
Passeord orseseness

The pateword Mt De @ Iring of 5 50 16 Characters anc must CONAN Al nas! Ntee

of the fodlowing characler lyped uppercase ailars Dwercade ollers. Cgts and
special chataciers The password cannol be e same &2 the wier Name
Confem Password CETTROTa .

+ Usor Annbates

Expaston Tma | © Never Indicates the time when
Soecfied Time the account will expire.

pccourd shanng

Allows users
to share this

g ACCOUNt shanng will 1oroe &l ACCOUNt-Sharng Users oMine

account to Ursdrachonal binding (The account can og in ondy 10 the Bound aodress. NuBiple users can
'og in @ adoress )
5 Biorechonal bindng (The account can g 1 only 10 Je bound a0dress. Oy NS yser can use
9 aodress )

When Layer-3 devices exist between the user and the device, if the user is

bidirectionally bound to a MAC address and is exempted from authentication, the user
fails to log in. If the user is bound to a MAC address and the SSO authentication mode

\ is used, the MAC binding attribute does not take effect.
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Choose Object > User > Authentication option > Global configuration/Local Portal and perform the configuration.

U

N

%

E

R

07 Configuring Authentication Options (Global Configuration)

i

T

(ot Dt COrhgw ehon

A user can change the
password on the login
authentication page,
and this configuration
is available only in this
scenario,

1ce Vo'

LUne detomd Vs

flevarte Curmowny gace

terg e

This option indicates
that a user must
change their
ssword upon the
irst login.

This area needs to be
configured for
pushing
authentication web
pages to Internet
access users. The
default authentication
portis port 8887,

o Scvwd LR

~N

Y
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07 Configuring Authentication Options (SSO)

Choose Object > User > default > Authentication Mode and Policy Settings and configure SSO.

D aer Managesvei
o DTN SR VR Je et o 5L VPN e & LITRLITS
1 Aumnastcation Mase ang Dolicy Semngn

et ACCetl ey Vode

2 Usew < ontaguration

Set the Internet access mode to
SSO authentication.
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AD SSO in no-plug-in mode
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To configure AD SSO in no- < : e M)
plug-in mode, you need to o—f oo cayeaun Al H i |
download the AD SSO program A A
and decompress it. Then install SR
ADSSO Setup.exe on the AD anig ol == —
monitor and set AD SSO service RSy '
parameters, [ 2
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Chapter
07 Configuring an Authentication Policy
Choose Object > User > Authentication Policy, click Add, and configure an authentication policy.
Add Authentication Policy ? x
Name I
Descnplion
Tag or en
Source Zone wrce 20ne i [Multiple]
Destnation Zone { @ destination zone v/| IMuftipie]
Source Address/Region(») e
Destnation Address/Region(?) ect or enter an addres:
Action »; P;':r'.al ax;{noﬁ!}citbn
Select an action for the P .
. . - < Authentc Y axempbon' )
authentication policy. T —
No suthenbicationt?)
Portal Authentication Template Enable
oK Cancel
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Chapter
07 Importing Users Locally or from a Server

~N

(Choose Object > User > User Import.

1 Local import: supports the import of user information in CSV files and database DBM files to the local device.
1 Server import: Importing users from the authentication server in batches refers to importing user or user group
information on the authentication server to the device based on the server import policy.
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Download a CSV - d
template, input —ebs o '
required data, click
Browse, and
upload the data.
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Online User Management
07 E

/‘

¢ Choose Object > User > Online User and perform online user management.

¢ To restrict all Internet access behaviors of some users within a time segment, you can lock out these online
users.

¢ You can also force some untrusted online users to log out.

Select a userto
force the user out.

Onlime User List T

ﬂ COesconnac] iJ Dsconnac] AN Iﬂ_rr Ll,:u_,-.I :-'ir" LiilkiaCk H Rafrash | crier a user nama {

User Hame ... Group P &ﬁu.-. futhenti... Access ... Device Login Time/Lockow... Time Or

After an online useris locked, the user

cannot access network resources, log out,
or initiate another authentication request.
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