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Log Analysis

¢ The primary method to locate attackers is to extract and analyze the "traces" of perpetrators in computer
systems.

¢ Important network events are recorded in logs. Analyzing logs plays a vital role in cracking down on
network crimes.

o Network device log mm 'Vetwork device log

Log analysis

 Operating system log mn Operating system log
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Key Log Analysis Points

User Guest
Time
Location Device Interface Service
Wired Wireless VPN
Device

Action Resource
type
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Analysis of Network Device Logs

¢ This example uses the firewall to describe how to analyze attacks based on logs.

e Click Threat Log in the navigation sidebar. As shown in the figure, information about an IP spoofing attack, including the
attack time, protocol used, and target interface, is displayed.

S g
o Thweat Log List
- Trafhe Log
A Cport 8 Retess W Cum
" Pweat Log
Burt Leg Vew Time Theeat Type Traat © Tweat Name SourceZore  Destination Jone At
B Corentton @ 2010010120245 Ak 25 1P spoct atach
2 Cperaton Log View Threat Log Detall sAftack) L
Bspem Loy
Comm on Log Fleld Theeat ~
‘L‘tﬂk“wtq} Amack Start Tme AR ' Theeat Type
A Poicy Makhng Log Amtach End Time [Pvresttame ot atach |
3 Mait Fidenng L ag | Protecat | Theeat Count
—— Virtual System = Acnon Ne 1
e ™ Repon
Applc ation Categoery [Yargﬁlmda:o E 107 ]
[* T .
Applcation Subaategory Pachet Couwrt
- R Appbs atin Maim um Attach Pachet
Rate

¥ Session Tatée

. Syatorn Sama s

4 (nagnosn Center

A Quintapie Pachet Caphum
= Qumteple Packet Descare

Sowrce Address Sowrc  Amacher Sourc e CountryRegon Destiration Address D . Victm Owes tination CountryRe

@5l gron)ldooly
A —" QY



Analysis of Operating System Logs

* Logs record all events of the operating system. It is vital to quickly identify key information from a large
amount data. In the Windows operating system, you can filter key events as required.

i Server Manager (WIN- MG T R R e
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Analysis of Login and Logout Events

e Application scenarios:

O ldentifying users who have logged in to the operating system.
0 Analyzing how the operating system is used.

e EventID:

0 4624-Login success (security log)

0 4625 - Login failure (security log)

0 4634- Logout success (security log)

0 4672 - Login as an administrator (security log)
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Login Success and Failure Events

e The following figure displays the security log information regarding login success
and login failure.

B Event Properties - Event 4624, Microsoft Windows security auditing H Event Properties - Event 4625, Microsolt Windows security auditing.

General Iogml; I Genenal 'Detmh l

An account was successfully logged on, ] f’ An account failed to log on.J :‘J
Subject: Subject:
Secunity ID: SYSTEM Secunty ID: NULL SID
Account Name: WIN-32MNNOGSCMPS Account Name: -
Account Domain: WORKGROUP Account Domain: .
L ID; 03e? !
ogon - Logon ID: 00 -
Log Name: Secu Log Name: Secunty
Source: Microsoft Windows secunty Logged: [020/2010 3:48:12 AM ] Source: Microsoft Windows secunity Logged: [ 4/18/2018 3:45:47 AM l
Event ID: Task Category: Logon Event ID: Task Category: Logon
Level: Information Keywords: Audit Success Level: Information Keywords: Audit Failure
User: N/A Computer: WIN-32ZMNNOGICMP User: N/A Computer: WIN-32MNNOGICMP
OpCode: Info OpCode: Info

More Information:  Event Log Online Help More Information: Event Log Online Help
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Logout and Privileged Login Events

¢ The following figure displays the security log information regarding logout and
privileged login.

!] Event Properties - Event 4634, Microsoft Windows security auditing. _'] Event Properties - Event 4672, Microsolt Windows security auditing

Genenal I Details l Genenal I Details l
An account was logged off, A Special privileges assigned to new logon. N
Subject: Subject:
Secunity 1D: WIN-3ZMNNOGICMP\Adrministrator Security ID: WIN-32MNNOGICMP\Administrator
Account Name: Administrator Account Name: Admunistrator
Account Domain: WIN-32MNNOGICMP Account Domain: WIN-32MNNOGSCMP
Logon ID: Dx1a5f96¢ Logon ID: 0x125f96¢
= =
Log Name: @ Log Name: Secu
Source: Microsoft Windows security Logged: | 42072018 3:51:03 AM | Source: Microsoft Windows security Logged: | 42072018 3:48:12 AM |
Event ID: Task Category: Logoff Event ID: 4672 Task Category: Special Logon
Level: Information Keywords: Audit Success Level: Information Keywords: Audit Success
User: N/A Computer: WIN-3ZMNNOGICMP User: N/A Computer: WIN-32MNNOGICMP
OpCode: Info OpCode: Info
More Information:  Event Log Online Help More Information:  Eyent Log Online Help
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Analysis of System Time Change Events

e Application scenario:
0O Collecting evidence proving that a user has changed the system time.
e Event ID:

0 1 - Kernel-General (system log)
0 4616 - Change system time (security log)
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Logs About System Time Change Events

¢ The following figures show the system log and security log for system time
change events. e e

]
Genenal | Details | Subject:
—— Secunity 1D: SYSTEM
system time has changed to 2018-03-13T19:55:43.027000000Z from 2018-01- Account Name: WIN-32MNNOGSCMPS
09716:25:32.6413786002 Account Domaint WORKGROUP
Logon ID: el
Process Information:
Process ID: 0620
Name: C:\Program Files\VMware\VMware Tools\vmtoolsd,exe
Previous Time: 2018-01-09T16:25:32.641378600Z
Log Name: New Time: 2018-03-13719:55:43.027000000Z
Source: Kermel-General logged: | J32018 255430M |
Event ID: Task C s [This event is generated when the systerm time is changed. It is normal for the Windows Time
X 90ty Service, which runs with System privilege, to change the system time on a regular basis, Other
Level: Information Keywords: Time system time changes may be indicative of attempts to tamper with the computer,
User: SYSTEM Computer: WIN-32MNNOGICMP
OpCode: Info Log Name: Secu
More Information:  Event Log Online Help Source: Microsoft Windows security Logged: |3/13/2018 12:55:43 PM|
Event ID: Task Category: Security State Change
Levek: Information Keywords: Audit Success
User: N/A Computer: WIN-32MNNOGICMP
OpCode: Info

a' More Information:  Event Log Online Help
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Analysis of External Device Use Events

e Application scenario:
0 Analyzing the time when hardware devices are installed in the system.
e EventID:

0 20001/20003- Plug-and-play drive installation (system log)
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Logs About External Device Use Events

e The following figure shows the system log's record of the external drive
inSta I IatiOn eve nt. !] Event Properties - Event 20001, UserPnp

General | Details |

Driver Management concluded the process to install driver FileRepositonAumbus.inf_amd64
neutral_2d4257afa2e35253\umbus.inf for Device Instance ID UMB\UMB\1&8419210&0&TSBUS
ith the following status: 0x0.

Log Name: System

Source: UserPnp Logged: 8/3/2017 7:17:27 AM
Event ID: 20001 Task Category: (7005)

Level: Information Keywords:

User: SYSTEM Computer: WIN-32MNNOGICMP
OpCode: Info

More Information: Event Log Online Help
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Log Analysis Tools

¢ Log Parser is a high-performance and easy-to-use log analysis tool developed by Microsoft. It can
analyze text log files, Extensible Markup Language (XML) files, comma separated values (CSV) files, event
logs, registries, file systems, and Active Directory of the operating system.

¢ To use Log Parser, you must be skilled in SQL language.

¢ Log Parser Lizard is a GUI and saves users from remembering complicated commands. Users can obtain
the analysis results by setting the basic SQL statements.
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Use of Log Parser Lizard (1)

¢ The following figure shows the Top 1000 Windows Events results filtered by Log Parser Lizard.

L A s 2 Top 1000 Windows Everts % | | Count event types from System

o Query | [T Resk Grd | ) Ot

Top System and Application Events

B serove Control Manager
. Sytraribe Nestweorh, Protcton
Bl ofreiwe Brotecton Platf o Seeore

. UnedpServoe
- W Mot Wirkoves LoadPert
1ag 4t 44 - -
cd bl harrel
: @ e st e St

Symarter Metveorh Probecton UrredpService ey rpn® e Ml el - Wi & el t M Laruger Evaril ony )
Servce Control Manager  Softwars FTOTection Patf orm Servce  Mcrosoft- windows L sadPert Scharnel MySOL B EventLog
- — Samglls Movie Average
Source Name
00
“’ vomaon evert o%)
) E- ——— -
0
Lrvor ewent Erdormastion event Saxcesd event Wl T et

Bvent Type
a‘ Tota: Ingatt records processed: 2, 761, Cultpal records: 1,000, Tens: 000002 f_‘ Wradomes £ vend Log o

5.1 pronl ooy

EVERYONE'S SMART UNIVERSITY



Use of Log Parser Lizard (2)

¢ The following figure shows the Count event types from System results filtered by Log Parser Lizard.
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