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Aramco 

Type of risks; 

1) Phishing emails: 

A) Why risky? 

- Because it targets servers and systems. Risk of data leaking 

and confidential information stealing. 

B) Type of risk:  HAZARD RISK 

C) Likelihood: High Likelihood 

D) Impact: High magnitude – great impact because of primary and 

confidential data leakage. 

E) Strategy made: sending phishing dummy emails plus the intensive 

awareness campaigns. 

2) Terrorist attacks: 

A) Why risky?  

- Because it targets oil reservoirs and laboratories. 

B) Type of risk: HAZARD RISK 

C) Likelihood: Low Likelihood 

D) Impact: High magnitude – wide range attacks like missile attacks 

and drones. 

E) Strategy made: place anti-missile defense system. 

3) World pandemic ( COVID19): 

A) Why risky? 

- Because It's an incurable disease targets consumers/client and 

spread out with no warnings . 

B) Type of risk: HAZARD RISK 

C) Likelihood: Low Likelihood 

D) Impact: High magnitude – affects global range of oil consumer 

which drop down world economy. 

E) Strategy made: decrease oil price, drop 50% of employees salary  

with rescheduling of work time. 

 



 

 

4) Contractors and Man Power suppliers: 

A) Why risky? 

- Because the high number of contractors. 

B) Type of risk: CONTROL RISK 

C) Likelihood: High likelihood 

D) Impact: High impact – the high number of contractors, the hard to 

control all of them. 

E) Strategy made: re-sorted contractors to pick the most capable of 

them based on internal evaluation / surveys.  
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