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Abstract

This study aims to analyze the impact of technological innovation on cybersecurity
risk management in Saudi financial institutions. A proportional stratified random sample of
364 managers from senior and middle management levels was selected. Data was collected
using an electronic questionnaire and analyzed through a descriptive-analytical approach,

applying a set of statistical methods.

The results of the study showed that the high level of technological infrastructure, as
one of the dimensions of technological innovation, and the high level of software and designs,
as another dimension of technological innovation, are present in the Saudi financial

institutions operating in the Kingdom of Saudi Arabia.

Based on these results, the study recommends focusing on providing financial
resources, logistical capabilities, and specific support that can maintain the outstanding level
of technological innovation application in Saudi financial institutions. It also suggests working
to provide the infrastructure that contributes to enhancing the ability of Saudi financial

institutions to achieve their goals in alignment with Saudi Vision 2030.

Keywords: Technological Innovation — Cybersecurity Risk Management — Saudi Financial

Institutions



:8‘)1‘

Zsyall gz lLl Y

Aelis § (oredsasall 50N .(2024) AagS (3 el alaian &, ) Glaglas el dgzell e ™
(NAJSP), 110- (edadl -8 Lias,8) JLod Aoma 3yLetiuel o9 Bty 7 3Les 1@ el Jaga
124

Bpaall ayliaell eudbadl sull 35a @ (2eleasdl B! 495 (2021) Makhoos, D *®
.(3)Tishreen University Journal-Economic and Legal Sciences Series, 43

& Fluall s80g 2o leiSall HLY1 195 .(2024) el wie &, bl (padl b daxa 0l ™

RSN FENDRE PR S SRVATE | VY C S -

ol sl 3915 5 (e yllaie sl B9y cguaglaudl ccats Ay Cuato ilss iyl

el @ jall g laall aslpead! Jbolell y15) @ wloglall Lix 91985 aSgo 595 .(2022) .romes

174321715 ¢ Bke 1370 ¢yl 5¥19 AL Eigelly olualyull Zalal

2oLard¥) sl 3 oloasal LY Jais § SN Bogudl] Aenlivs (2023) . idss @
.(Doctoral dissertation) cslucwsll jany Al dilys 152!

0¥l Alxa g3Latd¥! Jlrll 3 auladl Jblall 5)15) (2024) dsl> G ol cgolamy Il ™
A15-104 ¢ s 270 izl idls ool

Slsd! a¥l Jbola 8y15) 13,45 e IS8T 7 Lad) 31 .(2023) eualy) dexl eualyy) 8y ™
sl HpuiSad) Alme Ay Tl ionball b omall puetiadl Shls e
281-2111¢ 77 WA ESY

Lol Amilial @5 § aaloasSall KLY 593 .(2024) . cpudl (335 b & el (355 Olcds ™
Ams L pall Leliall SIS, 401 e adat Al Al ol ndlad) 53L1 Geamt 331

Akt &gl



e olaad) bl 5515) 51.(2023) Byl e Gila il gl 9 s sas GileT clallall
Ulaoy) Aslpad! AeSold Juall soull Asa ¥l dletll Soadl § JsIl) Ganll 525>
o iy asle (Br9dde e pruale

8085 e Bpmse dd) Ro sl lign 9,0 edtad) Bagancll oloes Aly3.(2023) . J 98 Liny & 0y lee
157-115,(3)22 2Ll g1 &gt & pialll Al 2o deasall 8|

ol SIS 593 .(2021) s/ les I die & 85usd e sduunly o larkin (55148
4asl> Doctoral dissertation) dlawgilly dpisall clucwsll o deudliadl sl gudees 3
(Ghal-2]s des

ot Jeladdl Jeloms 2SI Apall § slba ¥l (801 (2024) s & ,Lull Auay $dke
Iy Gigslall abolilly oo easiall IS

9 e (owge dezme Wil (el sl wesdlie conald zlallae Jole gyas (guge
Ll Hblell e Go ASIY! zLad¥l 31 (ulid (2023) e plliie dal B9 ye gzl
sae 1570 sl ¥ls AW &gz lg cnluolyuld dpaladl Al dpaydas dalys :3LAAL Aaud e
66-1. ols

Lgad Laalpa-Llal) puwd § aleiSall KLY 595 .(2022) ke o & o) ,Olams ,Juts

(42,2 4asl> Doctoral dissertation) &5,y gall a3, 58150 iluwdll (1o

At axl I :Lals

® Adam ). Saffer.  (2018).  Value-Added  Theory. (e slafiudl

https://www.researchgate.net/publication/327877299_Value-Added_Theory

‘Q—i

®  Abd-Elmageed, M. H. (2024). The Effect of CSR on the Interrelationship among Cyber

Risk, Supply Chain, and Small and Medium-Sized Enterprises Performance: An Applied

Study. Scientific Journal of Economics and Trade, Vol. 4, 205-250.



Ahmed Al-Musallam Chuc. (2023). IMPACT OF FINANCIAL TECHNOLOGY (FINTECH)
ON FINANCIAL PERFORMANCE OF MICRO FINANCE INSTITUTIONS IN BAHRAIN. N
e 3l https://www.ajoeijournals.org/sys/index.php/ajoei/article/view/506
AliPolat. (2021). Effects of GDPR on the financial services sector in the Kingdom of Saudi
Arabia. ) a1 ! o
https://www.ingentaconnect.com/content/hsp/jdpp/2021/00000004/00000003/art0
0004

Amar Johri. (2023). Exploring Customer Awareness towards Their Cyber Security in the
Kingdom of Saudi Arabia: A Study in the Era of Banking Digital Transformation. @3
oo 3o https://onlinelibrary.wiley.com/doi/10.1155/2023/2103442

Badawy, H. A. E. S. (2021). The Impact of Assurance Quality and Level on Cybersecurity
Risk Management Program on NonProfessional Egyptian Investors’ Decisions: An
Experimental Study. Alexandria Journal of Accounting Research, Vol. 5, No. 3, 1-56.
Bushra Elamin. (2016). The Impact Of Information Security Management For E- Banks
Performance  In  Kingdom  Of = Sudi  Arabia. (4  slafdudl @
https://www.researchgate.net/publication/310443456_The_Impact_Of_Information_S
ecurity_Management_For_E-_Banks_Performance_In_Kingdom_Of_Sudi_Arabia

David Kindness. (2023). Risk Management Framework (RMF): Definition and
Components. Y MKy on o
https://www.investopedia.com/articles/professionals/021915/risk-management-
framework-rmf-overview.asp

Elgadi, M. M. A, Mohamed, M. A, and Abdelmegeed, M. H. (2024). The Role of Risk-
Based Internal Auditing on the Activation of Cybersecurity to Control Information Risk: A

Field Study. Accounting Thought, Vol. 28, No. 2,117-146.



Florian Diener. (2021). Digital Transformation in Banking: A Managerial Perspective on
Barriers to Change. (ye 515741 @3 https://www.mdpi.com/2071-1050/13/4/2032
Frank Cremer. (2022). Cyber risk and cybersecurity: a systematic review of data
availability. cye 5157 @3 https://pmc.ncbi.nlm.nih.gov/articles/PMC8853293/
Hassan Algahtani. (2024). The effect of financial technology on the financial
performance of national Saudi banks. ) o3 A o
https://www.researchgate.net/publication/379931144_The_effect_of financial_techn
ology_on_the_financial_performance_of_national_Saudi_banks

John R. Turner. (2019). Complexity Theory: An Overview with Potential Applications for
the Social Sciences. (0 313 A @3 https://www.mdpi.com/2079-8954/7/1/4

Mahadih Kyambade. (2024). Technological Innovation and Commercial Banks' Financial
Performance: A Mediation Analysis of Risk Management Practices. (o slafudl @3
https://www.researchgate.net/publication/382183952_Technological_Innovation_and
_Commercial_Banks'_Financial_Performance_A_Mediation_Analysis_of Risk_Manage
ment_Practices

Marta Barroso. (2022). Digital transformation and the emergence of the Fintech sector:
Systematic literature review. %) KT oY N

https://www.sciencedirect.com/science/article/pii/S2666954422000084

Md Hamid Uddin. (2023). Does digital transformation matter for operational risk

exposure? ) Ky o
https://www.sciencedirect.com/science/article/pii/S0040162523006042

Metwally, A. B. M., Abdelazim, S. I, and Almarji, M. T. (2022). Internal Auditors’ Role In
Confronting Cyber and Fraud Risks Related to Outsourcing Insurance: An Exploratory

Study. Alexandria Journal of Accounting Research, Vol. 6, No. 3, 1-31.



Mohamed Al Hammadi. (2024). Risk Management in Islamic Banking: The Impact of
Financial Technologies through Empirical Insights from the UAE. (o sloiudl @3
https://www.mdpi.com/2227-9091/12/2/17

Muhammad Fakhrul Safitra. (2023). Counterattacking Cyber Threats: A Framework for
the Future of Cybersecurity. (o slaAiudl @5 https://www.mdpi.com/2071-
1050/15/18/13369

Nawaf Alhalafi. (2023). Exploring the Challenges and Issues in Adopting Cybersecurity in
Saudi Smart Cities: Conceptualization of the Cybersecurity-Based UTAUT Model. @3
) ol |
https://www.researchgate.net/publication/371154328_Exploring_the_Challenges_and
_Issues_in_Adopting_Cybersecurity_in_Saudi_Smart_Cities_Conceptualization_of_the_
Cybersecurity-Based_UTAUT_Model

Ramdani, Reem, and Al-Fahri, Zainab Al-Fassi. (2024). Cybersecurity Risks and Cyber-
Resilience: The Games of Digital Transformation in the Digital Age in Morocco. Journal of
Law and Business, No. 106, pp. 276-289.

Salah AlBenjasim. (2024). Development of cybersecurity framework for FinTech
innovations: Bahrain as a  case study. R K onY ©
https://link.springer.com/article/10.1365/s43439-024-00130-4

Umara Noreen. (2024). Mapping of FinTech Ecosystem to Sustainable Development
Goals (SDGs): Saudi Arabia’s Landscape. ¢y 3l3iu! @5 https://www.mdpi.com/2071-
1050/16/21/9362

Wided Dafri. (2023). Challenges and opportunities to enhance digital financial
transformation in crisis management. Y oo A N

https://www.sciencedirect.com/science/article/pii/S259029112300267X



Xuan Wei. (2023). Meta theories of technological innovation based on the analysis of
classic texts. ) KT o
https://www.sciencedirect.com/science/article/pii/S2405844023039865

Zulaicha Parastuty. (2015). Organizational change: a review of theoretical conceptions

that explain how and why young firms change. (o oslaAdudl @

https://www.researchgate.net/publication/270592509 Organizational change a revi

ew of theoretical conceptions_that _explain_how_and why young firms change



https://www.researchgate.net/publication/270592509_Organizational_change_a_review_of_theoretical_conceptions_that_explain_how_and_why_young_firms_change
https://www.researchgate.net/publication/270592509_Organizational_change_a_review_of_theoretical_conceptions_that_explain_how_and_why_young_firms_change

S|



MIDOCEAN
43\5).33 ] Aoz 39 pS,g.Lc ‘AM‘

Lo ST 531/ 0ayS 21
ey ddo Azl

skl 8ls) (e (2 odoaSall SIS 8l Juloms Lulid Js> dulys slab cat= Wl pody

42 gaud) U Slumwdl! § 2! sl
Jabs el gom g0 Aluall cal3 Auleall pelly Aualall 28 pall (o @Soud U Ty kot
slasly o Sl IS (e il (o158 2 ulilll ciloglall 85 3 Bucludly Ogall e @St Jgsas|

S5k Ay oo Bl Bl e il oSO,

ol lale ¢ luadl 1ia 2ias § (S § Aealuell ppuaally ,Sadl (e @S5l pamed sl

¢l o) LIS Il Aalydl s il @55 931 cgang etz



B 35 e J31 — 25 e

AL w45 e U

cesolS U

5‘)}]’5.} |:|

g 10 o0 81— 5 e U

Agaie ddl aLledl Yo

LSl

Jals 4 25

L 45 e J31 - 3501

sl L]

Jals olgin5 L

L 15 o J3T — 10 e L

ﬁMD

Puij{j)m

Flaz¥l gl

el -

olall Jagl

37E 3| JLA PO

bl el -

-1



ol gl Lils

ellisY Conlill atl 3 (V) 5,180 s « 2515l ISa i Jg¥1 somdl 5>

UbJL"A éﬁ‘ji

omlae | wlee 33140 aal

B B

A 9d Sl Agizedl 2|
ASLell @ Zosgaad! AW olucasll pusrad
2 A Jlar¥! Sl Busgaad! el
ool Jaadl wudsg Aaylel
ASLall § Aogad! A laosll cslazal
Bpamll cliadl e Bssaadl Aoyl
=¥ Las
Uy 3 loghall LagleSs ol
3 Losgaadl W Slacsll oy ¥ Lasyl
Aagadl A pall ASLL
ASLell @ Zosgaedl AW luwslly Hélgzs
3 P laaally luall sgandl dyall
Slaglall Lo 1gisS Jlma
Bud ol 3 leplall LimglyiSs cucalu
Ayadl ASLell 3 Logaad! AU lucusl
Ll al Buazs e 2p3gadl

QMB QLguﬂJ‘



ASLll & Asgaadl R clucpll § 3l
Byshie Al Llas Aalasl Lagaudl dpyall
PS{ERPEY
ASLell § osgadl LW Slucudll puiias
Ao Leadl laedatdly el sgaudl 2l
4 9 ASTY!
clasll 3 Zaasndl Elmond! colils
2o Asgaad] yall ASLell 3 Ausgad] AU
A uns Ll o oguta] ol allas
ASLell @ Lagaadl I olusslly uzg
G Gl 8 pllas &pogacdl Ay yall
ASLell 3 Asgadl AW cluupll cllics
By adsn) A8 Auiline Aysgadl Ayl
iy Lpuzmiy Az leiSall lually
JCCASIEAPRES |
ALl 3 Bssaad! AW Slawsll Josd

fog..\.ﬁ.'i

SN e Asgaadl Ayl

Go.

¢ VLQ.Q_U LLLA..L”XJ‘
Caims e Aogaadl Al 3SLU

ety Letelly Lelieass



G Ueladl sgaud! AU Slucwdll o y=s
ped ol e Bogaddl Aoyall aSLal
Jeadl sildlato ae dodseiwdl Lo g lgas)
G Ueladl ogaud! AJU) Slucwsll oy
Otbeladl oy (e Bngaud) A yall 28l
BYCIAITRELINE S FLATEL FANES SM PP
G el dagasdl AW Slucwdll o
Colladll Ay Bogandl Al asLal
Joall e § gl 2zs 15l

el gty Je ol
G elal Lagasdl AJW wlucwsll K53
Laglesadl e dngaudl dayall aslell
el QL{.E:)j ;al.?bj ﬁ;MﬁgLuai_m.'zJ‘
8 yadaun ol add eyl L3 gaud! :Ly).»_n LAY
Oeall Gla b ¢ 9o § Leloas juglatd
G olall dogaudl AU lucwsl] el
de A 5u8 Loagawdl doyall aSLdl
Sbgrwldl 238 3 Lol
G eladl agasdl AIU Sluwpll dazal
Sleas @uds e Logaudl dopall 2Ll

IENESY

G Aolall Zpsgad) LI Slucsll ellies
WSlse e 8yudll Lagaudl doyall ASLL
#daall Bl g il b § il



LY ewlill k) § (V) 8180 s ol ad oLl 1 s LI ol 3>

o2)las 34!
soslae  wlee 38 s
A R

bl 8,15Y Alad Lol 5929 oof e
3 Slolll ol ge 5 sl
Grasa

Jo> caabsgall seradl copuall of @l
Eosldl a5 § alees dlpendl bl
Loatll Glexdl by alasial of pel
G900 (Sbledl padds dolazdl O haz i)
Awlusdl Blaglall et

St bl GBI cuds ol oo
sl Lol Ot § el 6292
IVES (REARWRUAL

Lagasein 42yl Sl ae Osladl| Ol axi
e Gunga 8508 (o 33 Gl a8l

oLl 42150

f.bb-}(bﬁ.\.é.‘i." Jgv-u S -



Midocean University

]
M_IDC)F:EA'T!

Management College

Specialization in Risk Management

The Impact of Technological Innovation on Cyber Risk
Management: An Applied Study on Saudi Financial

Institutions

Student preparation/

Nada Rashid Abaalkheil

242000219
Supervisor/
Dr. Al faisal Abdelhameed Mohamed
Dr. Fayez Ali Jrad

1446 — 2025



	بسم الله الرحمن الرحيم
	الإهداء
	الشكر والتقدير
	المستخلص
	قائمة المحتويات
	قائمة الجداول
	الفصل الأول: الإطار العام للدراسة
	المقدمة
	1.1 مشكلة الدراسة:
	2.1 أهمية الدراسة:
	1.2.1 الأهمية العلمية
	2.2.1 الأهمية العملية

	3.1 أهداف الدراسة:
	4.1 تساؤلات الدراسة:
	5.1 فرضيات الدراسة:
	6.1 الدراسات السابقة:
	7.1 المنطلقات النظرية للدراسة:
	8.1 المنهجية وطرق البحث:
	9.1 أدوات الدراسة:
	10.1 حدود الدراسة:

	الفصل الثاني: الإطار النظري
	المبحث الأول: الابتكار التكنولوجي
	المقدمة
	1.1.2 التمييز بين المصطلحات
	2.1.2 الفرق بين الإبداع والابتكار
	3.1.2 مسارات الابتكار
	4.1.2  تطور الابتكار
	5.1.2  خصائص الابتكار
	6.1.2 مبادئ الابتكار ومصادره
	7.1.2 مصادر الابتكار
	8.1.2  عناصر الابتكار
	9.1.2 التفكير الاستراتيجي
	10.1.2  خطوات الابتكار
	11.1.2   سمات المدراء المبتكرين

	المبحث الثاني: إدارة المخاطر السيبرانية
	1.2.2 مفهوم المخاطر
	2.2.2 العلاقة بين المخاطر وعدم التأكد
	3.2.2 أنواع المخاطر
	4.2.2 مفهوم الأمن السيبراني والتهديدات السيبرانية
	5.2.2 عناصر إدارة الأمن السيبراني
	6.2.2  الخلفية التاريخية لإدارة المخاطر وتطورها
	7.2.2 تطور مفهوم إدارة المخاطر
	8.2.2  مفهوم إدارة المخاطر السيبرانية
	9.2.2 أهمية إدارة المخاطر السيبرانية
	10.2.2  مراحل إدارة المخاطر السيبرانية (الابعاد)


	الفصل الثالث: منهجية وإجراءات الدراسة
	مقدمة
	1.3 منهجية البحث
	2.3 مجتمع وعينة الدراسة
	3.3 مصادر جمع البيانات:
	5.3 أداة الدراسة
	6.3 صدق أداة الدراسة
	▪ المحور الأول: الابتكار التكنولوجي
	▪ المحور الثاني: إدارة المخاطر السيبرانية

	7.3 ثبات أداة الدراسة:

	الفصل الرابع: تحليل النتائج
	مقدمة
	1.4 أولا: خصائص عينة الدراسة
	2.4 ثانيا: تحليل استمارة الاستبيان
	▪ المحور الأول: الابتكار التكنولوجي
	المحور الثاني: إدارة المخاطر السيبرانية

	3.4 ثالثا: اختبار فروض الدراسة

	الفصل الخامس: خلاصة النتائج والتوصيات والمقترحات
	مقدمة
	1.5 خلاصة نتائج الدراسة
	2.5 التوصيات
	3.5 المقترحات

	Abstract
	المراجع:
	أولا: المراجع العربية
	ثانيا: المراجع الأجنبية

	الملاحق
	استمارة استبيان

