
IoT security

Prepared by Dr. Abdelrhman Ahmed

Lecture 2

Overview of Common 

IoT Communications Technologies



Foreword
Chapter

02

• Communications technologies are the foundation of not only the Internet of Things (IoT), but also 
a fully connected world. If the IoT is a logistics system of information, then communications 
technologies are the various means of transportation. However, regardless of the technology 
adopted, the ultimate goal is to connect devices to the cloud-based applications.

• Common communications technologies can be classified into two types: wired and wireless 
communications technologies. In terms of their applications and technical features, the 
specifications of wired and wireless technologies vary considerably.
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At the end of this course, you will have knowledge of:

• Common IoT wired communication technologies.
• The technical standards, features, and differences between various short-range wireless 

communications technologies.
• The characteristics and developing trends of cellular mobile communication technologies.
• The  characteristics   of  Low  Power  Wide  Area  (LPWA)  communications technologies and 

distinguish between their different types.



Ethernet
Chapter

02



Introduction and Comparison Between RS-232 and RS-485
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USB
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M-Bus
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Power Line Communication
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Comparison of Wired Communications Technologies
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Short-Range Wireless Communications Technology: 

Bluetooth
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Short-Range Wireless Communications Technology: Wi-Fi
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Short-Range Wireless Communications Technology - 

ZigBee
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Short-Range Wireless Communications Technology - Z- 

Wave

Chapter

02



Comparison of Short-Range Wireless Communications 

Technologies
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