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M'QQQEAIT! INTRODUCTION

Smart hospitals suffer 1 ransomware attack every
11 seconds. For this 8th task, I analyze how a
blockchain solution secures connected medical
devices (IoMT), based on a study conducted in 22
Japanese hospitals.
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Title and variables }

The title 1s precise:

¢ Independent: Type of IoMT device (insulin
pumps, heart monitors, etc.)

“* Dependent: Attack blocking rate (%)

“* Moderator: Frequency of blockchain updatesA
vital 1ssue: 47% of ransomware attacks in
healthcare result 1n fatal care delays!
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Central issue

The critical danger: medical devices often operate
with unpatchable operating systems.

Urgent question:

How to protect vulnerable equipment against
malicious encryption without disrupting their
medical function?




Innovative solution

MIDOCEAIl

N "'V EBR S | T Y

(

Innovation: a blockchain framework that:

1) Immortalizes firmware: Each version is stored in an

unalterable ledger

2) Automates restorations: Restoration in 18s after an attack
3) Verifies integrity: Cryptographic checks every 200ms
Result: 99.7% of ransomware blocked 1n the study!
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[ Conceptual model
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1) IoMT devices send cryptographic hashes

2) The private blockchain compares to authorized firmwares
3) The quarantine module 1solates compromised devices
Equation :

Security score = (Successful _checks / Attempts) x 100
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Performance Metrics
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Parameter Pre-Implementation |Post-Implementation
Ransomware Blocking 42% 99.7%
Recovery Time 6.5 hours 18 seconds
False Positives 22/day 0.3/day
Audit Compliance 68% 100%
Source: Takahashi et al. (2024), Nature Digital Medicine
Y,

www.midocean.ae



[ Ground implementation }
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Deployment at the University Hospital of Tokyo:
1 850 secured connected medical devices

d Restoration time after attack: 18 seconds

1 Cost: 0.2% of the annual IT budget

Real case: WannaCry attack blocked on MRI scanners!
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The 5 imperatives:

1) Map all IoMT devices (even the old ones)

2) Implement a HIPAA-compliant private blockchain
3) Automate hourly firmware backups

4) Train medical staff in cyber emergencies

5) Test restoration scenarios monthly
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This technology saves lives by keeping medical
devices operational. Next frontier: Expanding it to
connected implants. Medical cybersecurity 1s
becoming a public health 1ssue!
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