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Abstract

This study aims to investigate the risks of artificial intelligence (Al) on
data security in the financial services and banking sector, with a case study
focusing on public banks in Riyadh. The research seeks to provide a
comprehensive understanding of Al-related data security risks in Saudi
banks, identify current and future cyber threats, and explain how Al can
enhance the capabilities of cyberattacks on banks. Additionally, it analyzes
Al's role in threat protection and evaluates the effectiveness of current
strategies employed by Saudi banks to protect data from cyber threats. The
study adopts a descriptive analytical approach, utilizing a questionnaire as
the primary data collection tool. Data was collected from a group of public
bank employees in the Riyadh region and analyzed using SPSS25
statistical software. Results indicate a very high level of awareness
regarding current and future cyber threats in Saudi banks, as well as a
strong understanding of how Al can be exploited in cyberattacks. The
findings also reveal that Saudi banks extensively use Al technologies for
data protection, including Al-based intrusion detection systems, anomaly
detection, and real-time data analysis. Furthermore, the study shows that
current data security policies and procedures in Saudi banks are largely
effective. The research recommends the importance of continuously
reviewing and updating security policies and procedures to keep pace with
technological developments and new cyber threats. It also emphasizes the
need for increased investments in Al technologies and cybersecurity to
ensure effective threat detection and rapid

response.
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