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1. Problem Statement 

Vehicular Ad Hoc Networks (VANETs) represent a critical component of Intelligent Transportation Systems (ITS), enabling real-time communication among vehicles 
and roadside units. However, due to their distributed and highly dynamic nature, VANETs are particularly vulnerable to Distributed Denial of Service (DDoS) 
attacks. These attacks can disrupt communication channels, degrade network performance, and compromise road safety. 

Several existing studies have attempted to detect and mitigate DDoS attacks in VANET environments using different approaches. Machine learning-based models 
such as hybrid KNN-SVM (Kadam & Sekhar, 2021) and hybrid SVM kernels (Adhikary et al., 2020) have demonstrated improved detection accuracy compared to 
single classifiers. Similarly, distributed intrusion detection systems using Random Forest and big data frameworks such as Apache Spark achieved high detection 
rates (Gao et al., 2019). Trust-based evaluation systems have also been proposed to enhance detection reliability and reduce energy consumption (Poongodi et 
al., 2019). Moreover, SDN-based mechanisms combined with multilayer SOM architectures showed promising detection accuracy and improved throughput (Al-
Mehdhara & Ruan, 2021), while bandwidth-threshold greedy approaches aimed at reducing packet loss and improving mitigation efficiency (Guleria & Verma, 
2018). 

Despite these advancements, significant challenges remain. Most of the existing solutions rely heavily on simulation environments or benchmark datasets rather than 
real-world VANET traffic (Kadam & Sekhar, 2021; Adhikary et al., 2020; Gao et al., 2019). Additionally, complex models such as trust-based systems and SDN-
SOM architectures introduce high computational overhead and architectural complexity, which may not be suitable for highly dynamic vehicular environments 
(Poongodi et al., 2019; Al-Mehdhara & Ruan, 2021). Furthermore, there is a trade-off between detection accuracy, scalability, computational efficiency, and real-
time performance that has not been comprehensively addressed across existing studies. 

The significance of this problem lies in the safety-critical nature of VANET applications. Failure to detect or mitigate DDoS attacks in real time can result in delayed 
safety messages, increased packet loss, and potentially hazardous traffic conditions. Therefore, there is a need for a scalable, lightweight, and accurate detection 
and mitigation framework that integrates the strengths of existing machine learning, trust-based, and distributed approaches while addressing their limitations. 

This research aims to develop a comprehensive and scalable hybrid framework capable of achieving high detection accuracy, low false alarm rate, reduced 
computational overhead, and improved real-time mitigation performance in VANET environments. 

 

 

2. Research Objectives 

To design and develop a scalable and efficient hybrid framework for detecting and mitigating DDoS attacks in VANETs that balances detection accuracy, 
computational efficiency, and real-time performance. 

 To analyze the limitations and challenges of existing DDoS detection and mitigation techniques in VANETs, including machine learning, trust-based, SDN-
based, and distributed approaches. 

 To evaluate the performance trade-offs among detection accuracy, scalability, computational overhead, and real-time responsiveness in current solutions. 
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 To design a hybrid detection model that integrates machine learning techniques with lightweight trust or traffic-monitoring mechanisms to improve 
robustness. 

 To develop an efficient mitigation mechanism that reduces packet loss and maintains network throughput during DDoS attacks. 

 To implement and test the proposed framework using realistic VANET simulation environments and benchmark datasets. 

 To compare the proposed framework with existing approaches in terms of detection rate, false positive rate, scalability, energy consumption, and 
network performance metrics. 
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