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Info Length _protocol Destnation Time No

Seqe1 Ack=1 Win=512 Len-1 [TCP segnent of a reassembled PDU] [ACK] 443 > 6875 75 e 00000

Seq-1 Ack-2 Win-269 Len- SLE-1 SRE-2 [ACK] G878 » 443 86 i ©.103267

Len-1 [TCP segnent of 3 reassembled PDU] [ACK] 443 » 6923 55 i 216.58.212.99 192.168.13.19%  0.779452

Len-1 [TCP segnent of 3 reassembled PDU] [ACK] 443 » 6905 75 TCP .:2300:1450:4006:50 .2001:1632:C040: 3670 0.847567 4
: [ACK] 6923 » 443 66 i 192.168.13.190 206.58.212.99  0.866473 5

Seq-1 Ack=2 iin- [Ack] 6908 - 443 85 TCP .2001:1632:c040:a67b ~:2200:1450:4006:80F  0.946208 &

— Acke1 Win=511 Len-1 [TCP segnent of a resssenbled PDOU] [ACK] 443 + 6919 75 i 2.723073 7
Ack-1 uin-s11 Len-1 [TCP segnent of a resssenbled POU] [ACK] 443 + 6922 75 i 2.738660
Ack-1 in-511 Len-1 [TCP segnent of a resssembled PU] [ACK] 443 + 6921 75 i 2.785525 9
Ack-1 i4in-509 Len-1 [TCP segent of 3 75 T 2832398 10

reassembled PDU] [ACK]

Win=510 Len=1 [TCP segment of a reassembled PDU]

1030 00 00 00 00 20 02 1a de @1 bb 93 6F 4a 56 0 30 o0
1040 4e 50 50 10 02 00 2¢ ee 00 00 00 e

__Jod Can-1 Arb-1 Lin—E18 1an-1 [TrD cammant nf 2 rasccamhlad DAIT e TFD  ££0h..0FAF.14ha 6A 90011627 ~BAG: 26TH 2 avanm 1
< >
7500 b6 3 50 4= 7b 75 70 77 51 6a 19 b3 86 dd 60 06 TP{upw 5 <= captured (600 bits) on interface \Device\NPF_{3C6RD269-3CFF-4ED1-68CE-DEISABIITCE), 1d 0 ¢
010 19 8e 00 15 06 3F 20 01 16 a2 <O 40 26 7b b €0 e et T1, Src: Hontaipr_8as19:b3 (7:77:81:82:19:b3), Dst: be:3f:5014e:7bi75 (b6:3f:50:4ei7bi75) <
020 8b co 04 09 b9 Sa 2 00 14 50 49 06 05 11 00 00 " pe rotocol Version 6, Src: 2001:16a2:c040:a67b: bBe0:8bc0:409:b98a, Dt: 2300:1450:4006:51: <
<

Transmission Control Protocol, Src Port: 6878, Dst Port: 443, Seq: 1, Ack: 1, Len: 1
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seaaEEiT=c=qd BRE 04N
=
~ o Loty P ot saree el
Standard query Oxclff AMA teittericon 7l DS Isasessr  Isnissise  13.soies
St quey D20 A it e 7L DS iy isieiiim  Dabi i
Standard query 0x5476 HTTPS twitter.com 71 oS 192.168.13.77 102.168.13.190  13.513806 52
ST T o (BT O (i D e BT AU e e e T oS 192.165.13.190 192.168.13.77  13.649399 53
Standard query response GGG NTIPS teitter.com i DIS  iw.a6niadse  Dpaennr  13.edsass s
Standard query response Gndids A wwitter.com A 104.044.42.193 87 DS Il 1maes1377 1369999 55
Client Fello 71 Tisia  le6amd2ie  9eminise 17751 65
Standard query Gxfibd AMAA api.twitter.con 75 | OIS 19naee.13.77  Isiseisas  1esddes 118
Standard query Gxfodo A spitaitter.con 5 OIS imaan7  ieminise  14.4ee179 109
Standard query Gndcf? WTTPS i twitterscon 7S OIS Isdesa77  Ieiesinise  1adsdis 120
Standard query response Gxfiid AMAA api. tnitier. com CUAVE tpop-api tutter con SO a.u06.tuirdna et 163 OIS Bspienidse 1maseissr 14510127
Standard query response Gndct? WTTPS spi.twitterscon 75 OGNS  Isieniase  Isassaarr  le.siise 1
_Standard query respanse 9xe00f AAA pbs. ing.com CIBME durlstack. oving. fitiermap.Fastly.net AAMA 2u0drded2sd 153 DS Isadesiiise  eadsminzy 119477 130
Standard auiry response GxSadd A pbs. img.com CUMIE duslstack. tuing. tuitier map.fastly. et A 199.292, 048,159 141 OIS 1.a6mi3d% 1218377 14520479 131
Standard query response oxfodl A spi. et con CINE tpop-ap. peitier.con A 104,364.42.2 114 OIS Dopaenidase  Imaseisrr  l4.saners 133
) Standard query response Gncia AMMA .o SON 06, triraneet 12 OIS Isieniaise  Isass1arr  le.seasss s
Goo0 bs 3 56 4a 70 75 70 77 81 5a 19 63 66 60 45 66 PCupm € s captured (368 bits) on interface \DeviceWIE (BCeBD3e9-SCFF-4€D1-SoCo-DEIBITIICA], 14 0 ¢
0010 00 39 57 89 00 00 80 11 45 T c0 a8 Od be <O a8 G- - F et TI, Src: HonaiPr_8a:10:b3 (70:77:81:8a:19:b3), Dst: b6: :75 (b6:3F:50:4e:7b:75) <
PR 0 2d co 2b/ea 3500105, f7 53icl fF 01 00,0001 ([ MarisiE <0 Internet Protocol Version 4, Src: 192.168.13.199, Dst: 192.168.13.77 <
R = oo 0 20 mieaaslismienenl ot aent Ve ot rotcel ar. erks 513, o Frt 3 <

Domain Name System (query)
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Heqa 5t see) BRE ©am

+ [~ [ipv6.src == 2a04:442:65::159.

Info

Seq=1 Ack=515 Win=139264 Len=0 [ACK] 6950 - 443

Server Hello
5eq=1381 Ack=518 Win=139264 Len=1380 [TCP segment of a reassembled PDU] [PSH, ACK] 6988 > 443
Certificate, Certificate Status, Server Key Exchange, Server Hello Done

39264 Len=0 [ACK] 6950 > 443

Length  protocol Destnaton Source. Time. No

74

1458 TLsvi.2
1454 T
1256 TLsvi.2

73

Tcp 2204:4e42:1
2204:4e42:
2204:4e42:1
2204:4e42:

2204:4e42:

14.753401
14.753401
14.753401

18.753401
14552010

TP ..

llew Session Ticket, Change Cipher Spec, Encrypted Handshake lessage 332 TLsvi.2 14.852602
443 > 6980 [ACK] Seq=4201 Ac] [TCP Keep-Alive ACK] 86 T 66.606545 14176
443 > 6980 [ACK] Seq=4201 Ac] [TCP Keep-Alive ACK] 86 T 165.122200 14663
443 > 6980 [ACK] Seq=4201 Ack=611 Wi - [TCP Keep-Alive ACK] 86 T 156.245961 14789
443 > 6980 [ACK] Seq=4201 Ac] 1 [TCP Keep-Alive ACK] 86 T 195.354319 18189
443 > 6980 [ACK] Seqm4201 Ack=611 Win=139264 Len=0 SLE=610 SRE=611 [TCP Keep-Alive ACK] 8 TP 248.466446 18339
443 > 6980 [ACK] Seq=4201 Ac] [TCP Keep-Alive ACK] 86 T 285.661677 18537
443 > 6980 [ACK] Seq=4201 Ac] [TCP Keep-Alive ACK] 86 T 330.722778 18696

9 443 > 6980 [ACK] Seq=4201 Ac] [TCP Keep-Alive ACK] 86 T 375.867412 18793

~ 70 77 81 8a 19 b3 b6 3f 50 4e 7b 75 86 dd 6@ @b

be 3d @5
20 00 00
8b co 04

20 7¢ 50

e
16

42 00 65 00 00 00 00
22 co 40 a6 7b bs @
44 64 ac 29 70 50 c5

et II, Src:
ernet Protocol Version 6, Src: s
Transmission Control Protocol, Src Port: 443, Dst Port: 6980, Seq: 1, Ack: 518, Len:

b6:3F

75 (b6:3f:50:

Transport Layer Security
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Taaa StTEserBR © &
+[- N dns or http] B
B “ Info Length  Protocol Destnation Source Time
Sta|  pitog Fry response Oxfba0 A api. twitter. com CIAME tpop-api.twitter.com A 104.244.42.2 114 ons. 192.168.13.190 192.168.13.77 14522075 133
L Standard query @x72d3 ARA video. twing. com 75 ons. 192.168.13.77 192.168.13.199  14.522433
St qiery odfor A Video v e 75 DS iiesigy  issiesivise iessees i
Standard query exbeef HITPS video. twing. con 75 ons. 192.168.13.77 192.168.13.19  14.522909 136
Standard query @xc27d AMA t.co 63 ons. 192.168.13.77 192.168.13.1%  14.524306 138
Standard query ex15a5 A t.co 64 ons. 192.168.13.77 192.168.13.1%  14.524533 139
Standard query ox3béc HTTPS t.co 64 ons. 192.168.13.77 192.168.13.1%  14.524738 140
Standard query response Oxlede AARA . google-analytics. con AMA 2200:1450:4006:50a: :200e 112 os. 192.168.13.190 192.168.13.77  14.528556 141
Standard query response Ox2e7f A wam. google-analytics.com A 172.217.19.46 100 ons. 192.168.13.190 192.168.13.77 14532752 142
Standard query response 0xa570 HTTPS wan. google-analytics. con 84 ons. 192.168.13.190 192.168.13.77 14535627 143
Standard query response Gx3bac HTTPS t.co 64 ons. 192.168.13.190 192.168.13.77  14.562255 145
Standard query response Oxdfb A video. tuing.com CNAME cs296.wpc.edgecastedn.net CNAME cs2-wp.apr-8315. edgecas 229 ons. 192.168.13.190 192.168.13.77  14.562255 146
Standard query response Oxeef HTTPS video.twing.con 75 ons. 192.168.13.190 192.168.13.77  14.562255 147
Standard query response Oxc27d AAMA t.co SOA 2.ud6. twtrdns. net 132 ons. 192.168.13.19 192.168.13.77  14.562255 148
Standard query response Ox1535 A t.co A 104.244.42.5 80 ons. 192.168.13.190 192.168.13.77  14.562897 149
query response 0x72d3 AARA video. tuing. com CNAME dualstack.video. twitter.map. fastly.net AMAA 2004:de42 155 ons 192.168.13.190 192.168.13.77  14.563755 450
81 8a 19 b3 b6 3F 50 4 7b 75 03 00 45 60 pw 7 PN{u E es captured (1240 bits) on interface \Device\NPF_{BCGBD269-3CFF~4ED1-G6CB-DE33AB1717CB}, 1d 0
768400040 11 2775 o a8 0d 4d cO a8 V@@ x M et T1, Src: b6:3F 75 (b6:3:50: S), Dst: HonHaiPr_Ba:19:b3 (70:77:81 3)
% Z; g; Z: gg ;: ;Z :1 ;i :; :é sﬁ 33 g; 2 LR Lt Internet Protocol Version 4, Src: 192.168.13.77, Dst: 192.168.13.190
s b e o ol ooty N User Datagran Protocol, Src Port: 53, Dst Port: 54101
0 00 5b 00 25 09 54 75 61 6c 75 74 61 63 - [(. duslstac Demain Hane System (response)
76 69 64 65 6F 07 78 77 69 74 74 65 72 03 k-video. twitter
70 06 66 61 73 74 6c 79 03 Ge 65 74 00 <O map-fast ly-net
1c 00 01 00 00 00 22 00 10 22 04 dc 42 00 - e
0 00 00 00 00 00 00 01 58 . x
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Taaa LPE2«R BERO[0IW 4

Time. N
14.205769 104
14.247072 106
14.298525 107
14.299005 108
14.299065 109

~ Info Length  Protocol Destnation
Application Data 145  TLSVL.3 ..:2606:2800:233:8173 ..

Seq=3275 Ack=1377 Win=63096 Len=0 [ACK] 6978 » 443 54 T 192.165.13.190
Application Data 320 TLSVL.3 .
Application Data 320 TLSV1.3
31072 Len=0 [ACK] 443 ~ 6979 74 T

Seq=937 Ack=4724 Wir

Application Data, Application Data 176  TLSV1.3 ..2001:16a2:c040:a67b 14.299251 110
Seq=3275 Ack=1408 Win=63096 Len=0 [ACK] 6378 + 443 54 T 192.165.13.190 104.244.42.193  14.307440 111

Seq=937 Ack=4820 Win=131072 Len=0 [ACK] 443 > 6979 74 TCP ..:2606:2800:233:8173 .2001:16a2:c040:a67b  14.341668 112

Seq=3275 Ack=1408 Win=68096 Len=1400 [TCP segment of a reassembled PDU] [ACK] 6975 - 443 1454 T 192.165.13.190 104.244.42.193  14.405795 113
Seqe4675 Ack=1408 Win=63096 Len=1400 [TCP segment of a reassembled PDU] [PSH, ACK] 6978 » 443 1454 T 192.165.13.190 104.244.42.193  14.406197 114

31584 Len=0 [ACK] 443 ~ 6975 54 T 104.244.42.193 192.165.13.190  14.46250 115
Application Data 719 TLSV1.3 192.165.13.190 104.244.42.193  14.406550 116
Tcp 104.244.42.193 192.165.13.199  14.453585

500 b6 3F 50 42 7b 75 70 77 51 8a 13 b3 86 dd 60 69 == captured (683 bits) on interface \Device\NPF_{3C6RD269-3CFF-4ED1-58C3-DEISABITLTCE), 1d © ¢
0910 a2 d7 00 20 06 3f 20 61 16 a2 c0 4 a6 7b bS €0 g et 11, Src: HonaiPr_83:19:b3 (70:77:81:83:19:b3), Dsts bs:3fi50:4es7bi7s (b6:3Fis0ides bi7s) <
2920 @b <0 04 09 b9 B2 23 00 14 50 40 05 08 Ca 00 00 - g rotocol Version 6, Src: 2001:16a2:c040:a67b:bBe0:8bc:409:bS8a, Dt: 2300:1450:4006:503: 12008 <
2020 00 0 00 00 20 0e 1b 45 01 bb 9 30 3e 6b 00 00 £ ook b
040 00 00 50 02 7d 20 32 64 00 00 02 I 05 a0 01 03 PR |

0050 @3 @5 el el e4 62
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top.analysis.flags]

443 > 7048 [ACK] Seq:

6865 > 5228 [ACK] Seq=53 Ac
5225 - 6868 [ACK] Seq=53 Ack=54 ki
7045 > 443 [ACK] Se

371 Ack=866 Win=67325 Le
6865 > 5228 [ACK] Seq=53 Ac

Info Length  Protocol
3 Win=511 Len=1 [TCP Keep-Alive] 75 Tcp
3 SRE=54 [TCP Keep-Alive ACK] 36 Tcp
130045 Len=1 [TCP Keep-Alive] 75 Tcp
65 SRE=866 [TCP Keep-Alive ACK] 36 Tcp
3 Win=511 Len=1 [TCP Keep-Alive] 75 Tcp

5228 > 6868 [ACK] Seq=53 Ack=54 1in=265 Len=0 SLE=53 SRE=54 [TCP Keep-Alive ACK] 86 Tcp

7045 > 443 [ACK] Se

130045 Len=1 [TCP Keep-Alive] 75 T

443 > 7048 [ACK] Seq=1371 Ack=366 Win=67328 Len=0 SLE=365 SRE=366 [TCP Keep-Alive ACK] 85 Tcp

6865 - 5228 [ACK] Seq=53 Ac

3 Win=511 Len=1 [TCP Keep-Alive] 75 Tcp

Destnation

+2200:1450:400c : cod
2001:1622: c040:267b
+2200:1450:4006:50d

001:1622:c040:267b

+2200:1450:400c :cod
2001:1622: c040:267b
+2200:1450:4006:50d
2001:1622: C040:267b.

+2200:1450: 400c : cod

Source. Time.
2001:1622:c040:267b 1623492696 19462
1:2200:1450:400c:cod  1623.602113 19463
2001:1622:c040:267b  1624.165170 19464
1:2200:1450:4006:50d  1624.261464 19465
2001:1622:c040:267b  1665.618400 19472
1:2200:1450:400c:cod  1668.733445 19473
2001:1622:c040:267b 1669274659 19474
.:2200:1450:4006:50d _ 1669.375062

.2001:1622:c040:267b  1713.737677 19493

N

5225 - 6868 [ACK] Seq=53 Ack=54 Win=265 Len=@ SLE=53 SRE=S4 [TCP Keep-Alive ACK] 36 TCP ..2001:16a2:c040:267b ..:2a00:1450:400c:cod  1713.845001 19494
76 77 81 8a 19 b3 b6 3f 56 4 7b 75 86 dd 66 @b pw----? PN{u- " es captured (592 bits) on interface \Device\NPF_{BC6BD269-3CFF-4ED1-8BC8-DE33A1717C8}, id 6
be 3d 60 14 05 37 2a 04 4e 42 00 65 00 00 00 00 7% nB-e et II, Src: b6:3f:50:4e:7b:75 (b6:3F:50:4e:7b:75), Dst: HonHaiPr_8a:19:b3 (70:77:81:8a:19:b3)
e R e L e ernet Protocol Version 6, Src: 2a04:4e42:65::159, Dst: 2001:16a2:c040:a67b:bse0:8bc0:409:b98a

o e sl m Transmission Control Protocol, Src Port: 443, Dst Port: 6980, Seq: 3943, Ack: 611, Len: ©




