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¢ Today, computers are used the world over. The pervasiveness of computers has led
to an ever-increasing number of computer-related court cases, such as electronic
commerce disputes and cybercrimes. In the process of judging or handling disputes
and criminal cases, a new form of litigation evidence has emerged, namely, digital
evidence. The characteristics that distinguish digital evidence and digital forensics
from traditional physical evidence and forensic methods pose new research topics in
the field of law and computer science.

e This document describes the digital forensic process and presents the technologies
and tools used in digital forensics.
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e Upon completion of this course, you will be able to:
0 Describe the process of digital forensics.
0 Describe digital forensic technologies.
0 Use digital forensic tools.
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¢ Definition:
O In violation of legal regulations, a bad actor deliberately:

m Invades a computer information system or compromises the functionality of the system and its
related data and applications

m Produces or disseminates computer viruses ‘

m Affects the normal operation of a system or causes detrimental effect:

e Cybercrimes usually take two forms:

0 Use of computers to store information related to criminal activities
0O Direct use of computers as a crime tool to launch criminal activities
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¢ Over the past decade or so, the number of
cybercrimes have risen year on year.

Cybercrimes generally have the following
characteristics:

haracteristics o

Cybercrimes
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e The motives of cybercrime are complicated and diverse.

People who want to prove
their competence and win
respect and recognition from
their counterparts

 Prestige

Suspended, dismissed,
demoted, or unjustly treated
people who take revenge to

Idle and dull people with
some skills who want to
access all interested

websites cause maximum impact
Motives

Destruction, theft of Political People who are learning about

intelligence, and information WSSl computers and networks

warfare perform misoperations or

accidentally discover a
vulnerability that may affect

Profit
data

People who are employed to
intrude into a target system to
steal or tamper with information
for huge financial gains
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e Cybercrimes take various forms. Common forms are listed as follows:

Cyber

Crime
Forms

&) (&

rus

Trojan horse Hacker Backdoor
‘ .

Worm DDoS Internal and external
K information leakage
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¢ Digital evidence

0 Digital evidence is information stored or transmitted in binary form during the operation of a computer or
computer system and is used in a court case.

0 Digital evidence is also known as electronic evidence and computer evidence.
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e Common digital evidence in judicial practices falls into three categories:
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O Digital evidence related to modern communications technologies
O Digital evidence related to other modern information technologies, such as broadcasting, television, and film
O Digital evidence related to computer technologies or network technologies

Broadcasting, television, and - Video

= TV series
film * Movie

* Network monitoring traffic * Database operation record
* Operating system logs * Browser cache

Computer and
network
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Characteristics of Digital Evidence

Attackers use hacker methods to invade
computer systems and steal passwords In
order to arbitranily tamper with electronic
data, making it difficuit to validate
evidence

[

Digital evidence depends heavily on
('m-mm:w and storage technologies,
Without high-tech equipment, digital
evidence cannot be saved or transmitted.

Digital evidence is not a sir
data, images, or sound, buf
combination of data, imag
graphs, animations, and text,

®
Unilke traditional evidence, which can be '§
directly seen, heard, or touched, digital
evidence is stored |n optical, electronic, of
magnetic form on various types of
electronic devices,

[No Title

Characteristics of
digital evidence

Digital evidence may be easlly
compromised during generation and
transmission due to its dependence on
electronic digital devices such as
computers: This may damage or even
prevent the use of the digital evidence

Digital evidence can reflect a dynamic
and continuous process that vividly
reproduces the scene.
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e Computer forensics is also known as digital forensics or electronic forensics.

Definition:

0 Computer forensics refers to the process of confirming, protecting, extracting, archiving, and presenting at a
court digital evidence that exists in computers and related peripherals. This evidence must be reliable,
persuasive, and acceptable by the court.
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Regulations & Standards for Digital Forensics

‘ us ‘ China

Since the release of the Federal Rules of Evidence in 1976, a The Electronic Data identification Rules for Public Secunty Authorities issued in 2005
number of laws have emerged in the US to address the problems explicitly require that the electronic data appraisers of the public security organs
brought by digital evidence: should fulfill and comply with the industry standards and obligations stipulated in
Economic Espionage Actof 1976: deals with business secret inspection and appraisal procedures.

thefts. The Measures on Registration and Admimistration of Public Security Agency
Electromie Communications Privacy Act of 1986: deals with the Authentication Institutes (order No. 83 of Ministry of Public Secunty) issued in 2006
eavesdropping of electronic communications explicitly incorporates the technical standards compliance of authentication
Computer Security Act of 1987 (Public Law 100-235) deals with institutes into the annual appraisal of public security registration and administration
sacurity problems in government computer systeme, departments.

The General Rules on the Procedures for Judicial Authentication (order No, 107 of
the Ministry of Justice) issued in 2007 poses detailed requirements on the adoption
of technical standards by appraisers

IETF International Organization for

Standardization (1SO)

Early in February 2002, the IETF released the RFC 3227 The Information Security Technical Committee
Guidefines for Evidence Collection and Archiving. The ITU of the International Organization for

released the draft Digital Evidence Act and Understanding Standardization (1SO) released the Guidefnes
Cybercrime: A Guide for Developing Countries in April 2009 for identification, collection, acqussition and
and Undlerstanding Cybercrime: Phenomena, challenges and preservation of digital svidencein October
legal responsein September 2012 2012 (1ISO/1EC27037: 2012)
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Status:

1. China was a late adopter of computers and therefore relevant laws and
regulations are insufficient.

2. Academic research on cybercrimes mainly focuses on its characteristics,
preventive measures, and impact on people. Forensics technologies are no
longer sufficient to combat cybercrimes or to protect network and
information security.

3. China must independently develop computer forensic tools and software
that can meet its specific requirements and comprehensively check
computers and network systems.

Trend:

1. Integration of other theories and technologies (such as Al, machine
learning, neural network, data mining, and information security technologies)
into forensic technologies

2. Specialization and automation of forensic tools

3. Sufficient information reserved during network protocol design for

\ — potential forensic activities J
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Collect evidence as soon as

possible and ensure it is not

damaged.

- i

Search all files in the target
system,

comprehensively analyze
them, and provide
necessary expert testimony.

4 ode
- / Integrity %%

Explain changes in evidence
from when it is initially collected
to when it is officially presented.

The entire examination and
forensic process must be
supervised.

During forensic examination, protect target
computer systems to avoid any change, data

damage, or virus infection.
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Digital Forensic Process

e According to the characteristics of digital evidence, it is essential to collect evidence as soon as possible
during digital forensics to ensure that it has not been damaged. Digital forensics usually involves the following
steps:

Obtain Verify
evidence evidence

Protect the Preserve Analyze Present
scene evidence evidence evidence
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e Before digital forensics is performed, freeze the target
computer system so that the criminal suspect cannot
damage

evidence. Avoid any changes to system settings, damage to
hardware or data, or virus infection.

¢ Avoid changes in evidence. However, if changes occur from
when evidence is initially collected to when it is officially
presented, they must be explained. In addition, the whole
process of digital forensics must be supervised.

Trace

Present evidence
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Obtain

evidenc
e

Protect the
scene

Preserve Verify Analyze Trace Present
evidence evidence evidence evidence

e Search all files in the target system, including existing normal files, deleted files that still exist on disks (for
example, files not overwritten by new files), hidden files, password-protected files, and encrypted files.

e Forensic tools:

0 Hardware tools
0 Software tools




MIDOCEA|

UNIVERSITYl

Chapter

Hardware Forensic Tools (1)
10

/‘

¢ Hard disk duplicator : mirrors the content of a hard disk to ensure that the data in the original hard disk
is not modified. This must be ensured because direct operation is not permitted on the original hard
disk during forensics.

~N

¢ Hard disk read-only lock : blocks the write channel of a hard disk to ensure that data in the storage
medium is not modified during data obtaining and analysis, thereby ensuring data integrity.

Hard disk Hard disk read-only
duplicator lock
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All-in-one forensic appliance: a forensic device that clones, reads, and destructs evidence.

Forensic tower: provides functions such as mobile phone forensic analysis, mobile phone mirroring, mobile
phone chip mirroring, and media forensics.

Media repair device: repairs electronic data storage media, such as electronic hard disks,
mechanical hard disks, mirroring files, USB drives, and TF cards.

.

All-in-one forensic appliance Forensic tower Media repair device ‘
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Software Forens

® For ease of research, developers have created a wide variety of computer forensic tools as follows
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Example Software Forensic Tool - EnCase
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¢ EnCase is a forensic application completely integrated with the Windows UL. It provides functions such as
data browsing, search, disk browsing, data preview, case creation, evidence file creation, and case saving.
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¢ Digital forensics related technologies:

~N

0 Network packet analysis and forensics
O Log forensics

0 Honeypot forensics ‘“ . W A

O Covert code forensics R '_ "

0 Data mining LN N 2 —
LUK

e Emerging forensic technologies: SRS A
B V. L o W ¢

0O Chip forensics 2 .

O Cloud forensics [/

O loT forensics
0 Side-channel attack (SCA) forensics

\_ /
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¢ Packet capture tools and their features:

Working

Tool Environment ——

Tepdump Linux Collection and filtering

WireShark Linux & Windows | Collection and filtering
Collection, filtering, stream

Sleuth Kit Linux reassembly, and data
association

Argus Linux Cnllec'_uc-n, filtering, and log
analysis

Sniffers Linux & Windows Netwqu traffic and packet
analysis
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¢ Joint Test Action Group analysis: Access the internal register of the analysis processor through the Test
Access Port (TAP) inside the chip. Forensics can be implemented even if the phone is damaged.

¢ The red box in the figure shows the phone chip. You can use the analysis tool to collect evidence from the
damaged phone chip.

\ Damaged phone Analysis tool interface )
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e Dynamic simulation is used to simulate a mobile phone in order to restore the chat history and group
discussion information, extract files in chat software, and analyze the number of reposts, impact scope, source

of information, and more.

As shown in the following figure, a simulator is used to simulate the operational environment of a
mobile phone and display the digital red envelop records.
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Present

Protect the Obtain Preserve Verify Analyze I
T evidence

scene evidence evidence evidence evidence

¢ The preservation of evidence directly affects the legal effect of the evidence. Only preservation technologies
that conform to legal regulations can guarantee the authenticity and reliability of evidence.

¢ Evidence preservation technologies:

O Encryption

O Digital envelope and digital signature
O Digital certificate

O Timestamp

\_ W,
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Symmetric encryption: DES, 3DES, and
AES
Asymmetric encryption: DH, RSA, and
DSA

A digital certificate is bound to the real
identity of the public key and its holder.
The information is electronic data
approved by the certification authority
and can be flexibly applied in e-
commerce and e-government.

10 Evidence Preservation Technologies

¢ Avoid changes in system settings, hardware damage, data damage, and virus infection during forensics to
preserve evidence in its initial state.

The public key in the asymmetric key pair of a
digital envelope is used for information
integrity verification. Digital signatures use
private keys to implement non-repudiation of
information.

A timestamp is digital evidence that
proves the generation time of certain data.
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scene evidence evidence L evidence

e Verify the integrity of evidence and determine whether it complies with applicable standards.

Criteria for
electronic data

verification

\V

Validity

Relevance Objectivity
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Principles of Digital Evidence Verification
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Independence

The judicial verifier of electronic data

The judicial verification of electronic data
independently expresses verification

should be standardized and

institutionalized in terms of the business
scope, verification procedure, and S
technical standards. Veqﬁqat:on
principles

Supervis
ion

The judicial verification of electronic data
should be supervised by the investigator or
by the public.

¢ Electronic data verification is a special scientific and technical activity and has its own specific principles.

opinions without external interference.
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Protect the Obtain Preserve Verify Analyze S Present
scene evidence evidence evidence evidence evidence

¢ Evidence analysis: Search for and match keywords or key phrases in the obtained data flows or information
flows to analyze the relevance of events. Evidence analysis technologies include:

~ )

0 Password cracking and data decryption
O File attribute analysis

O Digital digest analysis

O Log analysis

O Reverse engineering
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e With the upgrade of cybercrime technologies, forensics has been combined with network security tools, such
as intrusion detection, to implement dynamic forensics. The purpose of tracing is to find the attack source.

¢ Forensic tracing technologies:

O Log analysis

m Operating system logs

m Firewall logs

m Application software logs

0O Trapping (honeypot)

0O Tracing and capturing suspects using related devices
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¢ Hackers usually use data encryption, log clearing, sniffer, stepping stone, or a bastion host to hide or clear
intrusion traces. Therefore, it is necessary to implement forensic tracing on intrusion information. Common
tracing technologies are as follows:

O ping, netstat, tracert, and nslookup commands
0O Packet analysis

O Log analysis

O Link test

0O Packet record

0O Packet tag tracing

O Spam tracing

\_
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Protect the
scene

MIDOCEA

UNIVERSITY

Presenting Evidence

Obtain
evidence

Preserve Verify Analyze
evidence evidence evidence

evidence

e Mark the extraction time, place, device, extractor, and witness of the evidence, submit the evidence to the
judicial authority in a visible form, and provide a complete supervision chain.
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