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Abstract 
The automatic detection of Arabic phishing emails is an important research 
challenge since phishing attacks are becoming a serious threat in cyber security. The 
morphology, spelling variations, dialectal variations and scarcity of publicly 
annotated datasets of Arabic makes phishing email classification an especially 
challenging task. This work introduces a lightweight machine learning (ML) model 
for the recognition of Arabic phishing emails that employs a wide Arabic text pre-
processing and feature extraction techniques called Term Frequency-Inverse 
Document Frequency (TF-IDF). The experiments have been performed on the 
publicly accessible Arabic Phishing Emails Dataset (Kaggle) consisting of 1,250 
Arabic emails (1000 legitimate and 250 phishing). A stratified train-test split was 
used to split the data into a training set of 80% and a testing set of 20%. Three 
supervised machine learning classifiers (SMLC) Naïve Bayes (NB), Support Vector 
Machine (SVM), and Random Forest (RF) were trained and evaluated with the same 
conditions of preprocessing and experiments. The results indicated that SVM and 
RF gave the best overall results, each with the accuracy of 98.0%, the precision of 
100.0%, the recall of 90.0% and the F1-score of 94.74% on the test set. The findings 
indicate that the traditional machine learning techniques (MLTs), coupled with 
efficient Arabic text preprocessing and the TFIDF feature extraction can be an 
efficient and accurate phishing email detection system for Arabic. The results are, 
however, limited because to the comparatively low quantity of datasets in Arabic 
phishing email, and future work could include more expansive and varied Arabic 
phishing email datasets to confirm the results. 
Keywords     : Arabic Phishing Detection; Machine Learning; Natural Language 
Processing; TF-IDF; Support Vector Machine; Random Forest. 
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Chapter 1 Introduction  

1.1 Overview  

Digital communication has expanded rapidly and has become a major channel for financial, 

commercial, and private exchanges. This rapid expansion has also led to a proportionate number of 

phishing attempts where illegal emails are sent with malicious links, or false requests for 

information from the user. Phishing is one of the most serious threats in cyber security, and can 

cause financial loss, identity theft and access to an account or its personal information. 

It is especially difficult to recognize Arabic-based phishing messages because of the morphology 

richness and complexity of the Arabic language, its wide use of different dialects, writing styles 

and informal expressions. It's harder to do automatic text analysis than in many other languages 

because of these attributes. Moreover, quality annotated Arabic phishing data sets are not readily 

available, and the preprocessing of Arabic text remains a challenge, especially in the context of 

developing a well-performing phishing detection system [1-3]. 

Previous studies have investigated various (ML) and (DL) for detecting malicious Arabic text. The 

differentiation of malicious and legitimate Arabic messages using traditional (ML) algorithms has 

been found promising, e.g., Decision Tree and (NB) [1]. Researchers have used more recent 

models, such as (SML) and (DL), and found that the preprocessing, tokenization and feature 

extraction of these models have a significant effect on the improvement of classification accuracy 

[2]. To address the deficiency of labeled Arabic phishing data, the use of data augmentation 

techniques has been proposed by other researchers which yielded better recall and F1 score [3]. 

Furthermore, recent research on phishing attacks on Arabic emails and SMS messages showed that 

(DL) models such as BiGRU can successfully extract context from short Arabic texts and boost 

phishing detection accuracy [4] , [5], respectively, using hybrid (DL) architectures . 

The current thesis is based on the assumption that the Arabic phishing messages can be detected 

more accurately by the fusion of effective Arabic Text Preprocessing techniques with appropriate 

(MLC). Phishing messages are crafted with a strategy of deceiving the recipient through the use of 

persuasive messages, malicious URLs and social engineering. This necessitates that an efficient 
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phishing detector be able to detect both lexical and contextual characteristics in Arabic text. Thus, 

The current investigation suggests a (ML) -based framework for detecting Arabic phishing 

messages by performing extensive text preprocessing and TF-IDF feature extraction. The final goal 

is to provide a solution for detecting Arabic phishing emails in real world cyber security application 

that is accurate, efficient and practical. 

1.2 Problem Definition  

While phishing detection in Arabic language has developed reasonably well, the binary 

classification of Arabic phishing emails and legitimate Arabic messages has not been sufficiently 

explored as compared to English-language systems. The linguistic complexity of Arabic email 

classification is compounded by the presence of rich morphology, dialectal variation, spelling 

variation, non-standard writing and code switching. Further, (ML)  models are not effective and 

generalizable because of the availability of limited datasets of Arabic phishing emails and class 

imbalance. The main focus consider the categorization of Arabic phishing and legitimate emails in 

a binary classification using the publicly available Arabic Phishing Emails Dataset from Kaggle. 

The proposed framework includes Arabic text pre-processing, TF-IDF feature extraction, and 

(SMLC) to create an efficient, accurate and practical method for identifying Arabic phishing 

emails. 

1.3 Thesis Objectives  

The main goal of this thesis is to create an effective framework of (MLTs), for detecting Arabic 

phishing emails from textual content. The study begins by preparing the Arabic Phishing Emails 

Dataset and developing a complete Arabic pipeline for text preparation to clean and normalize the 

text, remove repeated characters, remove stop words, tokenizing the text and extracting TF-IDF 

features from the dataset.The study starts by preparing the Arabic Phishing Emails Dataset and by 

developing a full pipeline for text preparation in Arabic language to clean and normalize the text, 

remove repeated characters, remove stop words, tokenizing the text and extracting TF-IDF features 

from the dataset . 

This study features the training and comparison of three (SMLC)  : 
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 Support Vector Machine (SVM) 

 Naïve Bayes (NB) 

 Random Forest (RF) 

Accuracy, precision, and other complementing metrics are used to assess the classifiers' 

performance, recall, F1-score, and confusion matrix analysis, to determine the most appropriate 

model for detecting Arabic phishing e‐mail. These performance indicators will help to identify the 

best classifier. The proposed method is therefore accurate, efficient and viable to detect phishing 

emails in an Arabic language environment. 

1.4 Thesis Contribution  

This research is adding to the world of Arabic (NLP) and Cybersecurity in the following ways: 

 Developing a comprehensive Arabic phishing email preprocessing pipeline, including text 

cleaning, normalization, repeated character removal, stop-word removal, and tokenization . 

 Employing TF-IDF as an effective feature representation technique for transforming Arabic 

phishing email text into numerical feature vectors suitable for (ML) classification . 

 Training and comparing three (SMLC) — (NB), (SVM), and (RF)—using the same Arabic 

Phishing Emails Dataset and identical preprocessing pipeline to ensure a fair comparison  . 

 Providing a detailed analysis of false-negative predictions and discussing their practical 

implications for cybersecurity, demonstrating the effectiveness and computational 

efficiency of the proposed framework for Arabic phishing email detection . 

1.5 Thesis Organization  

Chapter 2: The chapter provides a review of related literature on spam and phishing detection, 

specifically, Arabic text classification techniques and the current challenges. 
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Chapter 3: In this chapter, the methodology, such as the preparation of the dataset, the preparation 

of preprocessing, extracting features through TF-IDF and word embeddings, and the execution of 

SVM, (NB), CNN, and BiLSTM models, are described. 

Chapter 4: The experimental results are presented and analyzed by evaluating the performance of 

the proposed models with the main evaluation metrics considering the accuracy, precision, recall 

and F1-score. It also explains the results it retrieved from the different models using a comparative 

analysis between them and identifies the differences in their predictions with a discussion of the 

advantages and disadvantages of each model. 

Chapter 5: The chapter gives a summary of the main findings of the thesis and suggests directions 

for future research. It summarizes the overall findings of the study and suggest future research 

directions that could lead to the improvement of the studied approach. 
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Chapter 2 Background and    Related Work 

2.1 Introduction 

This chapter outlines theoretical background and past research that will back the proposed work. It 

presents the main concepts of spam and phishing detection, the fact that Arabic text is hard to 

process automatically, and it discusses the primary methods of text processing, feature extraction 

and classification. This chapter aims at demonstrating the technical background of the research and 

situating the suggested methodology within the current body of literature on Arabic spam and 

phishing detection. Studies in this field demonstrate that the classification of Arabic texts has 

gained more and more relevance as messages with malicious intent are expressed in numerous 

forms (such as web spam, social spam, SMS spam, phishing) and the Arabic language presents new 

processing difficulties due to morphology, dialects, and noisy writing styles [6], [7], [8], [13]. 

2.2 Background 

2.2.1 Spam and Phishing Concepts 

Spam can be defined as unsolicited or unwanted digital content that is delivered in large volumes 

with the purpose of advertising, manipulation or malicious use. Spam can be presented in the form 

of web pages, tweets, comments, emails, or SMS messages, and can be used in text classification 

tasks to deceive users, propagate malicious links or create artificial popularity. A more specifically 

defined threat is phishing, which means that the attacker can pretend to be a trusted organization to 

trick the user into providing private data, like bank account information, passwords, or verification 

codes. The two issues are closely related to cybersecurity since they use human trust and natural 

language as opposed to technical vulnerabilities. The results of previous studies suggest that some 

spam messages are sent in web pages, social media and via SMS; they also suggest that the 

development of Arabic phishing is enhanced by text-based spamming and the use of deceptive 

URLs [6, 7, 13]. 
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2.2.2 Arabic Text Characteristics 

Some of the challenges of automatic classification are specific to Arabic text. It is abundant in 

morphology, extremely inflected and is often written in both Modern Standard Arabic and local 

dialects. The web is often filled with messages that don't use diacritics, stress repeated, are mixed 

Arabic and English words or numbers, or use informal spellings or abbreviations. These 

characteristics generate noise and enhance ambiguity, rendering straightforward methods based on 

keywords less efficient. In particular, the studies with respect to Arabic SMS phishing, mention 

that the rich morphology and the intricate structure of the language could reduce the efficiency of 

the standard text classification techniques unless the text is properly normalized and modeled using 

the proper techniques [13]. Arabic spam investigations also reveal that brief, noisy and informal 

Arabic posts need a quality preprocessing prior to effective classification [7], [8], [13]. 

2.2.3 Text Preprocessing Techniques 

Text preprocessing is an essential component in any text classification system, which helps to 

transform the raw text data into a suitable input for the (ML)  algorithms. Some of the most common 

pre-processing steps are removing punctuation, normalization of the text, removal of stop words, 

normalization of repeated characters, tokenization, and elimination of noise like URLs and emojis. 

In the past, many applications have been shown to significantly benefit from the use of effective 

preprocessing techniques, even in the face of old fashioned (ML) algorithms [9]. The preprocessing 

pipeline used in the experiments of this study includes text cleaning, Arabic text normalization, 

elimination of stop words and duplicate characters and tokenization. Before feature extraction, 

these steps were done to the Arabic Phishing Emails Dataset. Other preprocessing methods cited in 

the literature are only mentioned to serve as background information and were not implemented in 

the experiments. Preprocessing is also crucial for Arabic phishing email detection since other 

variations in spelling, dialectal words and noisy text may jeopardize the classification accuracy. In 

this sense, preprocessing was viewed as an indispensable part of the proposed detection framework 

instead of as an auxiliary process [7, 8, 9, 13]. 
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Figure 1. NLP text preprocessing pipeline diagram 

2.2.4 Feature Extraction Methods 

After text preprocessing, the text is then converted into number vectors (feature vectors) that can 

be used by (ML) algorithms. In this work, the TF-IDF method is used to convert the textual content 

of the Arabic phishing e-mails into a numeric vector representation. TF-IDF is an effective and 

efficient feature representation in text classification for small text documents in a large collection. 

Embedding-based representations like Word2Vec, FastText and BERT (BERT [10] is a state-of-

the-art model) have shown to be more effective in learning semantic and contextual relationships 

in complex language tasks, but were not tested in the present work. They are only addressed 

theoretically in the context(ML)  of the discussions. Due to its simplicity, efficiency, and 

effectiveness in the traditional (ML) -based phishing email detection, the experimental framework 

is based solely on TF-IDF. In Arabic phishing email detection, the importance of feature 

representation is highlighted, due to the influence of the meaning of short messages on 
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morphological variations and contextual expressions. Hence, the TF-IDF method was chosen for 

feature extraction for the entire experimental evaluation [10] , [13]. 

 

Figure 2. spam extraction methods NLP diagram 

2.2.5 Machine Learning Algorithms 

Conventional (ML) models are still very applicable in the text classification process with an 

excellent preprocessing and feature engineering. (NB) is a common algorithm due to its simplicity, 

speed and ability to work with high dimensional sparse data like TF-IDF vectors. The other 

powerful classifier is (SVM) since it is capable of complex boundaries and tends to work well with 

text data. Comparative experiments on spam classification reveal that, both of these methods are 

efficient, although SVM frequently obtains better results in cases when the feature space is well-

constructed [10]. Classical algorithms continue to offer a useful basis in Arabic spam detection and 

can be competitive, particularly in cases where the dataset is small, or the features are well-

constructed [7], [8], [10]. 
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2.2.6 Deep Learning Models 

 

The advantage of (DL) over traditional methods is that it can automatically extract complex 

semantic and context patterns from textual data, which makes it one of the best methods for text 

classification. CNN, BiLSTM and BiGRU models have proven to be powerful in the field of NLP 

due to their ability to model long-range context dependency and local linguistic properties. 

Previously, it was demonstrated that these models can yield very high phishing and spam detection 

classification accuracy when adequate labeled data and computational resources are available, in 

the context of Arabic phishing and spam detection [11, 12]. Though these benefits, (DL) models 

generally need a large of annotated dataset, longer training time and high computation resources. 

For this reason, the current study focused on shallow traditional (ML)  models rather than (DL) 

models. With the relatively small dataset of Arabic Phishing Emails (1250 emails), the traditional 

classifiers with effective Arabic text pre-processing and TF-IDF feature extraction are 

computationally efficient, interpretable and practical classifiers with competitive classification 

performance. In this section only (DL) models are mentioned as background, and not implemented 

for the experimental evaluation. 

 

Figure 3. CNN for text classification architecture diagram 
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2.3 Related works  

[14] Al Saidat et al. (2024) 

Al Saidat et al. (2024) explored the use of Arabic SMS spam detection, which is faced 

with linguistic challenges due to the morphological richness and contextual 

complexity of Arabic texts. Considering the unique features of spam messages, the 

study proposed a hybrid (DL) architecture integrating Convolutional Neural 

Networks (CNN) with (Bi-LSTM). This integrated architecture has been designed to 

be able to extract local textual patterns and also to be able to capture the long-term 

dependency across the message sequence. The experimental data consisted of Arabic 

SMS messages classified as spam and legitimate messages. The authors have used 

multiple preprocessing techniques before model training such as text cleaning, 

tokenization, and padding.Before training the model, the authors have performed 

multiple text pre-processing techniques including padding, text cleaning, and 

tokenization. The proposed model was able to classify with high accuracy (96.99), 

precision (0.9739), recall (0.9675) and an F1-score (0.9707). 

[15] Alzubaidi and Ghanem (2025) 

Alzubaidi and Ghanem (2025) studied the Arabic SMS spam detection using the 

prism of social engineering and phishing schemes prevalent in fraudulent text 

messages. They employed a real-life Saudi Arabian dataset comprising of spam 

keywords, suspicious URLs and typical phone-number patterns that are related to 

spam behavior. A number of (MLC) were experimented with such as Random Forest, 

(NB), and Support Vector Machines (SVM). Another hybrid model suggested by the 

study is a Random Forest-SVM to enhance performance. The preprocessing of the 

data and the feature engineering on them had a significant impact on the final 
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classification performance. The hybrid model achieved high precision (0.94), recall 

(0.93) and accuracy (0.94) with an F1 score of 0.94. 

 

[16] Alkaabi et al. (2025) 

Alkaabi et al. (2025) introduced an advanced Arabic SMS spam model with 

AraBERT embeddings and dual-branch CNN-BiLSTM. The paper put a particular 

emphasis on the contrasts between Modern Standard Arabic and dialectal Arabic that 

are significant obstacles to Arabic text classification. To overcome this, the 

researchers came up with a dialect-sensitive preprocessing pipeline that normalized 

spelling variations without contextually altering the meaning and eliminated noisy 

text fragments. Two datasets were utilized, the translated UCI SMS Spam Collection 

and newly collected Iraqi Arabic SMS dataset. The model attained the state-of-the-

art performance with 99.12% accuracy on the Modern Standard Arabic dataset and 

95.3% on the dialect dataset. 

[17] Filali et al. (2026) 

Filali et al. (2026) realized SMS spam detection in multilingual settings with a 

specific focus on the imbalance in classes. The paper proposed a hybrid (ML), (DL), 

and data augmentation with Generative Adversarial Networks (GANs). GANs 

instead of producing complete text were trained to produce word embeddings as a 

means of improving dataset balance. The study contrasted six (ML)  models, such as 

SVM, Logistic Regression, K-Nearest Neighbors, Decision Tree, (RF) and 

Stochastic Gradient Descent. Methods of feature extraction were TF-IDF, Bag of 

Words, Word2Vec, Glove and BERT. BERT + Bi-LSTM + GAN gave the best 

performance and yielded an F1-score of 97.61%. 
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[18] Errami et al. (2024) 

The use of artificial intelligence tools in detecting Arabic twitter spam in natural 

language processing field is what Errami et al. (2024) directs its target. The problem 

with the study is that the purpose is to detect spam content in big scale Arabic social 

media, where the dialectal variation and informal writing brings difficulties in the 

classification of spam. The experiment showed the classical (ML) algorithms with 

SVM and Random Forest against (DL) algorithms with LSTM, Bi-LSTM and models 

based on AraBERT. The authors wanted to enhance the accuracy of the detection and 

yet keep the computational efficiency using an Arabic tweet dataset which was 

labeled as spam and non-spam. The models were found to improve performance on 

complex Arabic text, but also showed to be resource intensive in terms of training 

time and resources. 

[19] Jurkuch et al. (2026) 

Jurkuch et al. (2026) offered an efficient hybrid SMS spam detection model, which 

is likely to be resource-efficient and especially applicable in low-computation 

systems like the Internet of Things. The research was inspired by the shortcomings 

of rule-based filters and the high cost of (DL) systems. The design proposed consisted 

of a Bidirectional GRU (Bi-GRU) text feature extractor and an XGBoost 

classification network. The SMS Spam Collection dataset and the SpamAssassin 

email corpus were used to evaluate the model to document cross-domain 

generalization. The findings were very competitive with an accuracy of 98.7 on SMS 

data and 98.35 on email data. The model was also less latent and resource-consuming 

compared to CNN-LSTM and Bi-LSTM counterparts. 

[20] Zawari (2025) 
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Zawari (2025) introduced a hybrid ensemble (ML) model to identify Arabic SMS 

scam messages which are also referred to as smishing. The experiment was to 

enhance the classification precision by pooling multiple classifiers instead of using 

one model. Algorithms applied were Logistic Regression, Random Forest, Gradient 

Boosting, Stacking and Voting. The study was founded on a pre-processed Arabic 

SMS data of scam and non-scam messages. The paper has put emphasis on the 

significance of preprocessing and ensemble learning in enhancing performance with 

regard to Arabic malicious text. The hybrid ensemble method was the most 

successful, with an accuracy of 91.89% and an F1-score of 91.55. 

[21] Bani Younes and Ababneh (2026) 

Bani Younes and Ababneh (2026) is a comparative analysis of (ML) algorithms in 

spam detection on various digital communication channels such as SMS, email, and 

social media. The researchers were interested in generalizing models to different 

domains and whether shared classifiers could be used to produce reliable 

performance on unseen data. The algorithms that were compared were (NB) ,SVM, 

Decision Trees and Random Forest. The models in various situations were tested 

using multiple benchmark datasets. The results indicated that the models were quite 

effective with familiar data but failed to perform as well with new or unknown data. 

This finding highlighted the importance of flexible models and enhanced feature 

representation. 

[22] Menthe et al. (2024) 

Menthe et al. (2024) studied the issue of SMS Spam Detection using (ML) with 

special emphasis on the pre-processing and feature engineering. It analyzed the effect 

of data cleaning, data normalization, and feature selection on the classification model 

33

33

65

90

104

131

Page 35 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705

Page 35 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705



14 
 

accuracy. The authors used common (ML) algorithms including (NB) and SVM to a 

publicly available dataset of SMS. Their experiment has revealed that model 

performance was significantly enhanced with the inclusion of preprocessing and 

feature extraction. The study is significant as it confirms that even comparatively 

simple classifiers may produce good results provided that the input text is in a proper 

format. This renders the research to be applicable in spam detecting systems which 

need effective and readable solutions. 

[23] Syarifuddin et al. (2025) 

Syarifuddin et al. (2025) compared (ML) with (DL) on spam detection and discovered 

that (DL) methods tended to achieve superior classification but had a higher 

computational load. (NB), SVM, Random Forest, Gradient Boosting, and LSTM 

were some of the models in the study. The models were tested using SMS and email 

data under various conditions. The paper presented the accuracy-efficiency trade-off 

whereby deep-learning could be more effective in complicated text classification 

tasks than traditional approaches. Meanwhile, the authors have reported that (ML) 

models are still useful, as they are quicker, easier and more feasible in resource-

constrained settings. 

[24] Ahmed et al. (2022) 

Ahmed et al. (2022) surveyed (ML) approaches to spam detection in email and IoT. 

The study did not suggest a single new model but compared the advantages and 

disadvantages of popular algorithms in a variety of applications. The review has 

centered on (NB), Decision Trees, Neural Networks and (RF) and the way each of 

the methods works with varying types of spam data. The paper has highlighted that 

spam detection issues are different based on the channel of communication and 
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features taken. Its key input was to generalize previous research and demonstrate that 

traditional and neural methods are useful, with respect to the size of datasets, the level 

of noise, and the computational constraints. 

[25] Birthare, Jain, and Meena (2025) 

Birthare, Jain, and Meena (2025) reviewed the (ML) approach to mobile SMS 

spamming and emphasized the significance of preprocessing, feature extraction, and 

evaluation plan. The paper has highlighted that spamming in mobile messages can 

only be detected by effectively processing short and noisy text. It contrasted a number 

of algorithms, such as SVM, Random Forest, LSTM, Bi-LSTM, and AraBERT, as 

well as explained the place of Extreme Learning Machine (ELM) as a fast and useful 

classifier. The study was founded on the Kaggle SMS Spam dataset, which consisted 

of the spam and ham messages. The authors concluded that NLP-based preprocessing 

is a significant factor in performance and that lightweight models could be effective, 

given appropriate design. 

[26] Julis and Alagesan (2020) 

In their research, Julis and Alagesan (2020) examined how (ML) identifies SMS 

spam with the help of text mining algorithms. The article touched on the emergence 

of SMS spam in India and the Middle East region at large where mobile messaging 

is a significant source of spam attacks. The authors employed (ML) classifiers to 

differentiate between ham and spam messages in a large set of SMS data including 

messages for Indian users. The paper demonstrated the potential of text mining to 

assist automated spam filtering based on transformation of raw messages into 

structured features to facilitate classification. The work is practical as it shows the 
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practical utility of traditional (ML) approaches to short-text spam detection 

experiments. 

 

 

[27] Kumar, Sonowal, and Nishant (2020) 

Kumar, Sonowal and Nishant (2020) explored email spam detection by applying 

(ML) algorithms. The research was inspired by the tendency towards the growing 

prevalence of phishing and spam email campaigns that strive to deceive users with 

illicit links and various pseudonyms. The authors have compared various (MLTs), 

and have chosen the optimal model in terms of precision and accuracy. The article 

demonstrated that spam mail can be identified successfully by deriving valuable 

textual characteristics and using supervised learning. The research is applicable as it 

shows that the (MLC) continues to be significant in spam classification, particularly 

when the intention is to establish a robust and interpretable detection. 

[28] Roy, Singh, and Banerjee (2020) 

Roy, Singh, and Banerjee (2020) suggested a text-only (DL) model to filter SMS 

spam. They found that CNN and LSTM models are able to automatically extract 

useful features using short message text without relying on manual feature 

engineering. The study was carried out on a benchmark of SMS data of spam and 

non-spam, and the model proposed demonstrated a high level of accuracy of 99.44. 

The results showed that (DL) can be very useful with the classification of short text 

and it can be much more effective than numerous traditional techniques. The 
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significance of the study is that it justifies the application of neural architectures in 

spam detection, particularly where the availability of large enough labeled data. 

 

 

Table 1 Related Work Summary 

Study Dat

a 

Typ

e 

Langu

age 

Task Algor

ithm 

Datase

t Size 

Perfor

mance 

Key 

Limitati

on 

Relevan

ce to 

Current 

Study 

Al 

Saidat 

et al. 

(2024) 

SM

S 

Arabic Spam 

Detectio

n 

CNN 

+ 

BiLS

TM 

Arabic 

SMS 

dataset 

Acc. 

96.99%

, 

F1=0.9

707 

High 

comput

ational 

cost 

Demonst

rates the 

effective

ness of 

(DL) for 

Arabic 

SMS 

spam 

detectio

n but 

differs 

from this 

study, 

which 

focuses 
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on 

Arabic 

phishing 

emails 

using 

lightwei

ght ML. 

Alzub

aidi & 

Ghane

m 

(2025) 

SM

S 

Arabic Spam/P

hishing 

Detectio

n 

RF, 

NB, 

SVM, 

Hybri

d RF-

SVM 

Saudi 

SMS 

dataset 

Acc. 

94%, 

F1=0.9

4 

Limited 

geograp

hic 

coverag

e 

Supports 

the use 

of 

tradition

al ML 

algorith

ms, but 

the task 

is SMS 

rather 

than 

email 

phishing 

detectio

n. 

Alkaa

bi et 

SM

S 

Arabic Spam 

Detectio

n 

AraB

ERT 

+ 

UCI + 

Iraqi 

SMS 

Acc. 

99.12%

, 95.3% 

Comple

x 

Shows 

the 

benefit 
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al. 

(2025) 

CNN-

BiLS

TM 

dataset

s 

architec

ture 

of (DL), 

whereas 

the 

current 

study 

emphasi

zes 

computa

tional 

efficienc

y. 

Filali 

et al. 

(2026) 

SM

S 

Multili

ngual 

Spam 

Detectio

n 

ML + 

DL + 

GAN 

Multili

ngual 

dataset

s 

F1=97.

61% 

Very 

high 

comput

ational 

cost 

Demonst

rates 

advance

d feature 

learning 

but 

requires 

significa

ntly 

greater 

computa

tional 

resource

s. 
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Erram

i et al. 

(2024) 

Tw

eets 

Arabic Spam 

Detectio

n 

SVM, 

RF, 

LST

M, 

BiLS

TM, 

AraB

ERT 

Arabic 

Twitte

r 

dataset 

DL 

improv

ed 

accurac

y 

Time-

consum

ing 

training 

Differen

t 

commun

ication 

channel 

(Twitter) 

from the 

current 

email-

based 

study. 

Jurkuc

h et al. 

(2026) 

SM

S & 

Em

ail 

Multili

ngual 

Spam 

Detectio

n 

Bi-

GRU 

+ 

XGB

oost 

SMS + 

Email 

dataset

s 

Acc. 

98.7% 

(SMS), 

98.35% 

(Email) 

Hybrid 

DL 

model 

Similar 

focus on 

email 

classific

ation but 

uses 

hybrid 

(DL) 

instead 

of 

lightwei

ght ML. 
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Zawar

i 

(2025) 

SM

S 

Arabic Smishin

g 

Detectio

n 

LR, 

RF, 

GB, 

Stacki

ng, 

Votin

g 

Arabic 

SMS 

dataset 

Acc. 

91.89%

, 

F1=91.

55% 

Modera

te 

accurac

y 

Similar 

cybersec

urity 

applicati

on, but 

focuses 

on SMS 

rather 

than 

phishing 

emails. 

Bani 

Youne

s & 

Ababn

eh 

(2026) 

SM

S, 

Em

ail, 

Soc

ial 

Me

dia 

Multip

le 

Spam 

Detectio

n 

NB, 

SVM, 

DT, 

RF 

Multip

le 

dataset

s 

Good 

perform

ance 

Weak 

generali

zation 

Highligh

ts the 

need to 

evaluate 

classifier

s across 

different 

commun

ication 

channels

. 

Menth

e et al. 

(2024) 

SM

S 

Englis

h 

Spam 

Detectio

n 

NB, 

SVM 

Public 

SMS 

dataset 

Improv

ed 

accurac

Limited 

model 

Supports 

the 

importan
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y after 

preproc

essing 

comple

xity 

ce of 

preproce

ssing, 

which is 

adopted 

in this 

study. 

Syarif

uddin 

et al. 

(2025) 

SM

S & 

Em

ail 

Multip

le 

Spam 

Detectio

n 

NB, 

SVM, 

RF, 

GB, 

LST

M 

Multip

le 

dataset

s 

DL 

outperf

ormed 

ML 

High 

resourc

e usage 

Supports 

the 

trade-off 

between 

accuracy 

and 

computa

tional 

efficienc

y. 

Ahme

d et al. 

(2022) 

Em

ail 

& 

IoT 

Multip

le 

Survey NB, 

DT, 

NN, 

RF 

Revie

w 

study 

RF and 

NN 

perform

ed well 

No 

experim

ental 

validati

on 

Provides 

theoretic

al 

support 

for 

selecting 

tradition

al ML 
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algorith

ms. 

Birtha

re et 

al. 

(2025) 

SM

S 

Englis

h 

Spam 

Detectio

n 

SVM, 

RF, 

LST

M, 

BiLS

TM, 

ELM 

Kaggle 

SMS 

dataset 

ELM 

effectiv

e 

Needs 

optimiz

ation 

Confirm

s the 

importan

ce of 

NLP 

preproce

ssing 

and 

lightwei

ght 

classifier

s. 

Julis 

& 

Alage

san 

(2020) 

SM

S 

Englis

h 

Spam 

Detectio

n 

ML 

classi

fiers 

SMS 

dataset 

Effectiv

e 
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cation 

Limited 

modern 

techniq

ues 

Demonst

rates the 

applicab

ility of 

tradition

al ML 

methods 

for 

short-

text 
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classific

ation. 

Kuma

r et al. 

(2020) 

Em

ail 

Englis

h 

Email 

Spam 

Detectio

n 

ML 

algori

thms 

Email 

dataset 

High 

precisio

n and 

accurac

y 

Limited 

to email 

spam 

Closest 

to the 

current 

study 

because 

it uses 

email 

classific

ation, 

although 

it is not 

specific 

to 

Arabic 

phishing 

emails. 

Roy et 

al. 

(2020) 

SM

S 

Englis

h 

Spam 

Detectio

n 

CNN, 

LST

M 

SMS 

dataset 

Acc. 

99.44% 

High 

comput

ational 

cost 

Shows 

the 

effective

ness of 

(DL) but 

at a 

significa
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ntly 

higher 

computa

tional 

cost than 

the 

propose

d 

framewo

rk. 

 

2.3.1 Critical Analysis of Related Work. 

The reviewed studies showed that the detection of malicious text in Arabic has been 

studied in various communication media such as SMS messages, emails and posts on 

social media. These studies have, however, different classification tasks and must not 

be directly compared. The most of the studies like Al Saidat et al. (2024), Alkaabi et 

al. (2025), Zawari (2025) and Julis and Alagesan (2020) are devoted to the detection 

of Arabic SMS spam or smishing as opposed to the detection of phishing in the email 

context. On the other hand, Kumar et al. (2020) explore the case of email spam 

detection, and Errami et al. (2024) examine the characteristics of Arabic Twitter 

spam, which is a different kind of text data. Moreover, some studies use (DL) models 

like CNN, BiLSTM, BiGRU, transformer, and others, while some use traditional 

(ML) models like (NB), Support Vector Machine, and Random Forest. While (DL) 

models can lead to higher predictive performance, they typically have much greater 

data requirements and computational needs. The current work is different from 
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previous studies because it concentrates on binary classification of Arabic phishing 

emails through using publicly available Arabic Phishing Emails Dataset. It utilizes a 

light (ML) framework which uses a comprehensive Arabic text preprocessing, TF-

IDF feature extraction, and an evaluation of three classifiers, namely (NB), (SVM), 

and Random Forest, in comparison on the same experimental setup. This is to make 

a fair comparison and make an efficient solution for detecting Arabic phishing 

emails. 

2.3.2 Research Gap 

A research gap will be determined from the literature reviewed. There have been 

several studies that investigated Arabic malicious text detection using different (ML) 

and (DL) approaches, but few studies have dealt with the field of Arabic phishing 

email detection by preprocessing the Arabic text comprehensively and using 

lightweight traditional (MLTs),. In addition, there is a lack of studies that compare 

more than one (SMLC) with the same preprocessing pipeline, TF-IDF feature 

extraction, and a publicly available phishing email dataset in Arabic language to have 

a fair and consistent evaluation. In order to fill these gaps, the present work introduces 

a lightweight and computationally efficient framework to detect phishing emails in 

Arabic language which combines Arabic text preprocessing, TF-IDF feature 

extraction and evaluation of (NB), (SVM), and (RF) classifiers on the publicly 

available Arabic Phishing Emails Dataset. The proposed framework aims to offer a 

correct, feasible and efficient algorithm for the detection of phishing emails in Arabic 

script in a real cyber security context. 
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CHAPTER THREE PROPOSED APPROACH 
(METHODOLOGY) 

3.1 Introduction 

In order to implement the proposed (ML) approach to detect Arabic phishing 

messages, this chapter outlines the research methodology provided in this study. It 

describes the whole experimental process from data sets collecting and preparing, to 

text processing, feature extraction, model building, to model evaluating. The 

methodology proposed is to develop an efficient classification system that can 

correctly classify phishing messages from legitimate Arabic messages with 

computational efficiency. To compare the three (SML) algorithms fairly and 

objectively with the same pre-processing method and the same assessment criteria, 

the same method was used to implement them.The same method was used to 

implement the three (SML)  algorithms, namely (NB),  (SVM), and (RF), to ensure 

a fair and objective comparison and the same pre-processing method and the same 

assessment criteria. 

3.2 Research Methodology 

The proposed method for the research is a series of related stages which will convert 

raw Arabic phishing email text into numerical representations suitable for (MLC). 

The whole process starts by collecting data sets, then subjecting them to Arabic text 

preprocessing, extracting features using TF-IDF, training a model, making 

predictions, and evaluating the accuracy of the predictions. The experimental process 

used in this research is shown in Figure 4. 
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The experimental workflow adopted in this study is illustrated in  

 

Figure 4 Proposed Framework 

 

3.3 Dataset Description 

The Arabic Phishing Emails Dataset obtained from Kaggle with public availability 

was applied in the experiments. The dataset has been chosen due to the fact that it is 

one of the few publicly available datasets that are specifically designed for the 

detection of phishing emails in Arabic, which makes it suitable for (SML)  research 

in Arabic cybersecurity. The data set consists of 1,250 Arabic email messages, 1,000 

legitimate and 250 phishing, which is a binary classification problem.  

The data set was downloaded from Kaggle in July 2026 with the Kaggle dataset 

license and no samples were deleted before development of the model. The input 

feature for the study was the text from the e-mail and the target variable was the class 

label. The labels of the classes were translated to 1 = Legitimate and 2 = Phishing 

prior to model training. Arabic text preprocessing and TF-IDF feature extraction 

were then used to preprocess the text before the (MLC) were trained and evaluated. 
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Table 2 Dataset Distribution 

Characteristic Description 

Dataset Name Arabic Phishing Emails Dataset 

Source Kaggle 

Language Arabic 

Communication Channel Email 

Total Emails 1,250 

Legitimate Emails 1,000 

Phishing Emails 250 

Classification Type Binary Classification 

Input Field Email Text 

Target Field Class Label 

Label Encoding 0 = Legitimate, 1 = Phishing 

Access Date July 2026 

License Kaggle Dataset License 
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Training and testing data sets were created at random from the data collection (80/20 

split). For the sake of reproducing the experimental procedure, the random_state was 

set to the value of 42. Furthermore, stratified sampling was used to retain the original 

class distribution throughout both samples. 

Dataset Split Number of Emails Percentage 

Training Set 1,000 80% 

Testing Set 250 20% 

Total 1,250 100% 

 

3.4 Development Environment 

This proposed system has been developed by the Python programming language in 

the kaggle notebook environment. It was chosen because of the large number of (ML) 

and (NLP) libraries available in Python. Pandas and NumPy were used for data 

manipulation, Scikit-learn for (ML) model implementation, feature extraction, 

partitioning of the dataset, and the evaluation of the metrics. Regular expressions and 

custom-made stop-word removal methods were used to perform Arabic text 

preprocessing operations. Experimental results were visualized with Matplotlib 

library. The software environment used in all the experiments is as shown in Table3: 

Table 3 Development Environment 

Component Description 

Programming Language Python 3.12 
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Development Platform Kaggle Notebook 

(ML) Library Scikit-learn 

Data Processing Pandas, NumPy 

Natural Language Processing NLTK, Regular Expressions 

Visualization Matplotlib 

 

3.5 Arabic Text Preprocessing 

One of the most crucial steps in (NLB) is the preprocessing of text data since the data 

from text sources may contain irrelevant information that adversely affects the 

classification accuracy. The processing of Arabic language is made difficult by its 

rich morphology, multiple writing styles, spelling variations and the frequent use of 

dialectal expressions. Thus, multiple preprocessing steps were performed to enhance 

data quality and minimize noise prior to feature extraction. The pre-processing 

pipeline used in this study can be divided into the following steps. 

3.5.1 Text Cleaning 

The first preprocessing step was to eliminate irrelevant text elements which do not 

make semantic sense. Numerical value, punctuation marks, special symbols, non-

Arabic characters and hyperlinks were stripped away applying regular expression 

patterns. Removing these factors decreases feature sparsity and enhances the quality 

of the text representation. 

3.5.2 Arabic Text Normalization 
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Arabic letters frequently appear in multiple orthographic forms that carry identical 

meanings but are represented differently at the character level. Consequently, text 

normalization was performed to standardize these variations. Characters such as (  ،أ، إ

 while other commonly occurring variants were similarly ,(ا) were converted into (آ

normalized. This process reduces vocabulary size and enhances the consistency of 

textual representations. 

3.5.3 Removal of Repeated Characters 

Consecutive repeated characters were replaced to a single character with repeated 

characters normalized. In informal Arabic, the repetition of letters is sometimes used 

to highlight or express emotion (e.g., 'جمييييل' for 'جميل'). Such repetitions do not affect 

the semantic meaning of the word but create extra variations in the text and make it 

sparser. Reducing the repetition of characters provides more uniform vocabulary and 

more power for representing features in (ML). 

3.5.4 Stop-Word Removal 

Common Arabic function words contribute only small amounts of discriminative 

information in text classification tasks. As a result, the following Arabic stop words 

were filtered out of the Arabic pre-processing: "من، في، على، إلى، هذا، ذلك". Removing these 

high frequency words helps to diminish the number of features the algorithms are 

using when they classify emails as phishing or not, while allowing the algorithms to 

concentrate on more meaningful lexical features that play a role in the classification. 

3.5.5 Tokenization 

The Arabic e-mails were preprocessed and segmented to lexical units (tokens). The 

process of tokenization entails splitting up a text into words and/or meaningful 
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segments that can become the basis for feature extraction and (ML) analysis. It was 

then fed into the model training and evaluation process of TF-IDF feature vectors. 

3.6 Feature Extraction Using TF-IDF 

(ML) algorithms rely on data that is numerical, not text. Thus, the preprocessed 

Arabic phishing emails were converted to numerical feature vectors by applying the 

(TF-IDF) method. The advantage of using TF-IDF is that it gives more weight to the 

words that appear within each document and do not appear in many others in the 

collection, which captures the informativeness of words and lowers the impact of the 

most common terms. TF-IDF generates more discriminative feature vectors than 

simple term-frequency representations and has shown good performance on text 

classification tasks, such as spam and phishing email detection. 

The TF-IDF weight is computed according to Equation (3.1): 

TF-IDF(t, d) = TF(t, d) × log ൬
N

DF(t)
൰ (3.1) 

 

where: 

 TF(t,d) is the frequency of term t in document d.  

 DF(t) is the number of documents containing term t.  

 N is the total number of documents in the dataset.  

The obtained TF-IDF representations were then fed to three classifiers such as (NB), 

Support Vector Machine and (RF). 
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3.7 Dataset Partitioning 

For testing the generalization capability of the classifiers, the dataset was split into 

an independent train subset (80%) and test subset (20%) with a fixed random seed 

(random state = 42) with a stratified train-test split. The training data was used for all 

the preprocessing steps identified, such as text cleaning, tokenization, stop-word 

removal, TF-IDF vectorization, and feature selection. Fitted preprocessing and 

feature selection were then applied to the test set without re-fitting, which meant there 

was no data leakage and it enabled an unbiased assessment of model performance. 

3.8 Machine Learning Classification Models 

Three (SMLC) were chosen for the experimental testing due to their well-known 

capabilities in text classification problems. The dataset is class imbalanced (1,000 

legitimate emails vs 250 phishing emails) but no resampling or class-weighting 

techniques were used, so that the same experimental conditions could be used in order 

to have a fair comparison with all classifiers. The developed models were evaluated 

on different evaluation metrics like accuracy, precision, recall, f1 score and confusion 

matrix.. These complementary measures allowed for a more complete evaluation of 

the classification output than an overall evaluation of accuracy. 

3.8.1 Naïve Bayes 

Naive Bayes is one of the popular classification methods, based on the Bayes' 

Theorem and conditional independence of features. It has found wide application in 

spam and phishing detection of e-mail, because of its low computational complexity 

and its suitability to work with sparse textual representations like TFIDF feature 

vectors. 
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The classifier was implemented using the following parameter: 

 alpha = 1.0 

3.8.2 Support Vector Machine 

Supervised learning machine which finds the optimum separating hyper plane by 

maximizing the margin between classes is known as (SVM). In the field of text 

classification, SVM has shown to perform well due to its ability in high dimensional 

feature spaces. A linear kernel was chosen for this study because it is a simple, fast 

and appropriate kernel for sparse TF-IDF feature vectors. 

The SVM classifier was configured using: 

 kernel = linear  

 C = 1.0 

3.8.3 Random Forest 

Random Forest (RF)  is an ensemble learning algorithm which trains multiple 

decision trees and then uses majority voting to find the predicted class. This ensemble 

approach will be more robust, reduce overfitting, and overall be more accurate than 

a single decision tree. The number of decision trees in the (RF) classifer was set to 

200, which is a good balance between performance and computation. 

The (RF) classifier was configured using: 

 n_estimators = 200  

 max_depth = None  

10

14

88

89

117

136

Page 57 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705

Page 57 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705



36 
 

 random_state = 42  

The use of 200 decision trees provides stable classification performance while 

maintaining reasonable computational efficiency. 

3.9 Model Training 

The same training set and feature vectors (TF-IDF) have been used to train all of the 

classification algorithms. Once trained these models were applied to the testing data 

set and the results were noted to see whether each message in the test set was genuine 

or a phishing message. We used the same pre-processing techniques and features 

representation for all classifiers, so we could compare the results based on the 

learning ability of the classifiers and not on the data processing. 

3.10 Performance Evaluation 

Four widely used metrics in binary classification problems were used to evaluate the 

predictive performance of the proposed models. 

Accuracy 

Accuracy is the overall percentage correctly classified. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

 

Precision 

Precision refers to the percentage of messages that the model identifies as phishing 

that are actually phishing messages. 6
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

Recall 

Recall measures the ability of the classifier to correctly identify phishing messages. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

 

F1-Score 

The F1-Score is the harmonic mean of the precision and recall, giving a trade-off 

between the two, and thus a balanced measure of the model's overall classification 

performance. 

𝐹1 =
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

The combination of these evaluation measures allows for a comprehensive evaluation 

of the classifier, including its predictive performance as well as its ability to detect 

phishing emails. 

3.11 Confusion Matrix Analysis 

In addition to numerical values for the performance of each of the classifiers, a 

confusion matrix for each classifier was also obtained, allowing for detailed 

knowledge of the results of the predictions. The confusion matrix is a tabular 

representation of the classification results and includes the number of True Positives, 4
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True Negatives, False Positives, and False Negatives, allowing for the easy 

interpretation of the results of the model prediction. This analysis can be used to 

reveal the nature of the errors committed by each model in classification, and it can 

also provide more insight into the performance of classifiers. 

3.12 Experimental Workflow 

The experimental procedure adopted in this research can be summarized as 

follows: 

1. Download the phishing email data set from Arabic language. 

2. Stratified split the data into training and testing data sets at an 80:20 ratio. 

3. Clean the training data, normalize it, remove repeated characters, remove stop 

words and do tokenization to it as in Arabic text preprocessing. 

4.  Use 4 to fit the TF-IDF vectorizer to the training data and transform the 

training data into numerical feature vectors. 

5. Avoid information leakage when transforming the testing data with the TF-

IDF vectorizer that has been trained with the training data. 

6. Train (NB), (SVM), and (RF) classifiers with transformed training data. 

7. Make predictions for unseen testing sample class labels. 

8. Assess accuracy, precision, recall, f1 score and confusion matrix of models. 

9. Analyze and compare the performances of the three classifiers and select the 

best model for phishing detection of Arabic e-mails. 
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3.13 Chapter Summary 

In this chapter, the methodology proposed to use supervised (MLTs),  for Arabic 

phishing message detection was introduced. The chapter outlined the characteristics 

of the dataset, dataset preprocessing pipeline, TF-IDF feature extraction pipeline, 

dataset partitioning, and implementation of three popular classification algorithms 

namely (NB), (SVM), and Random Forest. Lastly, the assessment parameters and 

experimental procedures were presented. Results of the experiments, comparison of 

the performance of the implemented classifiers and discussion about the 

effectiveness of the classifiers in detecting the phishing messages in Arabic language 

are presented in the next chapter under the same experimental conditions. 
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CHAPTER FOUR EXPERIMENTAL RESULTS AND 
DISCUSSION 

4.1 Introduction 

In an experiment, the Arabic phishing message detection framework has been 

implemented and its results presented in this chapter. The goal of the experiments is 

to assess the ability of the three (SML) algorithms (NB), (SVM), and (RF)) to classify 

phishing messages as phishing or normal Arabic messages. The chapter also presents 

the comparative evaluation of classifiers according to their performance in various 

standard performances like the Accuracy, the Precision, the Recall, the F1 Score and 

the Confusion matrix analysis. Lastly, a discussion of the results of the experiment is 

given and the results are compared with the previous studies mentioned in chapter 

Two. 

4.2 Experimental Setup 

All experiments were run in a Kaggle Notebook using Python. The Arabic phishing 

dataset was loaded and then several preprocessing steps such as text cleaning, Arabic 

normalization, removing stop words, removing repeated characters and tokenization 

were applied. The obtained text after cleaning was then converted to numerical 

feature vectors by applying TF-IDF technique for feature extraction. 

17

37

39

71

83

Page 62 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705

Page 62 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705



41 
 

The data set contained 1250 Arabic messages, 1000 legitimate and 250 phishing 

messages. A stratified train-test split with a fixed random seed (42) was used to split 

the dataset into 80% training and 20% testing data, with 1,000 samples in the training 

set and 250 samples in the testing set. using: 

 test_size = 0.20  

 random_state = 42  

 stratify = y 

To obtain a more reliable estimate of model performance and improve the robustness 

of the evaluation, Stratified 10-Fold Cross-Validation was employed. Stratification 

ensured that the original class distribution (1,000 legitimate and 250 phishing 

messages) was preserved in each fold. For training each iteration, 9 folds were used 

and one-fold was utilized for testing; the testing fold was changed for each iteration 

until each fold had been tested exactly once. Fixed random seed (random_state = 42) 

was used to ensure reproducibility with shuffling. The performance metrics reported 

are the average of the 10 folds. All classifiers were trained with the same TF-IDF 

feature representation, and evaluated with the same cross-validation protocol to 

enable a fair comparison. 

4.3 Dataset Distribution 

Table 4 Dataset Distribution 

Class Number of Samples Percentage 

Legitimate 1000 80% 

Phishing 250 20% 

1
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Total 1250 100% 

The data set is moderately imbalanced with 4 legitimate messages for every phishing 

message. This distribution is typical of a phishing scenario in which a small portion 

of emails are phishing attempts.  

4.4 Performance Evaluation Metrics 

To assess the predictive power of the classifiers, four widely-used performance 

metrics were used: 

 Accuracy  

 Precision  

 Recall  

 F1-score  

These metrics provide complementary information regarding the classifiers' ability 

to correctly identify phishing messages while minimizing false alarms. 

4.5 Experimental Results 

The three (ML) algorithms were trained using identical preprocessing procedures and 

TF-IDF feature vectors. Their performance on the testing dataset is summarized in 

Table : 

Table 5 Performance Comparison of (ML) Models 

Model Accuracy Precision Recall F1-score 

(NB) 96.80% 100.00% 84.00% 91.30% 
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Support Vector Machine 98.00% 100.00% 90.00% 94.74% 

Random Forest 98.00% 100.00% 90.00% 94.74% 

Source: Experimental Results.  

The experimental results show that the three classifiers all have high predictive power 

on the testing data. It is worth noting however, that this testing subset consisted of 

250 emails, 50 of which were phishing emails and 200 were legitimate emails. As a 

result, the recall value is altered by about 2% every phishing email that is 

misclassified. Despite the promising results presented, it should be noted that the 

number of emails in the dataset is small, and the data might not be representative of 

all Arabic phishing emails, suggesting the need for more validation with larger and 

more diverse datasets of Arabic phishing emails before the results can be generalized 

to a real deployment setting. 

4.6 Discussion of Classification Results 

The experimental results show that the proposed Arabic text preprocessing pipeline 

with TF-IDF feature extraction approach helps all three different (MLC)  obtain high 

classification performance. But some significant variations were found between the 

tested algorithms. 

Overall, (NB) predicted the class of the phishing messages with an accuracy rate of 

96.8% showing that its probabilistic learning approach was successful even with its 

relatively simple assumptions. The accuracy of the classifier was 100%, with no false 

positives that is, none of the valid messages were misclassified as phishing. The 

recall, however, was 84%, meaning that a section of the phishing messages were not 
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recognized by the classifier. Several phishing messages were not detected (false 

negative) which lowers the overall F1-score to 91.30%. 

Overall, SVM showed the highest classification accuracy of 98%, the highest 

precision of 100%, the highest recall of 90% and the highest F1-score of 94.74%. 

The precision is ideal and means that each message predicted as being phishing 

actually is a phishing message. The recall is 90%, meaning that 45 out of 50 phishing 

messages were correctly classified, but 5 phishing messages were incorrectly 

classified as legitimate (false negatives). What is significant here from the cyber 

security standpoint is that these false negatives could result in phishing messages 

reaching users and potentially cause financial fraud, credential theft and other cyber 

security issues. However, linear SVM had excellent performance in dealing with high 

dimensional sparse feature vector with good generalization capacity. 

This is an example of a trade-off between precision and recall in phishing detection. 

While the classifier was able to correctly identify all phishing emails and to avoid 

making false-positive predictions, it missed some phishing emails. A false negative 

usually carries a higher risk in applications than a false positive in cybersecurity, 

since undetected phishing emails could be sent to users, and they could then be victim 

to phishing attacks, resulting in financial loss, credential theft, or other security 

incidents. Hence, a high precision and improving recall is still an important goal for 

future research. 

(RF) yielded the same overall results as SVM, with 98% accuracy, 100% Precision, 

90% Recall and 94.74% F1 Score results. The model correctly identified 45 phishing 

messages and missed 5 phishing messages, which is the same number of false 

negative messages as SVM. (RF) is robust because it uses a majority voting system 
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that adds up several decision trees, thus reducing the danger of over-fitting. Thus, the 

classifier had good generalization skills on unseen Arabic phishing messages. 

 

While both (SVM), and (RF) had excellent overall accuracy, they were not able to 

achieve a 100% recall, meaning that there was a small amount of phishing emails that 

were missed. Therefore, the proposed framework can be considered as a lightweight 

and lightweight computing solution, and not a one-stop solution to replace multiple 

layers of cyber security defenses. The use of transformer-based language models or 

contextual word embeddings, or a combination of (ML) and (DL), could be explored 

in future work to further enhance recall. 

4.7 Confusion Matrix Analysis 

Since (SVM), and (RF) achieved identical classification performance, only the 

(SVM), confusion matrix is presented as a representative example. Both classifiers 

41
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produced the same numbers of true positives, true negatives, false positives, and false 

negatives; therefore, the (RF) confusion matrix would be identical. 

 

 

Figure 5 Confusion Matrix 

 

Table 6 Confusion Matrix of the SVM Classifier 

Actual Class Predicted Legitimate Predicted Phishing 

Legitimate 200 0 
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Phishing 5 45 

Source: Experimental Results.  

According to the confusion matrix, the SVM classifier correctly identified all 200 

legitimate messages, producing zero false positives. Among the 50 phishing 

messages in the testing dataset, the classifier successfully detected 45 phishing 

messages, while only 5 messages were incorrectly classified as legitimate. 

Consequently, 

 True Negatives (TN) = 200  

 False Positives (FP) = 0  

 False Negatives (FN) = 5  

 True Positives (TP) = 45  

There is a special need for no false alarm for practical implementation, as good users 

are not likely to be blocked from regular communication. Moreover, the relatively 

small size of the false negatives further shows that the classifier is capable of 

identifying a majority of the phishing attacks. 

4.8 Comparative Analysis 

Figure 6 illustrates the comparative performance of the three (ML) algorithms across 

the four evaluation metrics. 

46
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Figure 6 comparative performance of the three (ML) algorithms 

The comparative analysis shows that (SVM), and (RF) always have better accuracy 

than (NB). SVM and (RF) classifiers had the highest recall and were able to correctly 

classify more phishing messages than others, though all classifiers were successful 

in achieving a precision of 100%. They obtained better F1-scores and accuracy due 

to this improvement. The results indicate that TF-IDF feature extraction has good 

discriminative power in phishing messages in Arabic language and the advanced 

classifiers like SVM and (RF) are more efficient in utilizing the representations of 

these features than simple probabilistic classifiers. 

4.9 Comparison with Previous Studies 

Overall, the experimental results are in line with the existing research on Arabic 

Spam and Phishing Detection. In this regard, (SVM), and (RF) have been reported 

as some of the most promising traditional (ML) algorithms for text classification, 

with the right preprocessing and feature extraction methods. Likewise, the proposed 

methodology achieved 98% of accuracy under the light implementation which is 

based on Arabic text preprocessing and TF-IDF feature extraction. The proposed 
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framework outperformed the (DL) models including CNN-, BiLSTM- and 

transformer-based models with slightly lower predictive performance, but with 

significantly lower computational complexity and training time. This makes the 

proposed approach an appropriate approach in resource constrained environments 

where computational efficiency is a critical concern. Comparisons with previous 

studies should be used with caution due to differences in the studies with regard to 

data, types of communications (SMS, email and social media), languages, 

preprocessing type of data, feature extraction method, configuration of classifiers and 

the evaluation method. Because of this, the reported performance metrics cannot be 

directly compared and comparisons made in this study are meant to give the general 

context of the performance, not to provide performance ranking. 

Table 7 Comparison with Previous Studies 

Study Data 

Type 

Main 

Method 

Main Findings Relation to the Present 

Study 

Zawari 

(2025) 

Arabic 

SMS 

Ensemble 

ML 

Accuracy 

91.89%, F1-

score 91.55% 

The proposed SVM and 

RF achieved higher 

performance on Arabic 

phishing email 

classification. 

Bani Younes 

& Ababneh 

(2026) 

SMS, 

Email, 

Social 

Media 

NB, SVM, 

DT, RF 

Good 

performance but 

limited 

generalization 

Similar ML algorithms 

were evaluated, 

although the present 

study focuses 

Page 71 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705

Page 71 of 84 - Integrity Submission Submission ID trn:oid:::2945:406455705



50 
 

specifically on Arabic 

phishing emails. 

Menthe et al. 

(2024) 

SMS NB, SVM Preprocessing 

significantly 

improved 

performance 

Supports the importance 

of Arabic text 

preprocessing adopted 

in the proposed 

framework. 

Syarifuddin 

et al. (2025) 

SMS & 

Email 

ML vs 

(DL) 

(DL) achieved 

higher accuracy 

The proposed 

framework provides 

competitive 

performance with 

substantially lower 

computational 

complexity. 

Ahmed et al. 

(2022) 

Email & 

IoT 

Review (RF) performed 

consistently well 

Supports the selection 

of (RF) as one of the 

evaluated classifiers. 

Birthare et al. 

(2025) 

SMS SVM, RF, 

LSTM, 

ELM 

NLP 

preprocessing 

improved 

classification 

Confirms the 

effectiveness of 

preprocessing and 

lightweight (MLTs). 

Jurkuch et al. 

(2026) 

SMS & 

Email 

Bi-GRU + 

XGBoost 

Accuracy 98.7%, 

AUC 99.8% 

Achieved slightly 

higher accuracy but 
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employed a more 

computationally 

intensive hybrid 

architecture. 

 

4.10 Summary of Experimental Findings 

The experiments performed in this work illustrate that the proposed Arabic phishing 

detection framework is highly effective if it is used along with efficient text pre-

processing and appropriate feature extraction technique (TF-IDF). All three 

classifiers were able to produce excellent classification performance, however, with 

(SVM), and (RF) classifiers showing the best classification consistently. They are 

able to accurately detect phishing messages with zero false positive predictions, 

which makes them good choices for real-world Arabic phishing detection systems. 

Additionally, the results demonstrate how effective preprocessing and feature 

engineering can be to enhance the results of classic (ML) methods, allowing them to 

match or outperform the more complex (DL) methods. 

4.11 Chapter Summary 

This chapter conducted an experimental evaluation of the suggested Arabic phishing 

detection framework. All three (ML) algorithms were trained and tested with the 

same data and the same data pre-processing steps. The experimental results showed 

that when it comes to overall performance; (SVM), and (RF) had the best 

performance with accuracy 98%, perfect precision and F1 score of 94.74%. The 

robustness of the proposed models was further validated by the confusion matrix 

analysis, which showed an excellent performance in phishing detection from the 
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proposed models with no false prediction in the phishing detection. In general, the 

results of the experiments confirmed The efficacy of the suggested methodology and 

its applicability to real-world Arabic phishing detection systems. 
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CHAPTER FIVE CONCLUSION AND FUTURE 
WORK 

5.1 Introduction 

The overall conclusions based on the experimental investigation carried out in this 

research are presented in this chapter. It presents an overview , objectives, research 

approach, and main results obtained due to the implementation of the proposed 

Arabic phishing message detection system. Furthermore, the chapter outlines the 

study's contribution, the limitations, and some future research directions to build 

upon that can continue to enhance Arabic phishing detection systems. 

5.2 Research Summary 

With the development of digital communication, the amount of phishing attacks is 

growing to a significant extent, targeting users via email, SMS and online 

communication devices. Phishing messages written in Arabic are even more difficult 

to detect because the Arabic language is morphologically complex, with many 

spelling variations, dialectal differences, and scant amount of publicly-accessible 

Arabic cybersecurity datasets. In order to solve these challenges, this research 

presented a Lightweight Machine Learning (LML) framework to detect phishing 

messages in Arabic language based on (NLP). The proposed framework comprised 

four phases: pre-preparing the dataset, Arabic text pre-processing, TF-IDF feature 

extraction, (SMLC), and performance evaluation. The experimental study used the 

Arabic Phishing and Legitimate Emails Dataset which includes 1250 Arabic emails, 

with 1000 legitimate emails and 250 phishing emails. Pre-processing was performed 

on the data set by text cleaning, normalization, stop-word removal, repeated character 

removal and tokenization before it was subjected to the TF-IDF technique for the 
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transformation of text into numerical feature vectors. Three (SML) algorithms, 

namely (NB), (SVM) and (RF) were implemented and evaluated. Same pre-

processing methods were used for training the classifiers and the same testing set was 

used for their evaluation with the following standard performance measures: 

Accuracy, Precision, Recall, F1 score, and Confusion Matrix analysis. 

5.3 Research Findings 

The results of the experiments showed that all three (ML) algorithms were able to 

obtain high classification efficacy for phishing messages and Arabic messages. There 

were noticeable disparities between the classifiers implemented, however. 

Overall, using a (NB) model, the classification accuracy was 96.8%, showing that 

the probabilistic learning method is still very effective for Arabic text classification, 

even with the right pre-processing and TF-IDF feature extraction. However, the 

relatively low recall rate suggests that some phishing messages were overlooked. 

SVM had the most accurate performance of 98%, precision of 100%, recall of 90% 

and an F1-score of 94.74%. The confusion matrix also confirmed that the classifier 

has excellent detection capability and no false-positive predictions, having classified 

all the valid messages correctly and five of the phishing messages. 

The performance of (RF) was almost same as (SVM), as it also obtained an accuracy 

of 98% and an F1-score of 94.74%. The ensemble learning mechanism led to a strong 

classification performance with a good generalization ability. 

The results of the experiments validated the effectiveness of the proposed Arabic text 

preprocessing and the TFIDF feature extraction method, which boosts the 

performance of the traditional (ML) algorithms in general. Moreover, the results 
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show that it is possible to obtain competitive results that do not need to be the massive 

computing power of a (DL) model, using a relatively simple and efficient classifier 

such as SVM or Random Forest. 

5.4 Research Contributions 

This study contributes to the phishing detection in Arabic and NLP field in a number 

of significant ways. 

First, it presents a full (ML) framework dedicated to detecting phishing messages in 

Arabic, starting from the data preprocessing stage up to the evaluation of the system 

performance. First, it presents an entire (ML) framework dedicated to detecting 

phishing messages in Arabic language, from the data preprocessing stage to the 

evaluation of the system performance. 

Second, the study shows the efficiency of preprocessing methods used in Arabic 

language to boost text classification performance in the Arabic language. The 

preprocessing pipeline minimized textual noise and generated a quality feature 

representation that was appropriate for the (ML). 

Third, a comprehensive comparison is made for three widely used supervised 

learning algorithms under the same experimental framework, allowing the 

comparison the advantages and limitations associated with the algorithms. 

Third, the experimental results demonstrate that high detection accuracy can be 

obtained by using low weight (ML) models while ensuring a low computation cost. 

This makes the proposed framework applicable for practical deployment in real-time 

phishing detection application which can have limited computational resources. 
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Finally, this study performs experimental evaluation of (ML) techniques to detect 

phishing attacks based on publicly available Arabic language based datasets, which 

constitutes the first study in the growing body of work on Arabic cybersecurity. 

5.5 Practical Implications 

This study has a number of practical implications in the field of cybersecurity 

applications. 

Organizations can implement the proposed framework in email filtering applications 

and automatically detect suspicious Arabic phishing emails before they arrive at the 

end user. Lightweight (ML) models can also be used by the mobile communication 

providers to identify malicious SMS messages in real-time. 

Moreover, government organizations, financial institutions, and online service 

providers can leverage Arabic phishing detection systems that leverage automated 

technologies to mitigate the risks posed by social engineering attacks in their 

cybersecurity strategies. 

The proposed framework is not based on an expensive and heavy (DL) architecture, 

and can be efficiently deployed on systems with limited hardware resources while 

retaining high detection performance. 

5.6 Research Limitations 

This study has a few limitations, although results were encouraging. First, the number 

of emails used in the experiments was relatively small, 1,250 emails of the Arabic 

language, which might restrict the generalizability of the results. Second, the data set 

is skewed (1000 legitimate emails and 250 phishing emails), which can affect the 

results of the classifiers. Thirdly, the evaluation was not performed by cross 
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validation, but by a single stratified train-test split. Moreover, the proposed 

framework is based on TF-IDF feature extraction, which does not involve the use of 

the Arabic language models, such as AraBERT, or any other transformer-based 

models. Lastly, the framework has not been tested in an offline experiments 

environment yet and it has not been deployed in real-world environments. 

5.7 Future Work 

Future work should validate the proposed framework by testing it with more 

extensive and varied Arabic phishing email data sets from various sources in the wild. 

Future research can explore the use of more sophisticated contextual embedding 

methods such as transformer-based language models, and hybrid (ML) and (DL) 

models to enhance the accuracy of phishing detection. Additional experiments may 

also include external dataset assessment, cross-validation and deployments 

experiments to test the computational efficiency, scalability and applicability of the 

experiments in an operational cyber security environment. 

 

5.8 Chapter Summary 

The final result of the research was given in this chapter and the main experimental 

results that were achieved from the proposed Arabic phishing detection framework 

were summarized. In this study the effectiveness of traditional (ML) techniques that 

exhibited high performance with effective Arabic text preprocessing and TF-IDF 

feature extraction were presented. The proposed framework achieved a highest rate 

of classification accuracy of 98%, showing its efficacy as a light and effective 

solution to detect phishing in Arabic. The chapter also discussed the key scientific 

findings of the research, the practical implications of the findings, areas for 
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limitations and possible recommendations for future research. In conclusion, these 

results indicate that if well-designed, machine-learning systems can remain 

competitive in the Arabic language phishing detection challenge, and can provide 

valuable knowledge for future improvement of more sophisticated intelligent cyber-

security systems. 
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