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File Server

-

What is a File Server?

1 A dedicated server (physical or virtual) designed for storing and managing files and

folders.

J Acts as a central repository for an organization's digital data.

J Accessible by multiple users and devices across a network.

\_

~
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File Server

-

Key Role & Purpose

projects, and resources.
(] Data Consistency: Ensures everyone works on the latest versions of files, reducing

confusion and errors.

work on shared files.

\_

] Centralized Storage: Provides a single, organized location for all shared documents,

~

J Enhanced Collaboration: Facilitates teamwork by allowing multiple users to access and

_/
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File Server
a )

Core Functions

] File Storage: Houses vast amounts of data, from documents and spreadsheets to media
files.

[ File Sharing: Allows authorized users to access, read, write, and modify shared content
over the network.

1 Access Control: Implements robust security permissions (NTFS and Share permissions) to
dictate who can access what.

(1 Data Management: Supports features like quotas, auditing, and data deduplication.

- _/




File Server

-

%. » ThisPC > Local Disk (C}) >

~

Type

File folder
File folder
File folder
File folder
File folder

Create Folder in Client (Login as Administrator)

Name Date modified
5
* PerfLogs 5/8/2021 1:20 AM
| - Program Files 6/17/2025 2:51 PM
5
Program Files (x86) 5/8/2021 2:39 AM
: ” Users 6/17/2025 8:59 AM
» Windows 7/13/2025 11:27 PM
D) SSS_X
View
Sort by
Group by
Refresh
Paste

Paste shortcut

Give access to

New

Properties

Size
>
>
>
Folder
#| Shortcut

=| Bitmap image

=| Rich Text Document

Text Document

E Compressed (zipped) Folder

& . » ThisPC > Local Disk (C) »

% % %N

J:) 555X

Mame

PerfLogs

Program Files
Program Files (x86)
Users

Windows

Data I




File Server

-

Security tap : access from the same machine

Data

Open
Open in new window

Pin to Quick access

Give access to
Restore previous versions
Include in library

Pin to Start

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Data Properties

General Sharingl Security revious Versions  Customize

Objectname: Ci\Data

GfOUp aruser names:

FT{CREATOR OWNER

52 SYSTEM
SR Administrators (AHMED\Administrators)
£2 Users (AHMED\Users)

To change permissions, click Edit

Permissions for CREATOR

OWNER

Allow

Edit...

Deny

Full control
Maodify

Read & execute
Listfolder contents
Read

Write

For special permissions or advanced settings,

click Advanced.

Advanced

Apply




File Server

4 )

This is a critical security aspect. File servers

implement robust mechanisms to control who
can do what with shared data. This involves:
"Full control,"” "Modify," "Read & execute,"
"List folder contents,"” "Read," and "Write"
for different user or group names (like
"CREATOR OWNER," "SYSTEM,"

"Administrators," and "Users").

\_ W,

Data Properties x f

General Sharing Securty  Previous Versions  Customize
Objectname: Ci\Data

GfOUp aruser names:

McReATOROWNER
SR SYSTEM

SR Administrators (AHMED\Administrators)

SR Users (AHMED\Users)

To change permissions, click Edit

Permissions for CREATOR
OWNER Allow Deny

Full contral -~
Maodify

Read & execute

Listfolder contents

Read

Write w

For special permissions or advanced settings, e
click Advanced.

MIDOCEA
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File Server Permissions

-

C O O O

U

O

N

Full control: Grants complete access to a file or folder, including the ability to read,
write, modify, delete, and change permissions or take ownership.

Modify: Allows users to read, write, and delete files or folders, and to change attributes
or execute files.

Read & execute: Permits viewing a file's contents, running executable files, and
navigating through folders.

List folder contents: Specifically allows viewing the names of files and subfolders within
a directory, but does not grant access to the contents of those files or subfolders unless
other permissions are present.

Read: Grants permission to view the contents of a file or folder, including attributes and
permissions, but not to make changes.

Write: Enables users to create new files and folders, write data to existing files, and
change file attributes.




File Server

-
Click Edit and Add/Remove permission

Or Add User

Permissions for Data
Security

Object name: CAData

Graup aruser names:

ER SYSTEM
ER Administrators (AHMED\Administrators)
£8 Users (AHMED\Users)

MIDOCEA
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F ' {CREATOR OWNER

Add... Remove
Permissions for CREATOR
OWNER Allow Deny
Full control [] [] ~
Maodify [] []
Read & execute [] []
List folder contents [] []
Read [] [] v
OK Cancel Apply

X



File Se rver __ Active Directory Users and Computers
( \ File Action View Help

. - ¥ =5 - 3 [ — | D % : =~ -
Form Active Directory Users And Computers e 2mO0dc=s Hm 3eavah

Active Directory Users and Compute|| Name Type
_| Saved Queries &, user 1 User
see/ add users 4 Ahmedocal 2, cer2 User
_| Builtin & Al User
| Computers

=| Domain Controllers
2| DomainUsers
| ForeignSecurityPrincipals
| Managed Service Accounts
21 Mekkah

21 HR
v &

i Co mputers

L

v 3] Users
E, user 1

!, user 2
LA
| Users




File Server

Werite username then click Check Names

Select Users, Computers, Service Accounts, or Groups

Selectthis object type:

Users, Groups, or Built-in security principals

From this location:

Ahmed.local

Enter the object names to select (examples):

Object Types...

Locations...

Alj

Advanced...

I Check Mames I

OK

Cancel

I Ali (Ali@Ahmed.local) I

L
[4¢]
[y 4]
i
i

4]

Selectthis objecttype:

MIDOCEA|
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Users, Groups, or Built-in security principals

From this location:

Ahmed.local

Enter the object names to select (examples):

Advanced...

Object Types...

Locations...

Check Mames

Cancel
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File Server

Permissions for Data e

Select The required permissions

Security

Objectname: CAData

GFUUD ar user names:

& Al Omar (Ali@Ahmed local)
a.gﬁ..dministratnr (Administrator)

. Add... Remove
Permissions for Ali Omar Allow Deny
Full control [] .
Modify [] []
Read & execute [] []
List folder contents []
Read u 1 .
OK Cancel Apply

RA e mmdr T~ L—_



File Server

Trying create new Folder (Log in as Ali)

Not Allowed

This PC » Local Disk (C:) » Data

Fat

Mame

Date modified Type

Size

This folder is emnpty.

% % % %

View p

Sort by >

Group by >

Refresh

Custornize this folder...

Paste

Paste shortcut

Give access to p

Mew > ¥ Folder

Properties

2 Searchl

MIDOCEA
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File Server

More Advanced Permissions

Data Properties

General Sharing Security  Previous Versions Customize

Object name: CA\Data

Group aruser names:

& Ali Omar (Ali@Ahmed.local)
&Administrator (Administrator)

To change permissions, click Edit.

Permissions for Al Omar

Edit..

Allow Deny

Full control

Modify

Read & execute
Listfolder contents
Read

Write

W

For special permissions or advanced settings,
click Advanced.

[rovences |

Y

DOCEA

V ERS

I T

Y
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More Advanced Permissions

Select user and Click Edit

TY

Advanced Security Settings for Data

Name: C\Data
Owner: Administrators (CLIENT 1\Administrators) !;‘ Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
‘ Allow Ali Omar (Ali@Ahmed.local) List folder contents None This folder and subfolders

3 Allow Administrator (Administrator) Full control None This folder, subfolders and files

Enable inheritance

[l Replace all child object permission entries with inheritable permission entries from this object

Cancel

Apply
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More Advanced Permissions et 0

Principal: Al Omar (Ali@Ahmed.local) Select a principal
Click :
|C . Type: Allow =

Applies to; | This folder and subfolders ~

Basic permissions: Show advanced permissions

[]Full control
[]Modify

\\ Read & execute
List folder contents
Read
[]Write

Special permissions

Show advanced permissions

[]Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Cancel




File Server
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More Advanced Permissions

M IIDOCEAll
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Permission Entry for Data

Principal:  Ali Omar (Ali@Ahmed.local) Select a principal

Type: Allow ~

Applies to: | This folder and subfolders w

Advanced permissions;

] Full control

Traverse folder / execute file
List folder / read data

Read attributes

Read extended attributes

[ ] Create files / write data

[ ] Create folders / append data

[] Only apply these permissions to aobjects and/or containers within this container

] Write attributes

[ ] Write extended attributes
[ ] Delete subfolders and files
[]Delete

Read permissions
[]Change permissions

[ ] Take ownership

Show basic permissions

Clear all
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Sh F Id S . - | Manage Local Disk (C) ~
a re 0 e r 0 n e rve r Home Share View Drive Tools
) P it b O Search Local Disk (C:)

O n ly Ad m i n Ca n S h a re Name - Date modified Type Size

5+ Quick access

B Desktop * Data in Server ] s | File folder
View > -
$0 load 2 PerfLogs File folder
ownloads
) Program Files Sl > File folder
Documents o Program Files (x86) Group by > File folder
[&] Pictures » Users Refresh i File folder
W This PC Windows Paste Vi File folder
\, Paste shortcut
& DVD Drive (D:) S55_X
Undo Rename Ctrl+Z
¥ Network .
Give access to
MNew
Properties
6 items

e = R | B Share Cancel




File Server

r

Share Folder on Server

Click Advanced Sharing

MIDOCEA
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Data in Server Properties

General Shanng  Security Previous Versions  Customize

Metwork File and Folder Sharing

Datain Server
Mot Shared

Metwork Path:
Mot Shared

Share...

Advanced Sharing
Set custom permissions, create multiple shares, and set other
advanced sharing options.

!;’Advanced Sharing...

Close Cancel Apply

X



File Server

r

Share Folder on Server
Click Advanced Sharing
Check Share this folder

Click Permissions

Data in Server Properties

General Sharing  Security Previous Versions

Metwork File and Folder Sharing

Data in Server
Mot Shared

MNetwork Path:
Mot Shared

Share...

Advanced Sharing

Customize

Setcustom permissions. create multiple shares, and set other

advanced sharing options.

@Advanced Sharing...

Advanced Sharing

MIDOCEA

UNIVERSITY

[/] Share this folder
Settings
Share name:
| Data in Server |
Add Remgove
Limit the number of simultaneous users to: 16777 =
Comments:
Permissions Caching

[ ox ] conce Aoply
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File Server

7 Data in Server Properties X

Share FOIder on Server Permissions for Data in Server %

Share Permissions

Everyone is allowed to read

Group or user names:

:
Click Add
Select Users, Computers, Service Accounts, or Groups hd
Select this object type:
Ad d u Se r ‘Usem Groups, or Built4n security principals ‘ Object Types...
\. From this location:
Add... Remove [Anmedoca | | Locations..
Enter the object names to select (examples):
Pemissions for Everyone Allow Deny All (Ai@Ahmed Jocal) Check Names
Full Control ] ]
Change [] []
Read ~ ] Advanced... Cancel




File Server

r

Share Folder on Server

Add permission to Ali

13T
LAl

a in Server Properties

Permissions for Data in Server

Share Permissions

Group or user names:

b Y Ali (Ali@Ahmed Jocal)
£2 Everyone

Permissions for Ali

Add... Remove

Allow

Full Control
Change
Fead

RIRIO
oo g’

Cancel Apply



File Server

-
Share Folder on Server

The folder become Shared
In the Network path
\\DC\Data in Server

\.
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Data in Server Properties

General Sharing  Security Previous Versions  Customize

Metwork File and Folder Sharing

Data in Server

Metwork Path:
WoCciData in Server

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

!;Advanced Sharing...

Close Cancel

X




File Server

r

Open Client as Ali

Open File Explorer
Write

\\DC\Data in Server

MIDOCEA

U N |
| = | Data
Home Share View
« v "T‘t s S L Search Data
| WDC\Data in Server
WOChnetlogon Size
7 CQuick access \DClsysvol
[ Desktop
* Downloads -+
Documents +
| Pictures b 2
J‘& Music
g Videos
@& OneDrive
E This PC
[_} Metwork
0 items

V

E

R

S

T

Y

)
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Open Client as Ali
Open the shared Folder

«
File Home

< M

3 Quick access
I Desktop

; Downloads
Documents

=/ Pictures
J) Music
g Videos

J@ OneDrive
= This PC

|_ﬂ' MNetwark

0 iterns

= | Datain Server - O X
Share WView 0
» Metwork » DC » Datain Server v 0 2 Search Data in Server

Mame Date modified Type Size
P This folder is empty.
-
) ?
View
-
Sort by >
Group by »
Refresh

Custornize this folder...

Paste
Paste shortcut

MNew >

Properties
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Introduction to Group Policy

4 )
What is Group Policy?

1 A cornerstone feature in Microsoft Windows operating systems.

J Provides a robust framework for centrally managing and securing user and computer
settings across an Active Directory (AD) environment.

 Purpose: Deliver consistent configurations to a multitude of computers and users,
streamlining administrative tasks and enforcing organizational policies.

J Extends to server machines for configuring operational and security settings

\_ W,




Introduction to Group Policy
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Group Policy settings are contained within Group Policy Objects (GPOs). A GPO is a
collection of policy settings that can be applied to users and computers. These GPOs are

linked to Active Directory containers such as sites, domains, or Organizational Units (OUs).

~N
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Introduction to Group Policy

a )
Group Policy Objects (GPOs):

1 When integrated with Active Directory, Group Policy settings are encapsulated within a
Group Policy Object (GPO).

J A GPO is a virtual collection of policy settings, security permissions, and a defined
scope of management (SOM).

 Serves as the logical container for all Group Policy configurations.

\_ _/
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Introduction to Group Policy

(" )

Configuration Types within GPOs:

J Computer settings: Apply system-wide (e.g., power management, firewall rules);

applied at computer startup.

1 User settings: Affect only the current user (e.g., Internet Explorer settings, Folder

Redirection); applied at user sign-in.

Distinction: Computer settings are enforced regardless of the logged-in user; user settings

typically follow the user across machines.

\_ _/




Open Group Policy in Local Computer

-

= Type gpedit n the search bar

= QOpen Edit group policy

= Note Login as Administrator

User name: Ahmed.local\Administrator

Password :

%k %k %k %k %k %k %k

o Al Apps Documen
He

Best match

Edit group policy
Control panel

o
C
/C) gpedit
See more search results

ts

MIDOCEA|

UNIVERSITY'

Edit group policy
Control panel
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Open Group Policy in Local Computer

( \ = Local Group Policy Editor

The Console Divide into:

File Action View Help

= Computer Configuration &= [ 0= HMmE
| Local Computer Policy
= User Conflguratlon v i Computer Configuration

| Software Settings
. Windows Settings
| Administrative Templates

Each one contains: ~ #& User Configuration
| Software Settings
 Software settings | Windows Settings

| Administrative Templates

J Windows settings

J Administrative settings

\_ W,




Apply Group Policy in Local Computer

a )
Hide Clock from Taskbar

= Open All settings in User Configuration -
Administrative settings

= Right click - Filter Options

MIDOCEA

UNIVERSITY

\=[ Local Group Policy Editor

File  Action

Lo

View Help

nE = HE Y

| Local Computer Policy
& Computer Configuration
v 'ﬁ,{- User Configuration
| Software Settings
| Windows Settings
v || Administrative Templates
| Control Panel

| Desktop

| Network

| Shared Folders

| Start Menu and Taskbar

| System

| Windows Components

“. Al Settin~-
Filter On
Filter Options..

Re-Apply Filter

All Tasks
View

Export List..

Filter Options

Help

- All Settings

Select an item to view it

\ Extended ‘/i Standard /




Apply Group Policy in Local Computer
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r
Hide Clock from Taskbar

= Check Enable Keyword Filters

Write the Word

Click OK

Filter Options

Select options below to enable and change or disable types of global filters that will
be applied to the Administrative Templates nodes.

Select the type of policy settings to display.

Configured:

Commented:
Any

Managed:
Yes w Any
| Enable Keyword Filters
Filter for word(s): Uocl‘i
Within: Policy Setting Title

] Enable Requirements Fiters

[ Help Text

Include settings that match any of the selected platforms.

~[]BITS 1.5
i-[1BITS 2.0
i[]BITS 3.5
[ ]BITS 4.0

i.[Jinternet Explorer 10
‘[ JInternet Explorer 11
i ]Internet Explorer 3
.. Jinternet Explorer 4

P Ml Tmbmemat Cumlawme E

Any

Comment

0K

Select All

Clear All

Cancel




MIDOCEA

VERSITY

Apply Group Policy in Local Computer
( =/ Local Graup Policy Editor - O

File Action View Help

Hide Clock from Taskbar e 262 BE

=/ Local Computer Policy ~ All Settings
« & Computer Configural

] S e I e Ct . f Software Settings Rerp?ve.CIock from the system Setting State Comment
. notification area ~ - -
| Windows Setting: |iz| Do not display any custom toolbars in the taskbar Not configured No
- \iz| Hide the notification area Not configured No

¥ Administrative Te|| gqit policy setting

1€3 H v & User Configuration iz] Remove access to the context menus for the taskbar Not configured No

Re m ove c I oc k fro m t h e SySte m n Ot Ifl cat I o n a rea | Software Settings | Requirements: 5| Remove Clock from the system notification area Not configured No
| Windows Setting: [ At |eas_t Windows Server 2003 iz| Remave Notifications and Action Center Not configured No

v [ Administrative Te :r;g;?fn?;stems or Windows XP iz] Turn off notification area cleanup Not configured No

¥ Start Menu ar
.- All Settings || Description:

Prevents the clock in the system
notification area from being
displayed.

If you enable this setting, the clock
will not be displayed in the system
notification area.

If you disable or do not configure this
setting, the default behavior of the
clock appearing in the notification
area will occur,

< > Enended/\Standard/

\ 6 of 1792 setting(s) shown
-




Apply Group Policy in Local Computer
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r
Hide Clock from Taskbar

= Select:

Enabled

+* Review the support area

** You must log off then log on to see the changes

& Remove Clock from the system notification area

E} Remove Clock from the system notification area
() Not Configured Comment:

(®) Enabled

() Disabled
Supported on:

Options:

Previous Setting Next Setting

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

Prevents the clock in the system notification area from being
displayed.

If you enable this setting, the clock will not be displayed in the
system notification area.

If you disable or do not configure this setting, the default
behavior of the dock appearing in the notification area will occur.

Apply
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Apply Group Policy in Domain Controller

" Group Policy Management — 0 Y I

This pane shows the hierarchical structure % File Action View Window Help - &
&9 F d HE
Of the ACtlve Dlre(:tory forESt- |7 Group Policy Management Group Policy Management
v A\ Forest: Ahmed local Contents
From tools open > Group Policy Management # gomams .
[ Sites ame
sf% Group Policy Modelin Forest: Ahmed.local
Under "Forest: Ahmed.local : 3 Group Policy Resuls &
. Domains
. Sites
. Group Policy Modeling
. Group Policy Results




Apply Group Policy in Domain Controller
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(EI HR: An OU nested under "Mekkah",

= Computers: A sub-container or OU under HR, for computer

objects.

= Users: A sub-container or OU under HR, for user accounts.

Q IT : Another OU nested under "Mekkah",

= Computers: A sub-container or OU under IT, for computer

objects.

= Users: A sub-container or OU under IT, for user accounts.

2 Group Policy Management

v fx Forest: Ahmed.local

v g3 Domains
v Z3 Ahmed.local
s, Default Domain Policy
2| Domain Controllers
= | DomainUsers
v &l Mekkah
v &] HR
2. Computers
3| Users
21 IT
32| Computers
2. Users
=/ Group Policy Objects
+ WMI Filters
J Starter GPOs
(& Sites
s&¢ Group Policy Modeling
«, Group Policy Results
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Apply Group Policy in Domain Controller

Server Manaqe Create a GPO in this domain, and Link it here..

K ] Link an Existing GPO..
= Group Policy Managemel . — O el
Block Inheritance

i File Acion View W Group Policy Update...

o= 25 8| X i
i Group Policy Modeling Wizard...

& Group Policy Managemer New Organizational Unit

v —é\ Forest: Ahmed. local Policy Inheritance  Delegation 1

v | g5 Domains View _
v & Ahmedlocal New Window from Here Enforced  Link Enabled GPO Status WMI Fitte
s/ Default Do
1 2| Domain Co Delete
2 | DomainUse Rename
v 2] Mekkah Refresh
a| HR :
v 3T Properties 1
32| Con
2| Use.. Help

=/ Group Policy Objects
+ WMI Filters
] Starter GPOs
i Sites
;i Group Policy Modeling
= Group Policy Results

Create a GPO in this domain and link it to this container
|
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Apply Group Policy in Domain Controller

Write a descriptive name for the GPO

New GPO hod

Name:

RemoveClock

Source Starter GPO:

(none)

OK Cancel|
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Apply Group Policy in Domain Controller

"= Group Policy Management

A File Action View Window Help
o= #2F B8 XE . HME

;;; Group Policy Management Users
> _ﬂ‘ Forest: Ahmed.local
v |55 Domains )

v &3 Ahmedlocal Link Order GPO Enforced  Link Enabled GPO Status

a., Default Domain Policy 1 ., RemoveClock No Yes Enabled
2| Domain Controllers

Linked Group Policy Objects  Group Policy Inheritance  Delegation

2| DomainUsers
v 2] Mekkah
a1 HR
v 21T
2| Computers
v 2] Users
sz, RemoveClock
v [} Group Policy Objects
‘=] Default Domain Controllers Policy
| Default Domain Policy
=] RemoveClock
+ WMI Filters
] Starter GPOs
[ Sites
sti Group Policy Modeling
. Group Policy Results




Apply Group Policy in Domain Controller

Right click in
“RemoveClock”
Select -> Edit

"2, Group Policy Management

& File Action View Window Help
o= 2@ X Hm

2 Group Policy Management
v _ﬂ Forest: Ahmed.local
v g3 Domains
v 3 Ahmed.local
ai| Default Domain Policy

Edit...
Enfarced
¥ Link Enabled

Save Report..
= ) View
= | Domain Controllers
= | DomainUsers
v 2] Mekkah

Delete
2| HR
« BT Rename
3| Computers Refresh
v @] Users Help

»:] RemoveClock
v [ 5} Group Policy Objects
‘=] Default Domain Controllers Policy
[ Default Domain Policy
=] RemoveClock
+ WMI Filters
] Starter GPOs
& Sites
52 Group Policy Modeling
« Group Policy Results

Y

bOCEAL

VERSITY||

New Window from Here

- O X
- &

4
i Settings Delegation
this location: Ahmed.local
tes, domains, and OUs are linked to this GPO:

Enforced Link Enabled Path

No Yes Ahmed.local/Mekk:

ing

The settings in this GPO can only apply to the following groups, users, and computers:

Name
E_'l_"Authanticated Users

Add... Remove

Properties

Jpen the GPO editor

WMI Filtering
This GPO is linked to the following WMI filter:

o



Apply Group Policy in Domain Controller

=/ Group Policy Management Editor = X
File Action View Help
e 25 B Hm v
=/ RemoveClock [DCAHMED.LOCAL] Policy T - St enu \and
v & Computer Configuration e N — . .
= Policies Relt:?ve'Clock from the system Setting State Co
| Preferences notification area |iz| Prevent users from customizing their Start Screen Not configured
| #% User Configuration Edit bolicy settin |iz] Prevent users from moving taskbar to another screen dock lo..  Not configured
= |z Prevent users from rearranging toolbars Not configured
| Software Settings Requirements: || Prevent users from resizing the taskbar Not configured
TYr e At Ieas't Windows Server 2003 |iz| Prevent users from uninstalling applications from Start Not configured
vI | Administrative Templates: Policy definitions (ADMX files) retrieved from gfoefrzsté?ogns;)'/stems PR |iz] Remove "Recently added" list from Start Menu Not configured
_| Control Panel |iz] Remove access to the context menus for the taskbar Not configured
| Desktop Description: |z Remove All Programs list from the Start menu Not configured
| Network Preygnts’the clock in the fystem |iz) Remove and prevent access to the Shut Down, Restart, Sleep, ..  Not configured
- notification area from being = ¥ § 5
réhM_I displayed. |iz) Remove Balloon Tips on Start Menu items Not configured
v |_Start Menu and Taskbar Remove Clock from the system notification area Not configured
< - Notitications If you enable this setting, the clock 2| Remove common program groups from Start Menu Not configured
= Sy.stem wilI.?ot be displayed in the system |iz] Remove Default Programs link from the Start menu. Not configured
“ ::r;z;\::giomponents nolTieRan v |iz) Remove Documents icon from Start Menu Not configured
= - If you disable or do not configure this :z] Remove Downloads link from Start Menu Not configured
| Preferences ; :
setting, the default behavior of the |iz] Remove Favorites menu from Start Menu Not configured
clock afpearing in the notification |iz| Remove frequent programs list from the Start Menu Not configured
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Apply Group Policy in Domain Controller

& Remove Clock from the system notification area O X

F=| Remove Clock from the system notification area Previous Setting Next Setting

() Not Configured ~ Comment:

(® Enabled

(O Disabled

Supported on: At least Windows Server 2003 operating systems or Windows XP Professional

Options: Help:

Prevents the clock in the system notification area from being
displayed.

If you enable this setting, the clock will not be displayed in the
system notification area.

If you disable or do not configure this setting, the default
behavior of the clock appearing in the notification area will occur.

Cancel P
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Apply Group Policy in Domain Controller

Other user

i Ahmed\user1

Sign in to: Ahmed

How do | sign in to another domain?




Apply Group Policy in Domain Controller

HJll O Type here to search O & ) ™ ﬁ [~ AT B
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Apply Group Policy in Domain Controller

"=, Group Policy Management

& File Action View Window Help

o« 2 B XE G HEE

|

2 Group Policy Management Computers

v _q}_ Forest: Ahmed.local Linked Group Policy Objects  Group Policy Inheritance  Delegation
v g5 Domains r
v 3 Ahmedlocal Link Order GPO Enforced Link Enabled GPO Status WMI Fitter Modified

a'__' Default Domain Policy 1 |E_‘r Remove_Clock No Yes Enabled
2| Domain Controllers

To Remove GPO Link 31 Domainuser

~ @ Mekkah

from OU -

Domain

None 7M14/202... Ahmed.l...

3. Computers
v [3] Users
-/ RemoveClock

o - - ~ [ =t Group Poli jects dit...
Right click-> Link Enabled T otk domancon e

=/ Default Domain Polit .

g Link Enabled
7 GP2
=/ RemoveClock Sl i
¥ WMI Filters New Window from Here
2 Starter GPOs
@ Sites Delete
sk Group Policy Modeling Rename

 Group Policy Results e

Help




Apply Group Policy in Domain Controller

To Remove GPO
from QU

Right click-> Delete

It will still in:
Group Policy Objects

_= Group Policy Management

& File Action View Window Help

eas 57 B XE G

7 los

Y

DOCEA

V ERS

I T

4 Group Policy Management
v _ﬂ Forest: Ahmed.local
v |35 Domains
v 3 Ahmedlocal
-;,,' Default Domain Policy
3| Domain Controllers
2| DomainUsers
2| Mekkah
il HR
I
2| Computers
v 2] Users
»/ Remove(l~-~
~ |5t Group Policy Object
[ Default Domain
'=[ Default Domain |
| GpP2
=/ RemoveClock
& WMI Filters
a Starter GPOs
[ Sites
si5 Group Policy Modeling
« Group Policy Results

Edit..
Enforced
Link Enabled
Save Report..

New Window from Here

Delete
Rename
Refresh

Help

Deletes the current selection.

Computers
Linked Group Policy Objects

Link Order
1

Group Policy Inheritance  Delegation

GPO Enforced

@/ Remove_Clock No

Link Enabled
Yes

GPO Status
Enabled

WMI Filter

MNone

Modified
7114/202...

Domain

Ahmed.|...
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Apply Group Policy in Domain Controller

Create a GPO in this domain, and Link it here..

Server Manaqgs : -
Link an Existing GPO..

L Group Policy Managen — O X
— P y 9 Block Inheritance

& File Action View
o= 1@ 0 .

2 Group Policy Managem New Organizational Unit
~ 4 Forest: Ahmed local Ip Policy Inheritance  Delegation

. v |45 Domains View '
TO Re- LI n k G PO ~ _:Tl:_.il Ahmed.local MNew Window from Here J Enfarced Link Enabled GPO Status WMI Filte

Group Policy Update.. -

Group Policy Modeling Wizard... —

+i Default [ RemoveClock Yes Yes Enabled None

to O U d 5| Domain Delete

2 | Domainl Rename

v 2] Mekkah Refresh

2 HR - _

. . . [ roperties
Right click-> s
= Help

. . . 2 Users
Llnk an EXIStIng GPO v |z Group Policy Objects
[ Default Domain Controllers Polic
'=[ Default Domain Policy
[ Gp2
=] RemoveClock
& WMI Filters
] Starter GPOs
A Sites
st Group Policy Modeling
« Group Policy Results

< >

Select an existing GPO and link it to this container
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Apply Group Policy in Domain Controller

Select GPO X

Look in this domain:

Ahmed.local

Group Policy objects:

Then Select the GPO Name

Default Domain Controllers Policy
Default Domain Policy

GP2

RemoveCock

Cancel
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Apply Group Policy in Domain Controller

5 Group Policy Management
v _ﬂ Forest: Ahmed .local

v |33 Domains

v 3 f-‘thed local
;) Default Domain Policy
2| Domain Controllers

2 | DomainUsers

= Default Domain Policy e
v 5! Group Policy Objects
GPO For the entire Domain " Default Domain Controllers Policy

I ' Default Domain Policy I
[ RemoveClock
¥ WMI Filters
;]1 Starter GPOs
{3 Sites
sti Group Policy Modeling
«, Group Policy Results
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Apply Group Policy in Domain Controller
- Create GPO tO d|sab|e USB Server Manaqer » Create a GPO in this domain, and Link it here.. |

? ; Link an Existing GPO..
"=, Group Policy Management L SEIEERG,
: Block Inheritance
= File Action View Window
: - Group Policy Update..
= [ B & H
; Group Policy Modeling Wizard... .
= Group Policy Management s S 1
v _ﬁ Forest: Ahmed.local @w Organizational Unit
v |54 Domains New Window from Here
v 3 Ahmedlocal I
+i Default Domain P Delete 1
2| Domain Controlle Rename t
= | DomainUsers Refresh
v 2] Mekkah
3| HR Properties
il Help
3| Computer.
2| Users
=f Group Policy Objects
& WMI Filters New GPO X
] Starter GPOs
i Sites _Name.
564 Group Policy Modeling DisableUSH|
« Group Policy Results
Source Starter GPO:
(none) v
conc




Apply Group Policy in Domain Controller

GPO to disable USB

= Computer Configuration
> Policies >
Administrative Templates
> System > Removable
Storage Access

"All Removable Storage
classes: Deny all access"

=/ Group Policy Management Editor

File Action View Help

e 2R ER Y

UMNIDOCEA

|l VERS

I T

Y

-/ DisableUSB [DCAHMEDLOCAL) Policy
v Computer Configuration
v || Policies
| Software Settings
| Windows Settings
v | Administrative Templates: Policy definitions (ADMX files) retriev
| Control Panel
| Network
_| Printers
| Server
_| Start Menu and Taskbar
v L] System
| Access-Denied Assistance
| App-V
| Audit Process Creation
| Credentials Delegation
| Device Guard
| Device Health Attestation Service
_ Device Installation
| Disk NV Cache
_ Disk Quotas
| Display
_ Distributed COM

Nriver Inctallatinn

_ Removable Storage Access

All Removable Storage classes: Deny Setting

all access

Edit policy setting

Requirements:
At least Windows Vista

Description:
Configure access to all removable
storage classes.

This policy setting takes precedence
over any individual removable
storage policy settings. To manage
individual classes, use the policy
settings available for each class.

If you enable this policy setting, no
access is allowed to any removable
storage class.

If you disable or do not configure this
policy setting, write and read
accesses are allowed to all removable
storage classes.

|iz| Set time (in seconds) to force reboot
iz CD and DVD: Deny execute access
=] CD and DVD: Deny read access

i) CD and DVD: Deny write access

iz Custom Classes: Deny read access
iz Custom Classes: Deny write access
i2| Floppy Drives: Deny execute access
iz Floppy Drives: Deny read access

iz, Floppy Drives: Deny write access

i) Removable Disks: Deny execute access
2| Removable Disks: Deny read access
iz Removable Disks: Deny write access

[B| Al Removable Storage dlasses: Deny all access Not configured

i) All Removable Storage: Allow direct access in remote sessions
i2| Tape Drives: Deny execute access

iz Tape Drives: Deny read access

\iz| Tape Drives: Deny write access

(i WPD Devices: Deny read access

i< WPD Devices: Deny write access

State
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
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Apply Group Policy in Domain Controller

& All Removable Storage classes: Deny all access O x

GPO to disable USB

E} All Removable Storage classes: Deny all access

Previous Setting Next Setting

O Not Configured ~ Comment:
- In the pOIicy Settings (® Enabled

() Disabled

window, select the Supported on
"Enabled" radio button.

At least Windows Vista

Options: Help:

. Configure access to all removable storage classes.
= Click "Apply" and then

This policy setting takes precedence over any individual

1] 1] remaovable storage policy settings. To manage individual classes,
OK" to save your iy st

use the policy settings available for each class.

C h a n ges If you enable this policy setting, no access is allowed to any

removable storage class.

If you disable or do not configure this policy setting, write and
read accesses are allowed to all removable storage classes.
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Force Desktop Background via Group Policy

Create New GPO

"=, Group Policy Management - O X

A& File Action View Window Help

s 2575 B8 o HE

A Group Policy Management Group Policy Objects in Ahmed.local
v _{’_\_ Forest: Ahmed.local Contents Delegation
v |3 Domains . »
v &3 Ahmedlocal Name GPO Status WMI Fitter Modified Owner & New GPO
-',_* Default Domain Policy _5: Default Domain Controller... Enabled None 7/2/2025 12:09:0... Domain Admi...
3| Domain Controllers _.' Default Domain Policy Enabled None 71212025 2:40:14... Domain Admi... MName:
2 | DomainUsers : DisableUSB Enabled None 7/15/2025 12:34:... Domain Admi... [
. = . . : Background
2| Mekkah . RemoveClock Enabled None 7/14/2025 12:45:... Domain Admi... |
-/ Group Policy Objects
+ WM Filters New %Soume Starter GPO:
. 5l Starter GPOs Back Up All.. (none)
{8 Sites Manage Backups..
52 Group Policy Modeling N ,
: Open Migration Table Editor
« Group Policy Results P g OK Cancel

View :

New Window from Here
Refresh

Help

Create an unlinked GPO



Force Desktop Background via Group Policy

Right click > Edit

UMNIIDOC EA

sii Group Policy Modeling
=, Group Policy Results

<

Open the GPO editor

New Window from Here

Copy
Delete

Rename

VERSITY | l
"= Group Policy Management — O X
& File Action View Window Help - &
&% #FE B G s
A Group Policy Management Group Policy Objects in Ahmed.local
v _{‘_\_ Forest: Ahmed.local Contents Delegation
v |53 Domains
v 3 Ahmedlocal MName GPO Status WMI Filter Medified Owner
s/ Default Domain Policy _5; Background Enabled None 7/15/2025 1:26:2... Domain Admi...
2| Domain Controllers \=[ Default Domain Controller.. Enabled None 7/2/202512:09:0... Domain Admi...
2 | DomainUsers | 4' Default Domain Policy Enabled MNone 77212025 2:40:14... Domain Admi...
2 Mekkah - DisableUSB Enabled None 7/15/2025 12:34:... Domain Admi..,
v '_. Group Policy Objects _L' RemoveClock Enabled None 7M14/2025 12:45:... Domain Admi...
= Background
[ Default Dorr Edit..
'=[ Default Dorr GPO Status >
| DisableUSB
=/ RemoveCloc Back Up...
+ WMI Filters Restore from Backup..
& Starter GPOs Import Settings..
&l Sites Save Report..

Refresh

Help

I ‘ ‘ s LTINS
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Force Desktop Background via Group Policy

N Manage Data in Server

Save The Desktop image in R
Shared Folder oo —
« v 1 > ThisPC > Local Disk (C:) > Data in Server v O | SearchDatain Serve

Size

Name Date modified Type
3 Quick access
B Deskiop = R 7/15/2025 6:11 AM JPG File 536 KB
& Downloads

| Documents

&= Pictures
@ This PC
4 DVD Drive (D:) S55_X

¥ Network
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Force Desktop Background via Group Policy

In the Group Policy S— _

=/ Group Policy Management Editor - U X
Management Editor, fle Acion View Help
navigate to: évams Um ¥

| Background [DCAHMEDLOCAL] ~ Desktop
v & Computer Configuration .
Policies Desktop Wallpaper Setting State Comment
U Se r CO nfig u rat i O n > | Preferences Edit policy setting A S Eneie Active Deskiop . e
v o4& User Configuration || Disable Active Desktop Not configured No
POI icies > Ad m i n iSt rative « || Policies Requirements: |iz] Prohibit changes Not configured
~| Software Settings At least Windows 2000 [‘j Desktop Wallpaper Not configured
I k | Windows Settings |i] Prohibit adding items Not configured
Te m p ates > Des to p > v | Administrative Templ Description: | Prohibit closing items Not configured No
- P Specifies the desktop background 9 9
Deskto | Control Panel ("wallpaper”) displayed on all |iz] Prohibit deleting items Not configured No
p v | Desktop users' desktops. |iz| Prohibit editing items Not configured No
| Active Directo This setting let iy th |i£] Disable all items Not configured No
| is setting lets you specify the o , ,
_ ) P wallpaper on users desktops and \iz| Add/Delete items Not configured No
Des kto Wa I I aber 5 Networ prevents users from changing the |i=| Allow only bitmapped wallpaper Not configured No
p p p - Shared Folders image or its presentation. The
| Start Menu and T|| wallpaper you specify can be
- System stored in a bitmap (*.bmp) or JPEG
_ Windows Compo (*Jpg) file.
. iz All Settings To use this setting, type the fully
| Preferences gualified path and name of the file
that stores the wallpaper image.
You can type a local path, such as
C:\Windows\web\wallpaper\home




Force Desktop Background via Group Policy

\\DC\Data in Server\R.jpg

UMNIIDOC EA

V ERS

A Desktop Wallpaper

E Desktop Wallpaper

(O Not Configured Comment:

®) Enabled

(O Disabled

Supported on:

Options:

Previous Setting Next Setting

At least Windows 2000

Help:

Wallpaper Name:

n WDC\Data in Server\R.jpg

Example: Using a local path:

Example: Using a UNC path:
\\Server\Share\Corp.jpg

Cwindows\web\wallpaper\heme.jpg

Wallpaper Style: | Fill

Center

Fit
Span
Stretch
Tile

Specifies the desktop background ("wallpaper”) displayed on all
users’ desktops.

This setting lets you specify the wallpaper on users’ desktops and
prevents users from changing the image or its presentation. The
wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
(*jpg) file.

To use this setting, type the fully qualified path and name of the
file that stores the wallpaper image. You can type a local path,
such as C\Windows\web\wallpaper\home,jpg or a UNC path, such
as \\Server\Share\Corp,pg. If the specified file is not available
when the user logs on, no wallpaper is displayed. Users cannot
specify alternative wallpaper. You can also use this setting to
specify that the wallpaper image be centered, tiled, or stretched.
Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is
displayed. However, users can select the wallpaper of their choice.

I T

Y



Force Desktop Background via Group Policy

Prevent Changing Desktop Background

M IIDOCEAll

VERSITY||

User Configuration > Policies > Administrative Templates > Control Panel > Personalization

-/ Group Policy Management Editor = O X
E n a b I e File Action View Help
o 2F = BHRE 7
| Background [DCAHMED.LOCAL] Policy ~ Personalization
v & Computer Configuration . ’
Policies Prevent changing desktop Setting State Comment
4_ Breforances background |z Prevent changing color scheme Not configured No
v & User Configuration Edit policy settin |iz| Prevent changing theme Not configured No
v | Policies |iz| Prevent changing visual style for windows and buttons Not configured No
_| Software Settings Requirements: |z, Enable screen saver Not configured No
| Windows Settings At least Windows 2000 :iz] Prohibit selection of visual style font size Not configured No
v | Administrative Templates: Policy definition Description: |iz| Prevent changing color and appearance Not configured No
v |l Control Panel 5] Prevent changing desktop background Not configured No

Prevents users from adding or

| Add or Remove Programs changing the background design

| Display of the desktop.
_| Personalization
Diistars By default, users can use the
hitk Desktop Background page in the

- Programs Personalization or Display Control

_| Regional and Language Options Panel to add a background design
_| Desktop (wallpaper) to their desktop.
| Network

If you enable this setting, none of
the Desktop Background settings
can be changed by the user.

_| Shared Folders
| Start Menu and Taskbar

| System
| Windows Components To specify wallpaper for a group,
All Settings use the "Desktop Wallpaper”
i setting.
| Preferences

|iz| Prevent changing desktop icons Not configured No
iiz] Prevent changing mouse pointers Not configured No
|iz] Prevent changing screen saver Not configured No
|iz| Prevent changing sounds Not configured No
|iz| Password protect the screen saver Not configured No
|iz] Screen saver timeout Not configured No
|iz| Force specific screen saver Not configured No
|iz] Load a specific theme Not configured No
iz, Force a specific visual style file or force Windows Classic Not configured No




Force Desktop Background via Group Policy

Link the GPO to the Don

UMNI|DOC EA

VERSITY||

Select an existing GPO and link it to this container

"=, Group Policy Management — O x
& File Action View Window Help - &
as 5[ B 6 BE
2 Group Policy Management Group Policy Objects in Ahmed.local
v _ﬂ Forest: Ahmed.local Contents Delegation
v |5 Domains
v 33 Ahmed.lnral | Name GPO Status WMI Filter Modified Owner
s, Defa Create a GPO in this domain, and Link it here.. Enabled None 7/15/2025 1:26:2... Domain Admi...
2| Domr Link an Existing GPO.. r.. Enabled MNone 7/2/2025 12:09:0... Domain Admi...
2| Domr . Enabled None 7212025 2:40:14... Domain Admi...
) Block Inheritance ) )
2| Mek Enabled MNone 7/15/2025 12:34:... Domain Admi...
v [z} Grov Group Policy Modeling Wizard.. Enabled None 7114/2025 12:45:... Domain Admi...
3 New QOrganizational Unit
| [
[ Search..
S Change Domain Controller..
J F Remove
7 WM . .
: Active Directory Users and Computers...
5J Start
{8 Sites New Window from Here
sti Group Polic
«, Group Polic Refresh
Properties
Help | R
< >



Force Desktop Background via Group Policy

Link the GPO to the Domain

Select GPO

Look in this domain:

Ahmed .local

Group Policy objects:

Name

Default Domain Controllers Policy
Default Domain Policy
DisablelUSB

RemoveClock

OK

Cancel

MIDOCEA

UNIVERSITY
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Force Desktop Background via Group Policy

Open Client PC

T

%;.%;,

e = ==
Windows. =
to activate Windows.

HJll © Type here to search i - A [



Default Domain Policy -Security

Fqe

# File Action View Window Help

roup Policy Management

o 20 X HE

MIDOCEA

V EBR S

\# Group Policy Management
v £\ Forest: Ahmed.local
v |55 Domains

~ F3 Ahmedocal
=1 Background
= Default Domain Policy
2| Domain Controllers
2| DomainUsers
21 Mekkah
. Group Policy Objects
= WMI Filters
m Starter GPQOs
(& Sites
5E¢ Group Policy Madeling
«« Group Policy Results

| Group Policy Management Editor

File Action View Help

o= 3@ = HE

=/ Default Domain Palicy [DCAHMED.LOCAL] Policy
~ (@ Computer Configuration
v [ Policies
_| Software Settings
v [ Windows Settings
~| Name Resolution Policy
= Scripts (Startup/Shutdown)
v ii Security Settings
v fé Account Policies
2 Password Policy
34 Account Lockout Policy
[ Kerberos Policy
_—3 Local Policies
iJl Eventlog
& Restricted Groups
'fli System Services
_i Registry
4, File System
Eﬁ' Wired Network (IEEE 802.3) Policies

| Windows Defender Firewall with Advance

| Network List Manager Policies

jﬁf Wireless Network (IEEE 802.11) Policies

| Public Key Policies

| Software Restriction Policies

Policy
5 Enforce password history
2y Maximum password age

2, Minimum password age

2z Minimum password length

22/ Minimum password length audit

1z Password must meet complexity requirements
43 Relax minimum password length limits

5| Store passwords using reversible encryption

Policy Setting

24 passwords remembered
42 days

1 days

7 characters

Mot Defined

Enabled

Not Defined

Disabled

TY



MIDOCEAN
Default Domain Policy -Security |

O Enforce password history: This setting determines how many unique new passwords a user must create before they
can reuse an old password. In your image, it's set to "24 passwords remembered," meaning a user cannot reuse any
of their last 24 passwords.

L Maximum password age: This specifies the maximum number of days a password can be used before the system
requires the user to change it. In your image, it's set to "42 days," meaning users must change their password every
42 days.

0 Minimum password age: This defines the minimum number of days a password must be used before a user can
change it. This prevents users from immediately changing their password multiple times to bypass the password
history requirement. In your image, it's set to "1 day."

1 Minimum password length: This sets the minimum number of characters required for a user's password. In your
image, it's set to "7 characters."

O Password must meet complexity requirements: This setting, when enabled, enforces rules like requiring passwords
to contain characters from three of the four categories (uppercase letters, lowercase letters, numbers, and symbols).
In your image, it's "Enabled."

[ Store passwords using reversible encryption: This setting determines whether the operating system stores
passwords in a format that can be easily decrypted. It's almost always "Disabled" for security reasons, as it makes
passwords more vulnerable if the system is compromised. In your image, it's correctly "Disabled."



Apply Group Policy in Domain Controller

GPO to Control Panel

= User Configuration > Policies > Administrative Templates > Control Panel
" Prohibit access to Control Panel and PC settings
= |n the policy settings window, select the "Enabled" radio button.

= This setting will prevent users from launching Control Panel or the modern "PC
settings" application



Apply Group Policy in Domain Controller

Backing Up GPOs

Right-click on the "Group Policy Objects"

Select "Back Up All...“

Chose Save Location

Restore Saved Backup

Right-click on the "Group Policy Objects"

Select Manage Backups

3, Group Policy Management = a X
i File Action View Window Help - |
rep 27 B G HE
2 Group Policy Management Group Policy Objects in Ahmed.local
v &\ Forest: Ahmed.local Contents Delegation
v |33 Domains
v #3 Ahmedocal Name GPO Status WMI Fitter Modified Owner
a, Default Domain Policy = Default Domain Controller... Enabled None 7/2/2025 12:09:0... Domain Admi...
2| Domain Controllers | Defautt Domain Policy Enabled None 7/2/2025 2:40:14... Domain Admi...
2 | DomainUsers ' DisableUSB Enabled None 7/15/2025 12:34:... Domain Admi...
2 | Mekkah | RemoveClock Enabled None 7/14/2025 12:45:... Domain Admi...
-/ Group Policy Object-
¥ WMI Filters New
3 Starter GPOs Back Up All..
A Sites Manage Backups..
st Group Policy Modelin
i 9 Open Migration Table Editor
«; Group Policy Results
View
New Window from Here
Refresh
Help
< >
ack up all GPOs
=1 AN NC 1 % NAIC = = = "5

MIDOCEA]
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Default Group Policy Refresh Interval

4 | )

The Group Policy refresh interval dictates how often client computers and users check

for updates to Group Policy Objects (GPOs) from domain controllers. This is a crucial
setting for how quickly policy changes propagate throughout your network.
By default, the refresh interval for client computers and users is:

= 90 minutes (1 hour and 30 minutes)

= A random offset of up to 30 minutes is added to this interval.

For Domain Controllers the default refresh interval typically 5 minutes, with a random

offset of 0 minutes

\_ W,




Default Group Policy Refresh Interval

~

How to Change the Group Policy Refresh Interval
Computer Configuration > Policies > Administrative
Templates > System > Group Policy > "Set Group Policy
refresh interval for computers”

User > Administrative

Configuration > Policies
Templates > System > Group Policy > "Set Group Policy

refresh interval for users"

\_ W,

& Set Group Policy refresh interval for computers

[} Set Group Policy refresh interval for computers

O Not Configured ~ Comment:
(® Enabled
(O Disabled
Supported on:
Options:

M DOCEAL

IVERSITY||

Previous Setting Next Setting

At least Windows 2000

Help:

This setting allows you to customize how often
Group Policy is applied

to computers. The range is 0 to 44640 minutes (31
days).

Minutes: 90

This is a random time added to the refresh interval
to prevent

all clients from requesting Group Policy at the same
time,

The range is 0 to 1440 minutes (24 hours)

Minutes: 30

This policy setting specifies how often Group Policy for computers | »
is updated while the computer is in use (in the background). This
setting specifies a background update rate only for Group Policies
in the Computer Configuration folder.

In addition to background updates, Group Policy for the
computer is always updated when the system starts.

By default, computer Group Policy is updated in the background
every 90 minutes, with a random offset of 0 to 30 minutes.

If you enable this setting, you can specify an update rate from 0
to 64,800 minutes (45 days). If you select 0 minutes, the computer
tries to update Group Policy every 7 seconds. However, because
updates might interfere with users’ work and increase network
traffic, very short update intervals are not appropriate for most
installations.

If you disable this setting, Group Policy is updated every 90
minutes (the default). To specify that Group Policy should never v
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Group Policy Refresh Interval

-

Considerations when Changing the Refresh Interval:

~N

Impact on Network Traffic: Shorter refresh intervals (e.g., every 15-30 minutes) can increase
network traffic, especially in large environments with many clients.

Policy Propagation Speed: Shorter intervals mean that policy changes will apply more quickly to
client machines. This is often desired for security policies or urgent configurations.

Performance: While modern systems handle GPO processing efficiently, extremely short
intervals (like 7 seconds) can consume CPU cycles and network bandwidth unnecessarily.
Random Offset: Always use a random offset. It's crucial for preventing "thundering herd"

scenarios where all clients try to update at the exact same moment.

W,




Summary
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v’ File Servers
v’ Practical Steps for Sharing Folders
v Group Policy

~N




MIDOCEAN

—

Thank You
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