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The Impact of Shadow Al Use in the Workplace on Operational Efficiency
and Data Security Risks: The Moderating Role of Digital Governance
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Abstract:

Objectives: This study analyzed the impact of shadow Al use in the workplace on operational
efficiency and data security risks, while testing the moderating role of digital governance
policies. Study setting: The study focused on digital workplace environments in organizations
that rely on information systems and intelligent applications. Methodology: A descriptive
analytical approach was adopted. A structured questionnaire covered four constructs: shadow
Al use, operational efficiency, data security risks, and digital governance policies. An applied
model of 320 respondents was analyzed using descriptive statistics, correlation, linear
regression, and hierarchical regression. Results: The findings indicate that shadow Al use has
a positive effect on operational efficiency and also increases data security risks. The findings
further show that digital governance policies strengthen the positive effect on operational
efficiency and reduce the negative effect on data security. Recommendations: The study
recommends developing an institutional Al-use policy, classifying data before use, providing
approved Al tools, training employees, and activating continuous monitoring and audit
mechanisms.

Keywords: Shadow AI, operational efficiency, data security, digital governance, Al
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