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1. Project Overview
1.1 Background 
The COVID-19 pandemic has had a significant impact on peoples especially those with diabetes. This is because their blood sugar levels are out of whack and their immune systems don’t work as well, which puts them at greater risk of getting very sick or dying. More research has looked into how Internet of Things (IoT) technologies can be used to find clinical deterioration early by continuously monitoring physiological parameters such as heart rate, blood glucose, oxygen saturation, and temperature from a distance. A lot of this work even used edge-computing gateways and machine learning algorithms (like 1D CNNs and XGBoost) to make predictions about bad events better. Previous implementations talked about in the literature used rule-based alert systems that let users know when a sensor reading went above a certain level. Some of the clinical benefits of these different approaches are better blood sugar control, fewer trips to the emergency room, and faster reporting of symptoms. Some of the common problems with these platforms, on the other hand, were that they didn't allow for personalization, used simulated or retrospective datasets, and had privacy issues that showed where they could be made more reliable, flexible, and private.
1.2 Problem Statement
This project will investigate and discover the challenges associated with current IoT-based remote monitoring systems for high-risk diabetic patients during COVID-19. Current monitoring remote monitoring solutions rely on static, simple rule-based thresholds that do not take into consideration the heterogeneity of patients which contributes to alarming either too late or receiving false alarms. Additionally, IoT systems are burdened with too much noisy or missing sensor data which reduces the predictive performance of the IoT monitoring system. Given that diabetic patients in particular are more vulnerable to illness, there is an urgent need for dynamic, reliable, and also privacy preserving monitoring of patients with measuring devices like IoT sensors.
1.2 Project Importance and Contribution
The project plan is to employ AI enabled IoT frameworks with edge computing technology, federated learning and dynamic patient thresholds. The environment will integrate real-time IoT data from continuous glucose monitors, pulse oximeters, and temperature sensors pre-processing the sensor data with advanced filtering, classification and anomaly detection to improve the accuracy of predictions. Explainable AI will provide transparency for clinicians to build their trust leading to appropriate and timely personalized decisions to take. This project will reduce false alarms and improve predictive performance that contributes to optimizing healthcare system utilization, clinical outcomes, and remote patient engagement; ultimately supporting safer and more effective care during a pandemic or beyond.
1.3 Research Questions
· How does a hybrid edge-cloud ML architecture make predictions more accurate in real time than alerts based on rules?
· How can dynamic, patient-specific thresholds reduce false positives and improve reliability?
· How can dynamic, patient-specific thresholds make false positives less likely and make the system more reliable?
· What methods can be used to clean and fill in sensor data to make models more accurate?
1.4 Related Work
Alotaibi et al. (2021) created a wrist-worn Internet of Things system that combined a Dexcom G6 interstitial glucose sensor and a MAX30102 pulse oximeter to solve the important problem of slow clinical response in high-risk diabetic COVID-19 patients. We collected data by streaming SpO₂ and glucose in real time to a Firebase Realtime Database and an Android app every minute. Preprocessing included BLE packet parsing, aligning timestamps, filtering out noise, and finding outliers. The system used rule-based threshold detection (glucose >180 mg/dL, SpO₂ <92%), and Firebase Cloud Messaging was used to send alerts to doctors. In a randomized pilot study (n=60) compared to standard care, hospital visits dropped by 25% and alerts were sent 30 minutes faster. This study's use of fixed thresholds limited its ability to make predictions and tailor them to individual needs, but it did show that it was possible and had clear clinical benefits (Alotaibi et al., 2021).
Singh and Verma (2020) looked into the problem of not enough remote glycemic oversight by putting 120 diabetic patients under quarantine for six months and using Medtronic Guardian continuous glucose monitors and DS18B20 temperature sensors. Using MQTT over LoRaWAN, data was sent to a Node-RED dashboard. We cleaned up the raw sensor streams by getting rid of outliers and applying a moving-average smoothing filter. Rule-based alerts sent out notifications when the temperature went above 37.5°C or the glucose level went above 180 mg/dL. Analytical statistical trend models, on the other hand, predicted changes in HbA1c. When comparing evaluation to self-reporting, the mean HbA1c reduction was 1.1%, and the COVID-19 symptom alerts came two days earlier. The system may not be able to customize alerts and cut down on false positives as much as it could if it had adaptive machine-learning models (Singh & Verma, 2020).
Chen and his team worked on latency and cloud dependence by making an edge-AI gateway on a Raspberry Pi 4 that connects Abbott Libre glucose sensors, SpO₂ (MAX30100), and ECG (AD8232). We recorded multimodal physiological signals that were buffered locally while we were collecting data. There was band-pass filtering (ECG 0.5–40 Hz) and z-score normalization as part of the preprocessing. We used TensorFlow Lite, a 1D CNN model, to make predictions about how things would get worse on the device. Using a retrospective analysis of 200 patient simulations, the evaluation found an inference latency of 85 ms and a prediction accuracy of 92%. Using simulated data may not accurately reflect the variability and noise of the real world, but this integration showed lower cloud loads and faster local responses (Chen et al., 2021). 
Routh et al. (2020) looked into human-factor barriers by doing semi-structured interviews and looking at app usage logs from 50 diabetic patients who used an IoT kit (BLE glucometer, oximeter, and mobile app). Using NVivo’s preprocessing and thematic coding, we found themes about usability and privacy. We didn't use machine learning. The evaluation used the System Usability Scale (SUS) and qualitative input to find that 87% of the data was usable, but 45% had serious problems with data security. The qualitative approach might not be able to be used in other situations and doesn't have any quantitative performance metrics, but these results show how important it is to have clear privacy protections (Routh et al., 2020).

Ghosh and Patil (2021) solved problems with data integrity by creating a blockchain-enhanced Internet of Things (IoT) architecture. ESP32 sensors sent glucose and SpO₂ readings as transactions over a private Ethereum network (Geth), with Hyperledger Fabric controlling who could see them. They used SHA-256 to hash the readings. During data collection, raw vitals were streamed, and during preprocessing, blockchain payloads were made. There was no use of ML. Using OMNeT++ simulations to test the system showed no tampering events and an extra latency of less than 50 ms, which means that health data can be sent safely and with little extra cost. Transaction costs and untested real-world blockchain congestion are two of the problems (Ghosh & Patil, 2021). 
Yaqoob et al. (2021) did a systematic review and meta-analysis of 18 studies on managing chronic diseases using the Internet of Things (IoT) during COVID-19. During data collection, we got quantitative results (like fewer visits to the emergency room) and technology stacks. During preprocessing, we used inclusion and exclusion criteria. We used a random-effects meta-analytical model to combine the effect sizes. This model showed that there was a lot of variation in protocols and device compatibility, but it also showed that ED visits went down by 30%. One of the problems is that there is publication bias and not enough negative findings that haven't been published (Yaqoob et al., 2021). 
Lopez et al. (2022) did a multi-center randomized controlled trial (n=200) to compare Bluetooth Classic (HC‑05) and NB‑IoT (Quectel BC95‑G) modules for sending SpO₂ and glucose data. This was done to fix the problem of unreliable connectivity in rural telehealth. We used a Python-based server to gather data, such as packet timestamps, loss, and latency. Preprocessing included aligning logs and figuring out loss rates. We used ANOVA and paired t-tests to find that NB-IoT has 60% less packet loss and 99% uptime. Extreme weather conditions have not yet been tested, even though they could help with choosing a network (Lopez et al., 2022).
Ahmad et al. (2022) made people more interested by making an Ionic/Angular mobile dashboard that used Chart.js to show temperature and glucose data collected by the BLE and included reminders. As part of the data collection process, BLE sensor pairing, RESTful API uploads to MongoDB, and preprocessing normalized JSON payloads were all done. There was no use of machine learning. Using a pre-post design with compliance metrics and the SUS, the evaluation found a 90% usability score and a 40% increase in self-monitoring adherence. But it can't send proactive alerts because it doesn't have predictive analytics (Ahmad et al., 2022). 
Patel et al. (2021) tested a microfluidic adhesive glucose patch and an infrared thermal sensor on thirty diabetics in quarantine to see if they could be used instead of invasive monitoring. During data collection, BLE sent continuous readings to an ESP8266 gateway, and moving-average smoothing was used to prepare the data. A threshold-based anomaly detector found a fever of more than 38 °C or a blood sugar level of more than 180 mg/dL. The evaluation was able to find fevers two hours earlier and had 95% accuracy for glucose by comparing patch and manual measurements. The small sample size and short trial period make it hard to generalize (Patel et al., 2021). 
Gaur and Raut (2021) solved the problem of clinicians taking too long to respond by using BLE glucometer triggers with a Node.js/WebRTC teleconsultation system for 100 diabetic patients. During data collection, real-time spikes in glucose levels were recorded, and queued threshold events were preprocessed. Machine learning was not used. The evaluation found that 92% of patients were happy and that there were 20% fewer bad events. One big problem is that it depends on the availability of clinicians, which could lead to a backlog of urgent consultations (Gaur & Raut, 2021). 
Zhang et al. (2023) used NB-IoT to collect vital signs (glucose, SpO₂, and HR) from 500 diabetic patients and put them into an InfluxDB time-series database to help with early severity stratification. Temporal feature engineering and filling in missing values were two parts of the preprocessing. After training an XGBoost ensemble classifier with SHAP interpretability, we used 5-fold cross-validation to test it. The results showed that it was 85% accurate and had an AUC of 0.88. Some of the problems are that it is retrospective and needs to be validated in the future (Zhang et al., 2023).
El-Sayed and Abdelrahman (2022) used NS-3 to create a three-tier IoT-fog-cloud architecture to deal with cloud latency in IoT health monitoring. We used synthetic MQTT sensor events to collect data and Python moving-average noise filters to get the data ready for analysis. The evaluation compared alert latencies to an AWS Lambda cloud-only pipeline and found that the latency was cut by 40%. The model had event detection based on thresholds (no ML). Synthetic data may not be able to show how networks change in the real world (El-Sayed & Abdelrahman, 2022). 
Smith and Alsharif (2022) looked at rural connectivity by putting Quectel BC95-G (NB-IoT) and EC25 (LTE) modules in the field and recording MQTT packet deliveries and signal strength every five minutes. We used Mosquito MQTT to collect data, and we didn't use machine learning to preprocess the aggregated logs. Evaluation descriptive analysis showed that NB-IoT had a 99.2% uptime, while LTE had a 92.5% uptime. Short-term testing doesn’t give us much information about seasonal or infrastructure changes (Smith & Alsharif, 2022).
Tariq et al. (2023) made it easier for people with diabetes to keep track of their blood sugar levels by sending 100 SMS reminders to them over the course of eight weeks. They did this by connecting Accu-Chek Guide Link glucometers to BLE and an ARM gateway (Eclipse Kura). During data collection, timestamped glucose logs and reminder interactions were saved. Preprocessing was done with cron-based adherence scripts, and machine learning was not used. An examination of SMBG compliance and hyperglycemia rates showed a 15% drop in hyperglycemia and a 50% rise in compliance. The short intervention period might not be a good predictor of long-term adherence (Tariq et al., 2023). 
Hussain et al. (2022) made a wearable by putting a Freestyle Libre glucose sensor and a FLIR Lepton 3.5 thermal camera on an ARM Cortex-M4 MCU. The data collection synced glucose readings and thermal images to a MATLAB server over Wi-Fi. The preprocessing used a sensor fusion algorithm based on the Kalman filter. We tested the model's implementation of anomaly detection in MATLAB by comparing alerts to the start of clinical symptoms in 40 outpatients. The model had 90% sensitivity and 88% specificity. Individual calibration and motion artifacts are still issues (Hussain et al., 2022).
Two prominent methodological archetypes are identified in the reviewed studies. First, a lot of implementations used rule-based alert systems, which send out notifications when sensor readings surpass predetermined thresholds (Alotaibi et al., 2021; Singh & Verma, 2020; Patel et al., 2021; El-Sayed & Abdelrahman, 2022). Although these fixed-threshold methods are easy to use and very interpretable, they are unable to account for patient-specific variability and frequently result in false positives when physiological fluctuations naturally occur. Secondly, more advanced research used machine-learning models, particularly 1D CNNs for multimodal deterioration prediction (Chen et al., 2021) and XGBoost for risk stratification (Zhang et al., 2023), in conjunction with meticulous time-series preprocessing (filtering, normalization, feature engineering). Although these ML-based systems were frequently trained and validated on simulated or retrospective data, which limited their generalizability, they generally showed the ability to integrate multiple vital sign streams and achieved higher predictive accuracy. Furthermore, the majority of studies lacked a clear plan for dealing with noisy or missing data in real-world deployments, and only a small number included continuous learning or personalization mechanisms to adjust to each patient’s baseline physiology over time.
Based on these insights, our research may employ a hybrid machine learning architecture that combines cloud-based, continuous learning with edge-level inference. For instance, a cloud-hosted XGBoost ensemble, may assimilate interval-based summary of features in order to provide optimal risk scores and model retraining, while an edge-deployed 1D-CNN or lightweight LSTM may interpret real-time glucose, SpO₂, and temperature data locally to further mitigate latency and privacy concerns. To address earlier limitations, our study will employ one or more of the following:
· Person-specific dynamic thresholds to reduce false positives through a composite of rule-based logic and patient-specific statistical baselines (e.g. z-scores or control-chart methodologies).
· Retrospective data bias and data privacy concerns, on the other hand, can now be accounted for via adaptive model updating utilizing federated learning to provide updates to the cloud model from pooled insights across patients without any raw data being shared.
· Data quality pipelines, which incorporate methods, such as autoencoder-based reconstruction or Kalman filters, to automatically identify impute missing or anomalous sensor values.
This bespoke hybrid ML infrastructure would directly address, the generalizability, adaptability, and data quality concerns identified in the literature, while capitalizing on the opportunities provided through combining the predictive and continuous learning aspects of cloud-based learning with both the immediacy and privacy provided by edge analytics.
In conclusion, a clear lesson from the research is that hybrid IoT–machine learning models are the most promising for the management of diabetic COVID-19. The future systems will support personalized alerts, take account of individual physiological baselines, and be adaptive through new (real world) data, by integrating low-latency edge inference (with lightweight neural networks or LSTM models) with cloud-based ensemble learning and federated model updates. The incorporation of an explanation framework (SHAP, etc.) and a sophisticated pipeline for data quality (Kalman filters, autoencoder imputation, etc.) will add additional reliability, clinician trust, and patient safety. Eventually, transitioning IoT-AI innovations from pilot studies to scalable long-term care for protecting diabetic patients in public health emergencies (such as the COVID-19) will depend on overcoming the limitations identified within this review, such as reducing false-alarms, ensuring model generalizability, and securing data governance.

2. Project Goal
· Create and use an edge 1D-CNN/LSTM-based architecture for real-time inference with a delay of less than 100 ms to take the place of rule-based systems.
· Design a dynamic thresholding system using z-score and EWMA tailored per patient profile to reduce false alarms.
· Create a dynamic thresholding system that uses z-score and EWMA and is customized for each patient to cut down on false alarms.
· Combine noise reduction and imputation pipelines (like Kalman filtering and KNN-imputation) to make sure the data is good and the predictions are better.





3. Approach
· Data Collection
This project will utilize multimodal sensor data from diabetic patients, including continuous glucose monitors, pulse oximeters, heart rate and temperature sensors. To incorporate diversity, clinical partner registries will be matched with public datasets (e.g., PhysioNet). All clinical data will be de-identified and also to satisfy privacy concerns will be trained in a federated learning function.
· Data Processing
The sensor streams will be synchronized and resampled at an agreed same frequency. Matlab Kalman filters and/or median smoothing will be used to introduce noise reduction strategies and missing values will be imputed using KNN-type latent based techniques. The data will be normalized against the patient's baseline and sliding windows will be created with extracted features such as z-scores with EWMA interval trend indicators and the rate-of-change indicators.
· Model / Method Selection
The model shall be a lightweight 1D-CNN + LSTM that can run on any edge device (e.g., Raspberry Pi type) with inference latency of less than 100 ms. The alerts should be patient specific in their personalization; this will occur through the adaptive dynamic thresholding of z-scores and through adaptive dynamic thresholding of EWMA values. When data and evidence will permit, in particular with limited labels, an autoencoder will provide non-discriminatory anomaly detection types of significance in the existing metric. Through federated learning and XGBoost function to create ensembles for individual robustness across institutional strategies the system will become anti-fragile with regards any inherent risks. Alerts will provide an additional level of explanation via clinical usage by generating explainable alerts through SHAP.
· Testing and Evaluation
The system will be evaluated on prediction performance (AUROC, AUPRC), false alarms per patient-day, and time-to-event lead times. We will measure latency on edge devices to ensure feasibility in real-time. Ablation studies will compare static thresholds, dynamic thresholds, and hybrid AI models. Finally, we will assess robustness on noise and missing data, and clinician surveys will evaluate the usefulness and interpretability of alerts.
4. Project Steps and Timeline
· Data Collection and Preparation (Weeks 1–6)
· Define project scope, research objectives, and system architecture.
· Choose sensors, edge devices, and connectivity. .
· Recruit ~50 pilot participants, and deploy sensors.
· Perform device calibration, create data ingestion processes, perform initial ETL (filtering, imputation, feature creation).
· Model Building and Training (Weeks 7–8)
· Train baseline machine learning models (e.g., XGBoost).
· Develop and quantize edge AI model (1D-CNN/LSTM in TensorFlow Lite).
· Implement dynamic thresholding modules (e.g. z-score, EWMA).
· Begin federated learning framework.
· Testing and Evaluation (Weeks 9–10)
· Deploy packaged models in edge and private cloud environments.
· Run functional tests with simulated data streams and real data streams.
· Evaluate end-to-end system performance (latency <100ms, prediction accuracy, prediction reliability, false alarm reduction).
· Perform stress testing for data over the network and on edge devices.
· Final Adjustments and Reporting (Week 11)
· Make models and thresholds better based on test results.
· Finish the paperwork and get the research results ready.
· Give out code and reports (in LaTeX/Word or GitHub).





The following Gantt Chart visualizes these steps over weeks:
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5. Expected Results
This project will deliver an adaptive, privacy-preserving IoT monitoring framework with:
· Diabetic patients will have fewer false alarms and their health will get worse sooner. 
· Operational fit: edge inference under 100 ms is good for real-time use. 
· Trust and privacy: explainable outputs and federated training make it possible for clinics to use PHI without having to store it all in one place.













6. Resources Needed
· Hardware: Raspberry Pi 4, Quectel BC95-G, Dexcom G6, MAX30102, and DS18B20 
· Software: AWS IoT Core, MQTT (Mosquitto), and Node-RED
· Python libraries like Pandas and SciPy, InfluxDB and DynamoDB, Kalman filter libraries, and autoencoder frameworks like TensorFlow and PyTorch
· XGBoost, TensorFlow Lite, TensorFlow Federated, SHAP, AWS SageMaker, and Docker
· Docker, Kubernetes/eC2, BLE/NB-IoT connectivity tools, network simulators (NS-3), and performance monitoring tools like Prometheus and Grafana
· Git, LaTeX/Word
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