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Abstract

The study aims to determine the impact of applying human factor risk management,
with its combined dimensions (risk identification and assessment, risk management
treatment, and risk management monitoring), on reducing cyberattacks: a field study on
government institutions in the Kingdom of Saudi Arabia. The descriptive-analytical approach
was adopted, and a questionnaire was distributed to a random sample of employees in
government banks in Riyadh. The number of valid questionnaires for analysis was 350. The

researcher used a set of statistical methods to analyze the data.

The study results showed a very high level of risk identification and assessmentas one
of the dimensions of human factor risk management, as well as a very high level of risk

management treatment.

In light of the findings, the study recommends enhancing ongoing security awareness
programs for all employees, with a focus on cyber threats related to human behavior such as
social engineering and phishing. It also recommends incorporating human factor risk
management into the strategic cybersecurity plan of government institutions to ensure

systematic handling of human-related threats.

Keywords: Human Factor Risks — Cyberattacks — Government Institutions
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