
CYB650
Introduction to Cryptography
Cryptography Algorithms

Prepared by Dr. Esraa Saleh Alomari
Lecture #7

1



Outline
Module

04
Lecture # 7

The Part 1 of the module 4 covers the Cryptography Algorithms are as follows:

➢ Public Key Algorithms

➢ Secret Key Algorithms

➢ Block Cipher Modes
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Public-key algorithm

Introduction
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Introduction

❑ The development of public-key cryptography is the greatest and perhaps

the only true revolution in the entire history of cryptography. From its

earliest beginnings to modern times, virtually all cryptographic systems

have been based on the elementary tools of substitution and permutation.

After millennia of working with algorithms that could be calculated by

hand, a major advance in symmetric cryptography occurred with the

development of the rotor encryption/decryption machine.
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Introduction

❑ The electromechanical rotor enabled the development of fiendishly complex

Cipher systems. With the availability of computers, even more complex

systems were devised, the most prominent of which was the Lucifer effort at

IBM that culminated in the Data Encryption Standard (DES). But both rotor

machines and DES, although representing significant advances, still relied on

the bread-and-butter tools of substitution and permutation.
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Introduction

❑ Public-key cryptography provides a radical departure from all that has

gone before. For one thing, public-key algorithms are based on

mathematical functions rather than on substitution and permutation.

More important, public-key cryptography is asymmetric, involving the

use of two separate keys, in contrast to symmetric encryption, which uses

only one key. The use of two keys has profound consequences in the

areas of confidentiality, key distribution.
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Terminology 

Related to Asymmetric Encryption

❑ Asymmetric Keys

Two related keys, a public key and a private key, that are used to

perform complementary operations, such as encryption and decryption

or signature generation and signature verification.
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Terminology 

Related to Asymmetric Encryption

❑ Public Key Certificate

A digital document issued and digitally signed by the private key of a

Certification Authority that binds the name of a subscriber to a public key.

The certificate indicates that the subscriber identified in the certificate has

sole control and access to the corresponding private key.
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Terminology 

Related to Asymmetric Encryption

Public Key (Asymmetric) Cryptographic Algorithm

A cryptographic algorithm that uses two related keys, a public key and a

private key. The two keys have the property that deriving the private key

from the public key is computationally infeasible.
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Terminology 

Related to Asymmetric Encryption

Public Key Infrastructure (PKI)

A set of policies, processes, server platforms, software and workstations used for

the purpose of administering certificates and public-private key pairs, including

the ability to issue, maintain, and revoke public key certificates.
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Public-key Cryptosystem

Asymmetric algorithms rely on one key for encryption and a different but

related key for decryption. These algorithms have the following important

characteristic.

• It is computationally infeasible to determine the decryption key given

only knowledge of the cryptographic algorithm and the encryption key.
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Public- key Cryptosystem

In addition, some algorithms, such as RSA, also exhibit the following characteristic.

• Either of the two related keys can be used for encryption, with the other used for

decryption.

A public-key encryption scheme has six ingredients (Figure 9.1a; compare with

Figure 2.1).

• Plaintext: This is the readable message or data that is fed into the algorithm as

input.
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Public- key Cryptosystem
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Public- key Cryptosystem
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Public- key Cryptosystem

• Encryption algorithm: The encryption algorithm performs various

transformations on the plaintext.

• Public and private keys: This is a pair of keys that have been selected so that if

one is used for encryption, the other is used for decryption. The exact

transformations performed by the algorithm depend on the public or private key that

is provided as input.
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Public- key Cryptosystem

• Ciphertext: This is the scrambled message produced as output. It depends

on the plaintext and the key. For a given message, two different keys will

produce two different ciphertexts.

• Decryption algorithm: This algorithm accepts the ciphertext and the

matching key and produces the original plaintext.
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Public- key Cryptosystem

The essential steps are the following:

1. Each user generates a pair of keys to be used for the encryption and

decryption of messages.

2. Each user places one of the two keys in a public register or other accessible

file. This is the public key. The companion key is kept private. As Figure 9.1a

suggests, each user maintains a collection of public keys obtained from

others.

3.
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Public- key Cryptosystem

3. If Bob wishes to send a confidential message to Alice, Bob encrypts

the message using Alice’s public key.

4. When Alice receives the message, she decrypts it using her private

key. No other recipient can decrypt the message because only Alice

knows Alice’s private key.
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Public- key Cryptosystem

With this approach, all participants have access to public keys, and

private keys are generated locally by each participant and therefore need

never be distributed. As long as a user’s private key remains protected

and secret, incoming communication is secure. At any time, a system

can change its private key and publish the companion public key to

replace its old public key.
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Public- key Cryptosystem
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Applications for Public-Key Cryptosystems

Before proceeding, we need to clarify one aspect of public-key

cryptosystems that is otherwise likely to lead to confusion. Public-key

systems are characterized by the use of a cryptographic algorithm with two

keys, one held private and one available publicly.
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Applications for Public-Key Cryptosystems

Depending on the application, the sender uses either the sender’s private

key or the receiver’s public key, or both, to perform some type of

cryptographic function. In broad terms, we can classify the use of

public-key cryptosystems into three categories:
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Applications for Public-Key Cryptosystems

• Encryption/decryption: The sender encrypts a message with the recipient’s

public key.

• Digital signature: The sender “signs” a message with its private key.

Signing is achieved by a cryptographic algorithm applied to the message or

to a small block of data that is a function of the message.
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Applications for Public-Key Cryptosystems

• Key exchange: Two sides cooperate to exchange a session key. Several

different approaches are possible, involving the private key(s) of one or

both parties.

Some algorithms are suitable for all three applications, whereas others

can be used only for one or two of these applications.
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Applications for Public-Key Cryptosystems
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Requirements for Public-Key Cryptography

• Requirements for Public-Key Cryptography The cryptosystem illustrated

in Figures 9.2 through 9.4 depends on a cryptographic algorithm based on

two related keys. Diffie and Hellman postulated this system without

demonstrating that such algorithms exist. However, they did lay out the

conditions that such algorithms must fulfill.

1.
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Requirements for Public-Key Cryptography

1. It is computationally easy for a party B to generate a pair (public key PUb, private key

PRb).

2. It is computationally easy for a sender A, knowing the public key and the message to

be encrypted, M, to generate the corresponding ciphertext:

C = E(PUb, M) 
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Requirements for Public-Key Cryptography

3. It is computationally easy for the receiver B to decrypt the resulting ciphertext

using the private key to recover the original message:

M = D(PRb,C) = D[PRb, E(PUb,M)]

4. It is computationally infeasible for an adversary, knowing the public key, PUb,

to determine the private key, PRb.
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Requirements for Public-Key Cryptography

5. It is computationally infeasible for an adversary, knowing the public key, PUb, and a

ciphertext, C, to recover the original message, M. We can add a sixth requirement that,

although useful, is not necessary for all public-key applications:

6. The two keys can be applied in either order:

M = D[PUb, E(PRb, M)] = D[PRb, E(PUb, M)]
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Requirements for Public-Key Cryptography

5. It is computationally infeasible for an adversary, knowing the public key, PUb, and a

ciphertext, C, to recover the original message, M. We can add a sixth requirement that,

although useful, is not necessary for all public-key applications:

6. The two keys can be applied in either order:

M = D[PUb, E(PRb, M)] = D[PRb, E(PUb, M)]
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Public-Key Cryptanalysis

As with symmetric encryption, a public-key encryption scheme is

vulnerable to a brute-force attack. The countermeasure is the same: Use

large keys. However, there is a tradeoff to be considered. Public-key

systems depend on the use of some sort of invertible mathematical function.

The complexity of calculating these functions may not scale linearly with

the number of bits in the key but grow more rapidly than that.
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Public-Key Cryptanalysis

Thus, the key size must be large enough to make brute-force attack impractical but

small enough for practical encryption and decryption. In practice, the key sizes that

have been proposed do make brute-force attack impractical but result in encryption/

decryption speeds that are too slow for general-purpose use. Instead, as was

mentioned earlier, public-key encryption is currently confined to key management

and signature applications.
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Secret-Key Algorithm
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Secret-Key Algorithm

Definition

A cryptographic algorithm that uses secret keying material that is shared

between authorized parties
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Secret-Key Algorithm

With secret-key cryptography, both communicating parties, Alice and Bob,

use the same key to encrypt and decrypt the messages. Before any

encrypted data can be sent over the network, both Alice and Bob must have

the key and must agree on the cryptographic algorithm that they will use for

encryption and decryption.
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Secret-Key Algorithm

One of the major problems with secret-key cryptography is the logistical

issue of how to get the key from one party to the other without allowing

access to an attacker. If Alice and Bob are securing their data with secret-

key cryptography, and if Charlie gains access to their key, then Charlie can

understand any secret messages he intercepts between Alice and Bob.
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Secret-Key Algorithm

Not only can Charlie decrypt Alice's and Bob's messages, but he can also

pretend that he is Alice and send encrypted data to Bob. Bob won’t know

that the message came from Charlie, not Alice.

After the problem of secret key distribution is solved, secret-key

cryptography can be a valuable tool.
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Secret-Key Algorithm

The algorithms provide excellent security and encrypt data relatively quickly. The

majority of the sensitive data sent in an TLS session is sent using secret-key

cryptography. Secret-key cryptography is also called symmetric cryptography because

the same key is used to both encrypt and decrypt the data. Well-known secret-key

cryptographic algorithms include Advanced Encryption Standard (AES), Triple Data

Encryption Standard (3DES), and Rivest Cipher 4 (RC4).



Module
04

39Introduction to Cryptography ,  Dr. Esraa Saleh Alomari, Autumn 2022

Secret-Key Algorithm
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Block Cipher Modes
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There are a number of different ways to apply a block cipher to plaintext, each with 

its own advantages and particular applications:

➢ Multiple Encryption and Triple DES

➢ Electronic Code Book

➢ Cipher Block Chaining Mode

➢ Cipher Feedback Mode

➢ Output Feedback Mode

Block Cipher Modes
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Block Cipher Modes
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Thank You


