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Introduction

The escalating sophistication of cyber threats demands innovative strategies for
detecting and responding to malicious activities. Threat hunting, a proactive approach
focused on identifying potential threats before they fully emerge, has become a
cornerstone of modern cybersecurity frameworks. Large Language Models (LLMs) are
increasingly proving to be powerful tools in this domain, particularly for log analysis,
thanks to their capacity to process and interpret vast quantities of unstructured data.
This literature review explores the current research landscape concerning the
application of LLMs in threat hunting via log analysis, highlighting key findings,
methodologies, and future prospects.

The Role of LLMs in Cybersecurity and Log Analysis

LLMs have transformed various aspects of cybersecurity, including threat detection,
vulnerability assessment, and incident response. Their ability to process natural
language and generate human-like text makes them especially well-suited for analyzing
log data, which is often chaotic and complex. Traditional log analysis methods, relying
heavily on predefined rules and manual scrutiny, are time-consuming and prone to
errors. In contrast, LLMs can automate and improve log analysis by discerning patterns,
identifying anomalies, and offering actionable insights [1, 2, 3].

A significant advantage of LLMs in log analysis is their proficiency in managing the
diverse and intricate nature of log data. Logs can vary considerably in format, content,
and structure, posing challenges for conventional processing methods. With their
advanced natural language processing capabilities, LLMs can parse and interpret log
data from a multitude of sources, including system, network, and application logs. This
capability is particularly vital in threat hunting, where the ability to analyze disparate
data sources is crucial for uncovering potential threats [4, 5].

Methodologies and Frameworks for LLM-Based Log Analysis

Various methodologies and frameworks have been proposed to harness LLMs for log
analysis within threat hunting operations. These approaches can generally be classified
into three main categories: anomaly detection, log parsing and embedding, and
multi-agent collaboration.

Anomaly Detection

Anomaly detection is a critical element of threat hunting, as it involves pinpointing
unusual patterns or behaviors that might signal a potential threat. LLMs have been
successfully employed in anomaly detection for log analysis through diverse
techniques. For instance, LogLLM, a log-based anomaly detection framework,
leverages BERT to extract semantic vectors from log messages and uses Llama for
classifying log sequences. This framework has demonstrated superior performance
over traditional deep learning methods in capturing the semantic information
embedded in log data [13].

Another strategy, LogRAG, utilizes a semi-supervised framework based on retrieval-
augmented generation (RAG). This framework performs phased detection using both log
tokens and log templates to mitigate the impact of log parsing errors. It also employs a
single-class classifier to model normal system behavior, thereby reducing false



positives. Experimental results indicate that LogRAG achieves a 15% improvementin F1
Score on the BGL dataset and a 60% improvement on the Spirit dataset compared to
previous leading semi-supervised learning algorithms [14, 15].

Log Parsing and Embedding

Log parsing and embedding are fundamental steps in preparing log data for analysis.
Conventional log parsing methods often rely on manual rules or parsers, which can be
error-prone and time-consuming. LLMs have been used to enhance log parsing and
embedding through various techniques. For example, LLMelLog, a novel anomaly
detection approach, leverages LLMs to enrich log events using in-context learning
techniques. This approach fine-tunes a pre-trained BERT model with enriched log
events and trains a transformer-based anomaly detection model. Evaluation results on
three public log datasets show that LLMeLog achieves F1-scores exceeding 99%, even
when using only 10% of labeled data as training data [16].

Another approach, described in Paper 17, employs LLMs for parsing and embedding by
generating regular expressions (REGEX) for log parsing and utilizing a pre-trained LLM
for event embedding. This framework also incorporates an autoencoder with an
attention mechanism for unsupervised learning of log patterns. Experimental results
highlight the model's effectiveness in anomaly detection, achieving 96% accuracy on a
public dataset [17].

Multi-Agent Collaboration

Multi-agent collaboration is an emerging strategy in threat hunting that involves the
coordination of multiple agents to execute complex tasks. Audit-LLM, a multi-agent
framework designed for log-based insider threat detection, consists of three
collaborating agents: the Decomposer, the Tool Builder, and the Executor. The
Decomposer breaks down the intricate task of insider threat detection into manageable
sub-tasks using Chain-of-Thought (COT) reasoning. The Tool Builder creates reusable
tools for these sub-tasks, while the Executor generates the final detection conclusion
by invoking constructed tools. The framework also employs a pair-wise Evidence-based
Multi-agent Debate (EMAD) mechanism to refine conclusions through iterative
reasoning exchange. Extensive experiments on three publicly available datasets
demonstrate the superiority of this method over existing baselines, with significant
improvements in the faithfulness of explanations generated by LLMs [18].

Challenges and Limitations

Despite the promising advancements in applying LLMs to log analysis for threat hunting,
several obstacles and limitations persist. A primary challenge is the scalability of LLMs
when dealing with vast volumes of log data. As the quantity of log data expands, the
computational resources required for processing and analyzing it also increase, which
can be a limiting factor for organizations with restricted resources [3, 4].

Another challenge is the issue of false positives. While LLMs have demonstrated
impressive performance in anomaly detection, they can occasionally generate
erroneous alerts due to their reliance on patterns and context. This can lead to



unnecessary distractions for security teams, thereby diminishing the overall
effectiveness of threat hunting efforts [3, 5].

Furthermore, integrating LLMs into existing cybersecurity frameworks can be complex.
Many organizations have established workflows and tools for log analysis, and
incorporating LLMs into these environments demands substantial effort and resources.
Additionally, the interpretability and explainability of LLM-based models can be a
concern, as the decisions made by these models are often opaque, making it difficult
for security analysts to comprehend and trust the results [4, 9].

Future Directions

The application of LLMs in threat hunting through log analysis is a rapidly evolving field,
with several promising avenues for future research. One key area of focus is the
development of more interpretable and explainable models. As LLMs become more
integrated into cybersecurity frameworks, it is crucial to develop techniques that can
provide clear and understandable explanations for the decisions made by these
models. This will not only foster greater trust in LLM-based systems but also enable
security analysts to refine and improve the models over time [4, 9].

Another important direction is the enhancement of LLMs for domain-specific tasks.
While general-purpose LLMs have shown impressive capabilities in log analysis,
domain-specific models tailored for cybersecurity tasks can further boost performance.
Fine-tuning LLMs on cybersecurity-specific datasets and adapting them to the unique
requirements of log analysis can lead to more accurate and relevant results [4, 5].

Finally, the development of more robust and scalable frameworks for LLM-based log
analysis is essential. As the volume and complexity of log data continue to grow, itis
crucial to design frameworks that can efficiently process and analyze large datasets
while maintaining high performance. This includes exploring techniques such as
distributed processing, parallel computing, and optimized pre-training strategies to
enhance the scalability and efficiency of LLM-based systems [4, 9].

Conclusion

The incorporation of LLMs into threat hunting via log analysis represents a significant
stride forward in cybersecurity. By harnessing the powerful natural language processing
capabilities of LLMs, organizations can automate and enhance log analysis, leading to
more effective and efficient threat detection. While challenges such as scalability, false
positives, and model interpretability persist, ongoing research and development are
anticipated to address these limitations and further improve the efficacy of LLM-based
systems. As this field continues to advance, the application of LLMs in threat hunting is
poised to play an increasingly vital role in safeguarding digital assets and bolstering
cybersecurity resilience.



Table: Comparison of LLM-Based Log Analysis Frameworks

Framework | Key Features Performance Metrics Citation
Leverages BERT for
semantic vector extraction
and Llama for | Outperforms state-of-the-art methods in semantic understanding

LogLLM classification and anomaly detection [13][14]
Semi-supervised
framework with RAG and | 15% improvement in F1 Score on BGL dataset, 60% improvement

LogRAG single-class classifier on Spirit dataset [14][15]
Enriches log events with in-
context learning and fine-

LLMelLog tunes BERT Achieves F1-scores exceeding 99% on public datasets [16]
Multi-agent collaboration
with Decomposer, Tool
Builder, and Executor | Demonstrates superiority over existing baselines with improved

Audit-LLM agents explanation faithfulness [18]
Combines LLM-based

Hybrid parsing with autoencoder

Approach and attention mechanism Achieves 96% accuracy on public dataset [17]
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