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Foreword

• During data communication, insecure factors may cause 
information leakage, incomplete information, unavailable 
information, etc. Therefore, firewalls are required during network 
deployment.

• This course introduces the history, features, typical networking 
modes, application scenarios, and technical specifications of Huawei 
firewalls.
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Objectives

• Upon completion of this course, you will be able to: 

□ Understand the basic concepts of firewalls. 
□ Understand firewall security policies.
□ Have a good command of firewall security policy configuration.
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Firewall Classification: Proxy Firewall

• The proxy applies to the application layer of the network. The proxy checks the services directly 
transmitted between intranet and Internet users. After the request passes the security policy 
check, the firewall establishes a connection with the real server on behalf of the Internet user, 
forwards the Internet user's request, and sends the response packet returned by the real server to 
the Internet user.

• The  proxy  firewall  can  completely  control  the  exchange  of  network  information  and  the 
session process, achieving high security. Its disadvantages are as follows:

□  Software implementation limits its processing speed. Therefore, the proxy firewall is vulnerable 
to DoS attacks.

□  Application-layer proxy must be developed for each protocol. The development period is long, 
and the upgrade is difficult.
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Firewall Security Policy Mechanism
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Querying the Session Table
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Security Policy Matching Principle



Thank You
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